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Abstract. Civic resilience has become a crucial condition for 

democratic stability, institutional continuity and social cohesion in 

times of disruption. Contemporary societies face overlapping 

challenges, including declining public trust, democratic backsliding, 

disinformation, social polarisation, climate-related disasters, cyber 

threats and geopolitical instability. In this context, institutional 

governance is not limited to administrative crisis management. It 

also includes the protection of civic space, rights, participation, 

accountability, information integrity and institutional learning. The 

objective of this article is to develop a conceptual and analytical 

framework for institutional governance for civic resilience and to 

identify the institutional conditions that enable societies to withstand 

crises while preserving democratic participation, public trust and 

rights protection. The study applies qualitative conceptual analysis, 

comparative policy analysis and secondary data interpretation. The 

research is based on verified international reports, governance 

indicators and policy documents produced by the OECD, European 

Commission, World Bank, UNDRR, Freedom House, V-Dem 

Institute, International IDEA and Edelman Trust Barometer. The 

article proposes the Institutional Civic Resilience Matrix, which 

includes seven governance pillars: public trust and legitimacy, civic 

space, rule of law and accountability, crisis coordination, 

information integrity, inclusive participation and institutional 

learning. The results show that civic resilience depends on the 

interaction between state capacity and civic freedom. Statistical 

evidence confirms that low institutional trust, restrictions on civil 

liberties, weak accountability and disinformation significantly 

reduce the ability of societies to respond collectively to crises. 

Institutional governance for civic resilience should be understood as 

a dynamic system that combines competent public administration, 

democratic safeguards, social inclusion, rights protection and 

continuous institutional adaptation. Further research should focus 

on empirical testing of the Institutional Civic Resilience Matrix, 

comparative assessment of civic resilience across countries, and the 

impact of digital technologies, artificial intelligence and platform 

governance on trust, participation and civic agency. 

Keywords: civic resilience; institutional governance; public trust; 

civic space; democratic resilience; rule of law; accountability; crisis 

coordination; information integrity; inclusive participation; 

institutional learning; social cohesion. 

JEL Classification: H11; H83; D73; D78; O38; Z18. 
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Introduction. Civic resilience has become one of the most important 

concepts for understanding the ability of democratic societies to withstand 

crises, institutional shocks, disinformation, political polarisation, social 

fragmentation, disasters and external interference. Unlike traditional 

concepts of state stability, civic resilience does not refer only to the capacity 

of public authorities to maintain order. It also concerns the ability of citizens, 

communities, civil society organisations, public institutions and local 

networks to preserve democratic norms, cooperate during crises, protect 

rights, sustain public trust and participate in collective problem-solving. 

Institutional governance for civic resilience is especially relevant in the 

context of overlapping crises. Contemporary societies face public health 

emergencies, migration pressures, climate-related disasters, military 

conflicts, cyber threats, declining trust in institutions, democratic backsliding 

and disinformation. These challenges do not affect only technical systems or 

public administration. They influence the relationship between citizens and 

the state. When institutions are transparent, accountable, inclusive and 

responsive, citizens are more likely to trust public decisions and cooperate 

in difficult circumstances. When institutions are perceived as unfair, corrupt, 

closed or ineffective, social cohesion weakens and civic resilience declines. 

The problem is confirmed by international evidence. The OECD Survey 

on Drivers of Trust in Public Institutions reported that in 2023 only 39% of 

respondents in 30 OECD countries had high or moderately high trust in their 

national government, while 44% had low or no trust (OECD, 2024a). This 

trust deficit is not only a political problem. It is a governance risk because 

trust affects compliance with public decisions, willingness to cooperate, 

acceptance of reforms and social solidarity. At the same time, Freedom 

House reported continuing global pressure on political rights and civil 

liberties, while V-Dem documented a long period of global autocratisation 

and increasing restrictions on civil society and media freedom (Freedom 

House, 2025; V-Dem Institute, 2025). 

In this context, institutional governance for civic resilience should be 

understood as a system of rules, institutions, practices and relationships that 

enable society to anticipate risks, absorb shocks, protect civic freedoms, 

maintain public trust and recover through democratic participation. The 

article argues that civic resilience is not spontaneous. It is produced through 

institutional design, public integrity, legal safeguards, civic space, inclusive 

participation, crisis preparedness, reliable information ecosystems and 

continuous cooperation between the state and society. 

Literature review. The concept of resilience originally developed in 

ecology, psychology, disaster risk reduction and systems theory. In public 

governance, resilience refers to the capacity of institutions and societies to 

absorb shocks, adapt to changing conditions and transform in response to 

long-term risks. The Sendai Framework for Disaster Risk Reduction 2015-

2030 identifies disaster risk governance, investment in resilience, 
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preparedness and the principle of “Build Back Better” as central priorities 

for reducing risk and strengthening societies (UNDRR, 2015). Although the 

Sendai Framework focuses primarily on disaster risk, its governance logic is 

applicable to civic resilience because both require prevention, coordination, 

institutional capacity and participation. 

The European Commission has also developed a resilience-oriented 

approach through its resilience dashboards. These dashboards assess 

resilience in the European Union and its Member States as the ability to make 

progress toward policy objectives amid challenges and transformations 

(European Commission, 2024). This interpretation is important because it 

connects resilience not only with survival during crises, but also with the 

capacity to continue democratic, social and economic development. 

The literature on public trust is central to civic resilience. Trust in 

government is influenced by competence, integrity, openness, fairness and 

responsiveness (OECD, 2024a). In crisis situations, trust reduces transaction 

costs, supports compliance with public health or security measures, and 

increases citizens’ willingness to cooperate. However, trust must not be 

interpreted as passive obedience. Democratic trust depends on accountable 

institutions, the rule of law, freedom of expression and meaningful 

participation. 

Civic space is another key element of resilience. The OECD defines 

civic space as the legal, policy, institutional and practical conditions that 

allow non-governmental actors to access information, express themselves, 

associate, organise and participate in public life (OECD, 2025a). When civic 

space is protected, governments and civil society can collaborate throughout 

the policy-making cycle. When civic space is restricted, early warning 

signals from society are weakened, vulnerable groups become less visible, 

and public decisions become less legitimate. 

The literature on democratic resilience emphasises the importance of 

institutional checks and balances, electoral integrity, independent media, 

civil society, judicial independence and anti-corruption mechanisms. The 

World Bank Worldwide Governance Indicators measure governance through 

six dimensions: voice and accountability, political stability and absence of 

violence, government effectiveness, regulatory quality, rule of law, and 

control of corruption (World Bank, 2024). These dimensions are directly 

related to civic resilience because they define whether institutions are 

capable, legitimate and constrained by law. 

Recent democratic indicators show that resilience cannot be taken for 

granted. Freedom House reported that global freedom declined in 2024 for 

the nineteenth consecutive year, with deterioration in political rights and 

civil liberties in many countries (Freedom House, 2025). V-Dem’s 

Democracy Report 2025 states that autocratisation has continued over a long 

period and that restrictions on media and civil society are among the most 

common strategies of democratic erosion (V-Dem Institute, 2025). These 
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findings indicate that civic resilience must include protection against 

institutional capture and gradual erosion of democratic safeguards. 

At the same time, resilience research warns against purely defensive 

approaches. Civic resilience is not only protection from threats. It also 

includes positive institutional capacities: civic education, participatory 

governance, social inclusion, transparency, public service continuity, 

community networks and the ability to learn from crises. Therefore, 

institutional governance for civic resilience should be analysed as a dynamic 

ecosystem rather than a single policy field. 

Aims. The aim of this article is to develop a conceptual and analytical 

framework for institutional governance for civic resilience and to identify 

the institutional conditions that enable societies to withstand crises while 

preserving democratic participation, public trust and rights protection. 

The objectives of the article are: 

− to clarify the concept of civic resilience in the context of institutional 

governance; 

− to analyse the relationship between public trust, civic space, institutional 

quality and social resilience; 

− to identify the main governance dimensions that support civic resilience; 

− to systematise international indicators relevant to civic resilience; 

− to develop an Institutional Civic Resilience Matrix as an analytical model; 

− to formulate practical recommendations for strengthening civic resilience 

through institutional governance. 

Methodology. The article uses qualitative conceptual analysis, 

comparative policy analysis and secondary data interpretation. The research 

is based on official reports, international indicators and policy documents 

produced by the OECD, European Commission, World Bank, UNDRR, 

Freedom House, V-Dem Institute, International IDEA and Edelman Trust 

Barometer. 

The methodological approach is based on three levels of analysis. The 

first level examines conceptual and normative sources related to resilience, 

civic space, public trust and democratic governance. The second level 

analyses international indicators that can be used to evaluate institutional 

conditions for civic resilience. The third level develops an original analytical 

model, the Institutional Civic Resilience Matrix, which systematises the 

main institutional capacities required for civic resilience. 

Unlike a country-by-country descriptive comparison, this article applies 

a functional governance approach. It asks not only which countries perform 

better, but which institutional functions must be present for civic resilience 

to exist. This allows the research to connect democratic governance, public 

administration, civil society and crisis management into one integrated 

framework. 
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Figure 1. Institutional governance cycle for civic resilience 

Source: developed by the author based on UNDRR (2015), OECD (2024a, 2025a), European 

Commission (2024), and World Bank (2024). 

 

The model shows that civic resilience is cyclical. It begins with risk 

anticipation and institutional preparedness, but it becomes sustainable only 

when public communication, participation, accountability and learning are 

integrated into governance. 

Results. The analysis allows institutional governance for civic 

resilience to be defined as a system of formal and informal mechanisms 

through which public institutions, civil society, communities and citizens 

collectively maintain democratic functionality, social trust, rights protection 

and public service continuity under conditions of disruption. 

This definition includes four essential elements. 

First, civic resilience requires institutional capacity. Public institutions 

must be able to plan, coordinate, deliver services, manage risks and respond 

to crises. Without administrative capacity, even democratic intentions may 

remain ineffective. 

Second, civic resilience requires legitimacy. Citizens must perceive 

institutions as fair, lawful, transparent and oriented toward the public 

interest. Legitimacy does not eliminate disagreement, but it creates 

conditions for peaceful disagreement and compliance with lawful decisions. 

Third, civic resilience requires civic agency. Citizens and civil society 

must have real opportunities to participate, criticise, organise, access 

information and contribute to solutions. Resilience is stronger when citizens 

are co-producers of public value, not only recipients of state decisions. 

Fourth, civic resilience requires adaptability. Institutions must learn 

from crises, revise procedures, correct failures and build new capacities. 

Systems that cannot learn become fragile even if they appear stable. 

Renewed resilience capacity

Social learning and institutional adaptation

Rights protection and accountability

Civic participation and co-production

Public communication and trust-building

Institutional preparedness

Risk anticipation
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Institutional Civic Resilience Matrix. The central result of the study 

is the development of the Institutional Civic Resilience Matrix. It identifies 

seven governance pillars that jointly shape civic resilience. 

 

Table 1. Institutional Civic Resilience Matrix 

Governance pillar Core function Institutional instruments 
Expected civic 

resilience effect 

Public trust and 

legitimacy 

Strengthen citizens’ 

confidence in 

institutions 

Transparency, integrity 

systems, responsive services, 

evidence-based decisions 

Higher cooperation, 

compliance and social 

stability 

Civic space 

Protect 

participation and 

collective action 

Freedom of association, 

expression, assembly, civil 

society protection 

Stronger social 

feedback, pluralism 

and early warning 

capacity 

Rule of law and 

accountability 

Prevent abuse of 

power 

Independent courts, ombuds 

institutions, audits, anti-

corruption bodies 

Protection of rights and 

institutional restraint 

Crisis coordination 
Ensure coherent 

response to shocks 

Emergency plans, interagency 

coordination, local crisis units 

Faster response and 

reduced institutional 

fragmentation 

Information 

integrity 

Protect public 

communication 

from manipulation 

Open data, media freedom, 

fact-checking, digital platform 

accountability 

Reduced 

disinformation and 

improved public 

decision-making 

Inclusive 

participation 

Involve diverse 

social groups 

Participatory budgeting, 

consultations, citizen 

assemblies, local forums 

Higher legitimacy and 

inclusion of vulnerable 

groups 

Institutional 

learning 

Transform crisis 

experience into 

reform 

Evaluation, foresight, policy 

feedback, scenario planning 

Long-term adaptation 

and prevention of 

repeated failures 

Source: developed by the author based on OECD (2024a, 2025a), UNDRR (2015), World Bank (2024), 

European Commission (2024), and International IDEA (2025). 

 

The matrix demonstrates that civic resilience is not produced by one 

institution alone. It depends on the interaction of trust, participation, 

accountability, coordination, information and learning. 

Statistical and indicator-based evidence. International indicators 

confirm that civic resilience is under pressure. The OECD Trust Survey 2024 

reported that only 39% of respondents in 30 OECD countries had high or 

moderately high trust in their national government in 2023. Only 37% were 

confident that their government balances the interests of current and future 

generations, and 41% believed that government uses the best available 

evidence when making decisions (OECD, 2024a). These results show that 

many democracies face a trust gap in long-term governance and evidence-

based decision-making. 

The World Bank Worldwide Governance Indicators offer a broader 

measurement framework by assessing voice and accountability, political 

stability and absence of violence, government effectiveness, regulatory 

quality, rule of law, and control of corruption (World Bank, 2024). These 

indicators are relevant because each of them reflects a governance condition 

that either strengthens or weakens civic resilience. 
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Freedom House and V-Dem provide evidence of democratic stress. 

Freedom House reported continued global decline in political rights and civil 

liberties in 2024, while V-Dem documented long-term autocratisation trends 

affecting democracy, media freedom and civil society (Freedom House, 

2025; V-Dem Institute, 2025). These developments directly weaken civic 

resilience because they reduce the capacity of society to organise, criticise, 

deliberate and hold power accountable. 

The Edelman Trust Barometer 2025 also indicates that trust problems 

are connected with perceptions of grievance, inequality and unfairness. It 

argues that government, business, media and NGOs need to work together 

to address root causes of grievance and rebuild trust (Edelman, 2025). 

Although Edelman is a private research source and should be interpreted 

with caution, its findings are consistent with public governance literature: 

social grievance and distrust reduce institutional legitimacy. 

 

Table 2. Selected indicators relevant to civic resilience 
Indicator or finding Institution Relevance to civic resilience 

39% of respondents in 30 OECD countries had high 

or moderately high trust in national government in 

2023 

OECD Trust 

Survey 2024 

Shows the scale of institutional 

trust deficit 

37% were confident that government balances 

current and future generations’ interests 

OECD Trust 

Survey 2024 

Indicates weak confidence in 

long-term governance 

41% believed government uses best available 

evidence in decisions 

OECD Trust 

Survey 2024 

Reflects public perception of 

evidence-based governance 

Six WGI dimensions: voice and accountability, 

political stability, government effectiveness, 

regulatory quality, rule of law, control of corruption 

World Bank 
Provides governance indicators 

linked to institutional resilience 

Global freedom declined in 2024 for the nineteenth 

consecutive year 

Freedom 

House 

Demonstrates pressure on civic 

and democratic rights 

V-Dem tracks more than 600 democratic attributes 

for 202 countries from 1789 to 2024 

V-Dem 

Institute 

Provides multidimensional 

evidence on democratic 

resilience 

EU resilience dashboards assess the ability to make 

progress toward policy objectives amid challenges 

European 

Commission 

Offers an integrated approach to 

resilience assessment 

Sendai Framework identifies disaster risk 

governance as one of four priorities 
UNDRR 

Confirms governance as a 

central condition of resilience 

Source: compiled by the author based on OECD (2024a), World Bank (2024), Freedom House (2025), V-

Dem Institute (2025), European Commission (2024), and UNDRR (2015). 

 

Institutional functions of civic resilience. The results indicate that 

civic resilience requires at least six institutional functions.  

The first function is anticipatory governance. Institutions must identify 

risks before they become crises. This includes strategic foresight, scenario 

planning, early warning systems and risk communication. The European 

Commission’s resilience dashboards and strategic foresight approach 

illustrate the importance of monitoring vulnerability and capacity before 

disruptions occur (European Commission, 2024). 

The second function is participatory governance. Civic resilience 

increases when citizens can participate in decisions that affect them. 

Participation provides practical knowledge from communities, increases 
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legitimacy and creates shared responsibility. OECD civic space work 

confirms that protected civic space enables collaboration between civil 

society and governments throughout the policy-making cycle (OECD, 

2025a). 

The third function is accountability. Institutions must be answerable for 

decisions, especially during crises when executive power often expands. 

Accountability mechanisms include judicial review, parliamentary 

oversight, audit institutions, ombuds offices, anti-corruption agencies and 

open data. 

The fourth function is communication integrity. Civic resilience 

depends on the reliability of public information. Disinformation, propaganda 

and manipulation weaken trust and can obstruct emergency response. 

Therefore, institutional governance must protect media freedom, support 

transparent communication and promote digital information literacy. 

The fifth function is inclusion. A society cannot be resilient if 

vulnerable groups are systematically excluded from services, rights or 

participation. Inclusive institutions reduce grievances and increase social 

cohesion. This includes attention to youth, older people, migrants, persons 

with disabilities, rural communities and economically vulnerable groups. 

The sixth function is institutional learning. After crises, institutions 

must evaluate what worked, what failed and what should change. Learning 

transforms crisis experience into future capacity. 

Governance typology of civic resilience. Based on the analysis, four 

types of institutional governance for civic resilience can be distinguished. 

 

Table 3. Typology of institutional governance for civic resilience 
Type of governance Main characteristic Resilience strength Resilience risk 

Administrative 

resilience governance 

Focus on state 

capacity, planning and 

service continuity 

Effective coordination 

and implementation 

May become 

technocratic without 

civic participation 

Democratic resilience 

governance 

Focus on rights, 

participation, 

accountability and 

pluralism 

Strong legitimacy and 

civic agency 

May be slower in 

urgent crisis situations 

Security-centred 

resilience governance 

Focus on threat 

prevention, emergency 

powers and control 

Rapid response to acute 

threats 

Risk of restricting civic 

freedoms 

Transformative 

resilience governance 

Focus on learning, 

inclusion and 

institutional reform 

Long-term adaptation 

and renewal 

Requires high 

institutional maturity 

and trust 

Source: developed by the author based on UNDRR (2015), OECD (2024a, 2025a), Freedom House (2025), 

V-Dem Institute (2025), and World Bank (2024). 

 

The typology shows that resilience can be interpreted in different ways. 

A purely administrative or security-centred approach may respond quickly, 

but it can weaken civic freedoms if not balanced by democratic safeguards. 

A democratic and transformative approach is more sustainable because it 

combines capacity with legitimacy. 
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Discussion. The findings show that civic resilience is not identical to 

institutional strength in the narrow administrative sense. A state may be 

administratively strong but civically weak if it restricts participation, 

suppresses civil society or controls information. Conversely, a society may 

have active citizens and civil organisations but still lack resilience if public 

institutions are ineffective, corrupt or unable to coordinate crisis response. 

Therefore, institutional governance for civic resilience requires a balance 

between state capacity and civic freedom. 

The first major implication is that trust should be treated as an 

institutional outcome, not as a public relations objective. Trust is produced 

when institutions are competent, honest, fair and responsive. The OECD data 

show that trust in national government remains limited in many countries, 

which means that governments cannot assume automatic citizen cooperation 

(OECD, 2024a). Institutional trust must be earned through performance, 

transparency and accountability. 

The second implication is that civic space functions as resilience 

infrastructure. Roads, hospitals and digital networks are visible forms of 

infrastructure, but civic space is a democratic infrastructure. It enables 

society to communicate needs, detect abuses, mobilise volunteers, support 

vulnerable groups and correct institutional blind spots. If civic space is 

restricted, institutions lose social feedback and crises become harder to 

manage. The OECD’s definition of civic space emphasises the legal and 

practical conditions necessary for non-governmental actors to participate in 

public life (OECD, 2025a). 

The third implication concerns the relationship between resilience and 

rights. In crisis situations, governments may justify exceptional measures by 

referring to security, emergency or public order. Some temporary restrictions 

may be necessary in extreme situations, but civic resilience requires that 

emergency powers remain legal, proportionate, time-limited and subject to 

oversight. Otherwise, resilience policy may become a tool of democratic 

erosion. 

The fourth implication relates to information integrity. Public 

communication is now a core governance function. During crises, citizens 

need reliable, timely and understandable information. When information 

ecosystems are polluted by disinformation or opaque decision-making, 

public trust declines and collective action becomes more difficult. 

Institutional governance must therefore combine transparency, media 

freedom, digital regulation and civic education. 

The fifth implication is that local institutions are crucial. Civic 

resilience is often experienced at the local level: municipalities, schools, 

universities, community centres, local media, hospitals and civil society 

organisations. National strategies may fail if they do not empower local 

actors. Local governance is also important because trust is often built through 

direct experience with services and officials. 
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The sixth implication is that resilience requires social justice. Inequality 

weakens civic resilience because people who feel excluded may not trust 

institutions or participate in collective action. The Edelman Trust Barometer 

2025 highlights the role of grievance and perceived unfairness in the erosion 

of trust (Edelman, 2025). Public governance literature similarly shows that 

fairness and responsiveness are key drivers of legitimacy. 

The seventh implication concerns institutional learning. Many crises 

reveal pre-existing weaknesses rather than create entirely new problems. For 

example, public health crises expose gaps in social protection, digital crises 

expose weaknesses in information governance, and disasters expose failures 

in planning or infrastructure. Resilient governance therefore requires 

systematic post-crisis evaluation and reform. 

The article’s main analytical contribution is the Institutional Civic 

Resilience Matrix. It shows that civic resilience should be assessed through 

several mutually dependent pillars: trust, civic space, accountability, crisis 

coordination, information integrity, inclusion and learning. This model can 

be used for future empirical research, policy evaluation and institutional self-

assessment. 

Conclusions. Institutional governance for civic resilience is a necessary 

condition for democratic stability and social sustainability in times of 

disruption. Civic resilience cannot be reduced to emergency management, 

public security or administrative capacity. It is a broader governance quality 

that enables societies to preserve rights, trust, participation, service 

continuity and collective problem-solving under pressure. 

The article shows that civic resilience depends on the interaction of 

public trust, civic space, rule of law, crisis coordination, information 

integrity, inclusive participation and institutional learning. These elements 

form a resilience ecosystem. If one element is weak, the entire system 

becomes more vulnerable. For example, strong emergency planning may fail 

without trust. Active civil society may be ineffective without institutional 

responsiveness. Digital communication may be harmful without information 

integrity. 

The analysis also confirms that civic resilience is measurable through 

existing international indicators, including OECD trust data, World Bank 

governance indicators, European Commission resilience dashboards, 

Freedom House civil liberties assessments, V-Dem democracy indicators 

and UNDRR disaster risk governance principles. However, these indicators 

should be interpreted together because no single index captures the full 

complexity of civic resilience. 

The article concludes that governments should strengthen civic 

resilience through five practical priorities. First, they should institutionalise 

trust-building through transparency, integrity and evidence-based decision-

making. Second, they should protect civic space as democratic infrastructure. 

Third, they should ensure that crisis powers are accountable and rights-
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respecting. Fourth, they should build information integrity through open 

communication and media freedom. Fifth, they should promote institutional 

learning after crises. 

Further research should develop empirical indicators for the 

Institutional Civic Resilience Matrix, compare civic resilience across 

countries and regions, examine the role of universities and civil society 

organisations in resilience-building, and analyse how digital technologies, 

artificial intelligence and platform governance influence trust, participation 

and civic agency. 
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Abstract. Artificial intelligence is increasingly transforming 

human resource management by automating routine processes, 

improving data-driven decision-making and supporting strategic 

talent management. AI-based HR practices, including recruitment 

automation, HR chatbots, predictive analytics and AI-powered 

performance systems, are becoming important tools for improving 

recruitment efficiency, employee performance, employee 

development and retention. At the same time, the adoption of AI in 

HR creates challenges related to data privacy, algorithmic bias, 

transparency, implementation costs and employee trust. The 

objective of this study is to examine the influence of AI-based HR 

practices on talent management effectiveness in organisations, 

with particular attention to recruitment, employee performance, 

employee development and retention outcomes. The study applies 

a quantitative research approach based on primary and secondary 

data. Primary data were collected through a structured 

questionnaire distributed among 100 employees and HR 

professionals from different organisations. A five-point Likert 

scale was used to measure respondents’ perceptions. The study 

adopted a descriptive research design and convenience sampling 

technique. Structural Equation Modeling was used to analyse the 

relationship between AI-based HR practices as the independent 

variable and talent management effectiveness as the dependent 

variable. The findings indicate that AI-based HR practices have a 

positive influence on talent management effectiveness. The SEM 

results show strong positive relationships between AI-based HR 

practices and automation, predictive analytics and AI-powered 

systems. The results also demonstrate that AI contributes to 

recruitment efficiency, employee performance and employee 

development, with employee development showing the strongest 

contribution among the outcome variables. AI-based HR practices 

are an important strategic instrument for modern organisations. 

They improve HR efficiency, support evidence-based decision-

making and strengthen talent management outcomes. Further 

research should examine larger and more diverse samples, 

compare industries, analyse ethical risks, assess employee trust in 

AI-based HR decisions and investigate the long-term impact of AI 

on jobs, organisational culture and workforce development. 

Keywords: artificial intelligence; AI-based HR practices; human 
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automation; HR analytics; predictive analytics; employee 

performance; employee development; employee retention; 

structural equation modeling; digital HR transformation. 
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Introduction. The modern commercial landscape is advancing rapidly. 

Technology is constantly changing, digital disruption challenges the status 

quo, and competition is not only local but also global. Companies are 

increasingly knowledge-driven, and employees are no longer viewed simply 

as workers. They are among the most valuable strategic resources of an 

organisation. For this reason, managing talent is not merely an ordinary HR 

responsibility. It is one of the ways in which organisations maintain 

competitive advantage. 

Artificial Intelligence has transformed the landscape of human resource 

management. It is not only about automating paperwork or screening 

resumes. AI is now embedded in how organisations identify candidates, 

support employee development, maintain motivation and ensure retention 

(Maghsoudi et al., 2023). This transformation is changing how organisations 

understand talent management and how they design workforce strategies. 

Artificial Intelligence refers to computer systems performing tasks that 

were previously assumed to require human intelligence, such as decision-

making, problem-solving and learning from previous experience (What Is 

Artificial Intelligence?, 2020). In HR, AI appears in the form of machine 

learning systems, natural language processing, predictive modelling, robotic 

process automation, conversational agents and intelligent data tools (Garem, 

2026). These systems help HR teams reduce repetitive work, analyse large 

datasets and make decisions that are more aligned with organisational needs 

(Chukwuka & Dibie, 2024). 

Traditionally, human resource management was primarily 

administrative (Lazar, 2020). Recruiters manually reviewed resumes, 

performance evaluations often relied on intuition, and employee engagement 

programmes were rarely personalised (Sinclair, 2023). This paradigm has 

changed. Technological transformation has moved HR beyond its former 

administrative niche and into strategic organisational discussions (Parry & 

Battista, 2019). AI technologies now help companies identify skill gaps, 

predict employee turnover, adapt development plans and align talent 

strategies with long-term organisational goals (Zafar, 2023). 

Talent management includes the processes of attracting, selecting, 

training, motivating and retaining employees (Gordana & Ilić, 2020). It 

includes hiring, onboarding, employee training, performance management, 

succession planning, employee engagement and retention (Wandhe, 2025). 

Its primary goal is clear: to place people with the right skills in the right roles 

at the right time (Petkoski & Јаковлев, 2022). Effective talent management 

enables organisations to improve productivity, strengthen innovation and 

respond to a competitive job market. 

AI has changed the way organisations recruit and develop talent. It can 

review resumes, match skills, communicate with candidates and support 

recruitment decisions automatically (Farhan & Hatem, 2024). Predictive 

analytics can analyse historical recruitment and performance data to identify 
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suitable candidates (Pessach et al., 2020). These tools allow organisations to 

recruit faster, reduce human bias and improve the quality of hiring decisions 

(Oman et al., 2024). AI-powered systems can also support more inclusive 

hiring by reaching a wider and more diverse pool of candidates (“Cultivating 

Success,” 2024). 

AI is also transforming employee development and performance 

evaluation. Advanced learning systems can recommend training based on 

employee performance and career goals (Nikitina et al., 2018). Managers 

receive real-time insights through AI analytics, allowing them to provide 

timely support and targeted feedback (Obiki-Osafiele et al., 2024). AI can 

also identify high-potential employees and support succession planning for 

leadership roles by aligning individual capabilities with organisational needs 

(Natarajan & Dhinakaran, 2024). 

Employee engagement and retention are also strongly connected with 

AI-based HR systems. Machine learning tools can analyse surveys, 

communication patterns and employee data to identify early signs of 

disengagement (Evseeva et al., 2021). Predictive models can identify 

employees who may be considering leaving the organisation and give HR 

managers an opportunity to intervene (Tang et al., 2025). As a result, 

organisations can design better retention strategies and improve employee 

satisfaction (Hinge et al., 2023). 

However, the adoption of AI in HR is not without challenges. Data 

protection and privacy must be addressed because AI systems require large 

volumes of employee data (Kaur & Gandolfi, 2023). There are also concerns 

about fairness, algorithmic bias and transparency, especially when 

automated decisions affect recruitment, promotion or performance 

evaluation (Cabiddu et al., 2022). Overreliance on technology may make HR 

appear impersonal and may negatively affect trust and organisational culture 

(Berg et al., 2020). Moreover, AI implementation can be costly, and not all 

organisations have the technical skills required to use these systems 

effectively. 

Literature review. Artificial Intelligence has become an important 

technological advancement that is transforming modern HRM practices. 

Organisations increasingly use AI tools to automate HR functions such as 

recruitment, employee engagement, performance evaluation and workforce 

planning (Sundari et al., 2024). AI technologies allow HR managers to 

analyse large volumes of employee data and generate insights that support 

better decision-making (Nyathani, 2023). 

Strohmeier and Piazza (2015), in their conceptual exploration of 

artificial intelligence techniques in HRM, analysed how AI, including 

machine learning, expert systems and data mining, can transform essential 

HR activities such as hiring, employee selection, training and employee 

performance tracking. They concluded that AI assists HR teams in making 

more informed decisions and improving efficiency by analysing employee 
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data, detecting patterns and supporting planning. However, they also 

highlighted concerns regarding ethics, data protection and the need for 

continuous human oversight. 

Votto et al. (2021), in a systematic literature review on AI in tactical 

human resource management, examined how AI is used in recruitment, 

performance reviews, workforce training, workplace conduct management 

and compensation. Their findings show that AI is increasingly integrated into 

Human Resource Information Systems and helps HR teams work more 

efficiently through data-based decision-making. At the same time, they 

observed that most AI applications are concentrated in technical and data-

heavy tasks, while more human-centred managerial decisions remain 

insufficiently explored. 

Böhmer and Schinnenburg (2023) analysed AI-driven HRM through 

the Resource-Based View and examined how AI-enabled HRM can build 

organisational capabilities. They identified four important areas of difficulty: 

role structuring, openness, performance review and organisational data use. 

Their research suggests that AI can improve strategic HRM and 

organisational growth, but its benefits depend on how leaders manage 

transparency, data and human involvement. 

Tinguely et al. (2023) examined the design of HRM systems in the age 

of AI. Their analysis shows that AI changes established HR practices by 

enabling data-based decisions, automation of repetitive tasks and better 

talent management. However, they emphasise that organisations should not 

allow machines to take full control. The best HR solutions combine AI 

technologies with human judgement to ensure fairness and transparency. 

Bharadwaj (2024) provided a comprehensive overview of AI 

integration in HRM and argued that AI is reshaping recruitment, talent 

identification, employee engagement, staff training and performance 

measurement. AI enables organisations to work faster and make more 

accurate decisions. However, ethical issues, data privacy and transparency 

remain significant challenges. 

Talent management refers to the process of attracting, developing and 

retaining skilled employees (Karalar & Atay, 2020; Singh, 2021). Effective 

talent management ensures that employees with the right skills are placed in 

appropriate roles to achieve organisational goals (Attar et al., 2025; Touwely 

et al., 2023). AI-based HR practices support talent management by helping 

organisations identify talented employees, monitor performance and design 

personalised training programmes (Alsaif & Aksoy, 2023; Suneetha et al., 

2024). These tools also help HR managers understand employee behaviour 

and engagement levels, which supports retention strategies (Sabil et al., 

2023; Vishwanath, 2023). 

Recruitment is one of the major areas where AI technologies are widely 

used (Rathore, 2023; Ważna, 2024). AI-powered recruitment systems help 

organisations analyse resumes, shortlist candidates and schedule interviews 



Issue 2 (26), 2026   Public Administration and Law Review 

e-ISSN 2674-5216      print-ISSN 2733-211X 

 

19 

automatically (Farhan & Hatem, 2024; Khan et al., 2024). This reduces 

recruitment time and improves the accuracy of candidate selection (Biliavska 

et al., 2022; Năstase et al., 2024). 

AI is also useful in employee development. AI-based learning platforms 

analyse employee performance and recommend training programmes based 

on skill requirements and career development needs (Bura et al., 2025; 

Farhan & Hatem, 2024). These systems help organisations design effective 

development programmes that improve employee capabilities and career 

growth (K, 2026; Tusquellas et al., 2024). 

Previous studies have focused on HR analytics and digital HR 

technologies in improving organisational performance (Kiran et al., 2023; 

Tessema et al., 2025). However, limited studies have specifically examined 

the role of AI-based HR practices in improving talent management 

effectiveness. Most research focuses on analytics tools for decision-making 

rather than understanding how AI influences recruitment efficiency, 

employee development and employee retention. Therefore, this study 

addresses this gap by examining how AI-based HR practices contribute to 

talent management effectiveness in organisations. 

Aims. The aim of this study is to examine how AI-based HR practices 

influence talent management effectiveness in organisations. 

The objectives of the study are: 

1. To analyse the role of AI-based HR practices in recruitment and talent 

acquisition. 

2. To examine the influence of AI tools on employee performance and 

development. 

3. To determine the relationship between AI-based HR practices and 

employee retention. 

4. To evaluate the overall impact of AI-based HR practices on talent 

management effectiveness. 

5. To identify the benefits and challenges of AI adoption in HRM. 

6. To provide practical insights for organisations seeking to integrate AI into 

talent management systems. 

The hypotheses of the study are formulated as follows: 

− H1: AI-based HR practices positively influence recruitment and talent 

acquisition. 

− H2: AI-based HR practices positively influence employee performance 

and development. 

− H3: AI-based HR practices significantly improve employee retention. 

− H4: AI-based HR practices significantly improve talent management 

effectiveness. 

Methodology. This study is based on both primary and secondary data 

sources. Primary data were collected through a structured questionnaire 

distributed among employees and HR professionals working in different 
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organisations. Secondary data were collected from research articles, 

academic journals, books and credible online sources related to Artificial 

Intelligence and Human Resource Management. 

A pragmatist research philosophy was adopted. Pragmatism focuses on 

practical solutions and real-world applications. This philosophy allows the 

study to understand how AI technologies are practically applied in HR 

practices and how they influence talent management in organisations. 

A quantitative research approach was used. Data were collected through 

structured questionnaires and analysed using statistical techniques to 

understand the relationship between AI-based HR practices and talent 

management effectiveness. 

The study adopted a descriptive research design. Descriptive research 

helps transform collected data into meaningful information that can be 

interpreted and analysed (Alfred, 2020). The sampling technique used in this 

study was convenience sampling. The sample consisted of 100 respondents, 

including employees and HR professionals who are familiar with HR 

practices and AI-based HR systems. 

The independent variable of the study is AI-based HR practices, while 

the dependent variable is talent management effectiveness. AI-based HR 

practices include tools such as automated recruitment systems, AI chatbots, 

HR analytics tools and AI-based performance management systems 

(Maghsoudi et al., 2023). Talent management effectiveness refers to an 

organisation’s ability to attract, develop, engage and retain talented 

employees (Ņikadimovs & Ivanchenko, 2020). 

A five-point Likert scale ranging from Strongly Disagree (1) to 

Strongly Agree (5) was used to measure respondents’ perceptions. 

The research model explains the relationship between AI-based HR 

practices and talent management effectiveness. In this study, AI-based HR 

practices are considered the independent variable, while talent management 

effectiveness is considered the dependent variable. The model examines how 

AI tools such as recruitment automation, AI chatbots, HR analytics and AI-

based performance systems influence recruitment efficiency, employee 

performance, employee retention and employee development. 

Results. The demographic profile of respondents shows that the 

majority of respondents were male, representing 64% of the total sample, 

while female respondents represented 36%. With respect to age distribution, 

most respondents were below 30 years old, representing 42% of the sample. 

Respondents aged 31 to 40 years represented 36%, while respondents aged 

41 to 50 years represented 22%. There were no respondents above 50 years 

old. 
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Figure 1. Structural model of the study 

Source: developed by the authors based on the research model of the study. 

 

In terms of educational qualification, the majority of respondents were 

graduates, representing 48% of the sample. Postgraduates represented 14%, 

diploma holders represented 10%, and respondents with other qualifications 

represented 28%. Regarding work experience, most respondents had less 

than five years of experience, representing 56% of the sample. Respondents 

with 5 to 10 years of experience represented 28%, while those with more 

than 10 years of experience represented 16%. 

 

Table 1. Demographic profile of respondents 
Category Option Count Percentage (%) 

Gender Male 64 64 

Gender Female 36 36 

Gender Total 100 100 

Age Less than 30 years 42 42 

Age 31-40 years 36 36 

Age 41-50 years 22 22 

Age Above 50 years 0 0 

Age Total 100 100 

Education qualification Diploma 10 10 

Education qualification Graduate 48 48 

Education qualification Postgraduate 14 14 

Education qualification Others 28 28 

Education qualification Total 100 100 

Work experience Less than 5 years 56 56 

Work experience 5-10 years 28 28 

Work experience Above 10 years 16 16 

Work experience Total 100 100 

Source: compiled by the authors based on primary survey data. 
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The demographic distribution of respondents is additionally presented 

in Figures 2-5. These figures provide a visual interpretation of gender, age, 

educational qualification and work experience. 

 

 
Figure 2. Gender distribution of 

respondents 

Figure 3. Age distribution of 

respondents 
Source: compiled by the authors based on 

primary survey data. 

Source: compiled by the authors based on 

primary survey data. 

 

 
Figure 4. Educational 

qualification of respondents 

Figure 5. Work experience of 

respondents 
Source: compiled by the authors based on 

primary survey data. 

Source: compiled by the authors based on 

primary survey data. 

 

Overall, the demographic data indicate that respondents are 

predominantly young, educated and early-career professionals. This profile 

is relevant to the study because younger and early-career employees may be 

more familiar with digital HR systems and AI-based tools. 

Structural Equation Modeling analysis. Structural Equation 

Modeling was used to analyse the relationship between variables. In this 

study, SEM was used to examine the impact of AI-based HR practices on 

talent management effectiveness. SEM helps to understand how different 

factors are interconnected and how they influence organisational outcomes. 

The values shown in the SEM model represent standardised path 

coefficients. These coefficients indicate the strength and direction of the 

relationship between variables. A higher value closer to 1 indicates a stronger 

positive relationship. 

The relationship between AI-based HR practices and automation is 

0.80, indicating a strong positive influence. The path coefficient between AI-

based HR practices and predictive analytics is 0.85, which shows a very 

strong impact. Similarly, the value of 0.84 between AI-based HR practices 

and AI-powered systems indicates a strong relationship. 
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Figure 6. Structural Equation Model of AI-based HR practices on 

talent effectiveness 
Source: developed by the authors based on SEM results from primary survey data. 

 

The relationship between automation and talent effectiveness is 0.77, 

showing a moderate to strong impact. The coefficient of 0.84 between AI-

powered systems and talent effectiveness indicates a strong influence. The 

value of 0.81 for employee performance suggests a strong contribution to 

talent effectiveness, while the coefficient of 0.86 for employee development 

indicates the highest impact among the outcome variables. 

 

Table 2. Interpretation of SEM path coefficients 
Relationship Path coefficient Interpretation 

AI-based HR practices → Automation 0.80 Strong positive influence 

AI-based HR practices → Predictive analytics 0.85 Very strong positive influence 

AI-based HR practices → AI-powered systems 0.84 Strong positive influence 

Automation → Talent effectiveness 0.77 Moderate to strong influence 

AI-powered systems → Talent effectiveness 0.84 Strong positive influence 

Recruitment efficiency → Talent effectiveness 0.77 Moderate to strong contribution 

Employee performance → Talent effectiveness 0.81 Strong contribution 

Employee development → Talent effectiveness 0.86 
Highest contribution among 

outcome variables 

Source: compiled by the authors based on SEM results from primary survey data. 

 

Overall, all path coefficients are positive and relatively high. This 

indicates that AI-based HR practices significantly improve talent 

management effectiveness in organisations. 
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Discussion. The findings indicate that AI-based HR practices play an 

important role in improving talent management within organisations. Many 

organisations are adopting AI technologies to improve recruitment 

efficiency, employee performance evaluation and workforce planning 

(Fenwick et al., 2024). AI tools help HR managers analyse employee data 

and identify potential talent within the organisation (Suneetha et al., 2024). 

These technologies also help organisations design better training 

programmes and improve employee engagement (Baki et al., 2023). 

The results support the first hypothesis, which proposed that AI-based 

HR practices positively influence recruitment and talent acquisition. AI 

recruitment systems reduce manual workload, improve resume screening 

and allow HR professionals to identify suitable candidates more quickly 

(Farhan & Hatem, 2024; Rathore, 2023). This supports the view that AI can 

improve recruitment efficiency and candidate selection accuracy. 

The findings also support the second hypothesis, which proposed that 

AI-based HR practices positively influence employee performance and 

development. AI-based performance systems and learning platforms allow 

organisations to monitor employee progress, identify skill gaps and provide 

personalised development recommendations (Alsaif & Aksoy, 2023; 

Tusquellas et al., 2024). The SEM coefficient for employee development 

was the highest among the outcome variables, which suggests that AI may 

have particularly strong value in learning and career development. 

The third hypothesis, which proposed that AI-based HR practices 

improve employee retention, is also supported conceptually by the literature 

and the study model. Predictive analytics can identify employees who may 

be at risk of leaving and help HR managers design retention strategies (Tang 

et al., 2025). By analysing engagement data, organisations can respond 

earlier to employee dissatisfaction and improve workplace experience 

(Vishwanath, 2023). 

The fourth hypothesis, which proposed that AI-based HR practices 

significantly improve talent management effectiveness, is supported by the 

overall SEM results. Positive path coefficients indicate that AI-based HR 

practices contribute to recruitment efficiency, employee performance, 

employee development and retention. These results confirm that AI-based 

HR systems have become an important strategic tool for improving talent 

management and organisational performance. 

However, AI adoption in HR also creates several challenges. Data 

privacy is a major concern because AI systems require access to employee 

and candidate data (Kaur & Gandolfi, 2023). Algorithmic bias is another 

significant issue because biased data or poorly designed algorithms may 

produce unfair outcomes in hiring, promotion or performance evaluation 

(Cabiddu et al., 2022). Employee resistance may also occur when workers 

fear job loss, mistrust automated decisions or perceive AI systems as 

impersonal (Berg et al., 2020). 
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Therefore, organisations should combine AI tools with human 

oversight. AI can improve HR efficiency and decision-making, but it should 

not replace human judgement in sensitive personnel decisions. Ethical AI 

use in HR requires transparency, fairness, accountability and employee trust. 

Conclusions. This study examined the role of AI-based HR practices 

in improving talent management effectiveness. The findings indicate that the 

adoption of AI technologies in HR processes can enhance recruitment 

efficiency, employee engagement, employee performance, employee 

development and workforce planning. 

AI-based HR practices enable data-driven decision-making in 

workforce management, helping organisations identify and analyse talented 

individuals more effectively (Arora & Babu, 2025). The SEM results show 

that AI-based HR practices have strong positive relationships with 

automation, predictive analytics and AI-powered systems. These tools 

contribute to talent effectiveness, especially through employee development, 

employee performance and recruitment efficiency. 

The study concludes that AI-based HR practices have become an 

essential component of modern human resource management (Fenwick et 

al., 2024). Organisations that invest in AI technologies are more likely to 

improve workforce efficiency and maintain competitiveness in today’s 

digital business environment (Adigwe et al., 2024). 

At the same time, the successful use of AI in HR requires careful 

attention to ethics, privacy, transparency and human oversight. 

Organisations should not rely on AI as a fully autonomous decision-maker. 

Instead, AI should be used as a support tool that strengthens HR 

professionals’ ability to make informed, fair and strategic decisions. 

The study has some limitations. The sample size was limited to 100 

respondents due to time constraints, so the results may not represent all types 

of organisations. Another limitation is that most data were based on 

respondents’ personal opinions, which may introduce subjective bias. 

Future research should use larger and more diverse samples, compare 

organisations across sectors and examine how AI-based HR practices 

influence long-term employee outcomes. Researchers should also study 

issues such as data privacy, algorithmic bias, employee trust, job 

displacement concerns and the impact of AI on organisational culture. 
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Abstract. Financial and anti-fraud resilience has become a 

critical condition for organisational sustainability, financial 

stability and public trust in the digital economy. Fraud is 

increasingly adaptive, technologically enabled and socially 

manipulative, involving cyber-enabled fraud, payment scams, 

identity theft, business email compromise, insider misconduct, 

corruption, cryptocurrency fraud and social engineering. 

Therefore, fraud should be analysed not only as a compliance 

violation or criminal act, but also as a systemic resilience 

challenge that affects organisations, consumers and financial 

institutions. The objective of this article is to develop an 

integrated analytical framework for financial and anti-fraud 

resilience and to identify the governance, regulatory, 

technological and organisational mechanisms that enable 

institutions to prevent, detect, respond to and recover from fraud-

related financial shocks. The study applies qualitative conceptual 

analysis, regulatory document analysis and secondary statistical 

analysis. The research is based on verified reports, standards 

and regulatory materials produced by ACFE, COSO, the Basel 

Committee on Banking Supervision, FATF, EBA, ECB, ENISA, 

FTC, FBI IC3 and UK Finance. The article proposes the 

Financial and Anti-Fraud Resilience Chain, which includes 

preparedness, prevention, detection, response, recovery, and 

learning. It also develops the Financial and Anti-Fraud 

Resilience Architecture, consisting of governance, control, 

intelligence, response and learning layers. The results show that 

effective resilience requires board oversight, ethical culture, 

fraud risk assessment, internal controls, strong authentication, 

transaction monitoring, whistleblowing channels, AML 

integration, incident response, customer protection and post-

incident learning. Financial resilience and anti-fraud resilience 

are mutually dependent. Fraud weakens financial stability, while 

weak financial resilience reduces the capacity to invest in fraud 

prevention, detection and recovery systems. Further research 

should focus on AI-based fraud detection, behavioural 

vulnerabilities in authorised scams, reimbursement models, 

fraud risks in instant payments and cryptocurrencies, and the 

impact of deepfakes and synthetic identities on financial security. 

Keywords: financial resilience; anti-fraud resilience; fraud risk 

management; financial crime; cyber-enabled fraud; internal 

controls; operational resilience; payment fraud; digital financial 

security; money laundering; fraud detection; institutional trust. 
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Introduction. Financial and anti-fraud resilience has become a 

strategic priority for organisations, financial institutions, regulators and 

societies. In the digital economy, fraud is no longer limited to isolated acts 

of deception, internal theft or falsified documents. It has evolved into a 

complex and adaptive system of risks involving cyber-enabled fraud, 

authorised push payment scams, identity theft, social engineering, insider 

misconduct, corruption, payment manipulation, synthetic identities, business 

email compromise, cryptocurrency fraud and platform-enabled deception. 

As a result, financial resilience and anti-fraud resilience must be understood 

together. 

Financial resilience refers to the ability of an organisation, financial 

system or household to withstand financial shocks, preserve liquidity, 

maintain critical operations and recover after disruption. Anti-fraud 

resilience refers to the ability to prevent, detect, respond to and learn from 

fraudulent activity. These two forms of resilience are interconnected. Fraud 

weakens financial stability, destroys trust, increases operational costs, 

reduces consumer confidence and may trigger legal, reputational and 

regulatory consequences. At the same time, financially weak organisations 

are more vulnerable to fraud because they may underinvest in internal 

controls, cybersecurity, staff training, monitoring and investigation capacity. 

The scale of the problem is significant. The Federal Trade Commission 

reported that U.S. consumers lost more than $12.5 billion to fraud in 2024, a 

25% increase compared with the previous year (Federal Trade Commission, 

2025). The FBI Internet Crime Complaint Center reported $16.6 billion in 

losses from internet crime in 2024, with investment fraud involving 

cryptocurrency producing the largest losses, more than $6.5 billion (Federal 

Bureau of Investigation, 2025). In Europe, the European Banking Authority 

and the European Central Bank reported that payment fraud across the 

European Economic Area amounted to €4.3 billion in 2022 and €2.0 billion 

in the first half of 2023 (European Banking Authority & European Central 

Bank, 2024). In the United Kingdom, UK Finance reported that £1.17 billion 

was lost to fraud in 2023 (UK Finance, 2024). 

These figures show that fraud is not only a criminal or compliance issue. 

It is a resilience issue. Organisations and financial systems must be able not 

only to comply with rules, but also to anticipate evolving schemes, detect 

weak signals, protect customers, maintain operations, cooperate with 

regulators and recover trust after incidents. Therefore, the central argument 

of this article is that financial and anti-fraud resilience should be built as an 

integrated governance system, combining financial controls, operational 

resilience, cybersecurity, behavioural awareness, data analytics, regulatory 

compliance and institutional learning. 

Literature review. The academic and professional literature on fraud 

has traditionally focused on motivation, opportunity and rationalisation. The 

fraud triangle, developed from the work of Cressey, explains fraudulent 
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behaviour through pressure, opportunity and rationalisation (Cressey, 1953). 

Later models, including the fraud diamond, added capability as an important 

factor because not every person with pressure, opportunity and 

rationalisation can successfully commit fraud (Wolfe & Hermanson, 2004). 

These models remain relevant because they show that fraud prevention must 

reduce opportunities, change incentives, strengthen ethical culture and limit 

the capacity to exploit weaknesses. 

However, the digital transformation of finance requires a broader 

approach. Fraud is increasingly organised, data-driven, technologically 

enabled and cross-border. Social engineering allows criminals to manipulate 

victims into authorising transactions themselves. Business email 

compromise exploits trust relationships within organisations. Phishing, 

smishing and deepfake techniques reduce the effectiveness of traditional 

authentication. Cryptocurrency and virtual assets create new channels for 

laundering proceeds and moving funds quickly. Therefore, anti-fraud 

systems must combine internal control, cyber resilience, behavioural risk 

management and intelligence-led monitoring. 

The Association of Certified Fraud Examiners defines occupational 

fraud as fraud committed by individuals against their employing 

organisations. Its 2024 Report to the Nations is based on 1,921 real cases 

from 138 countries and territories and estimates that organisations lose 

approximately 5% of revenue to fraud each year (Association of Certified 

Fraud Examiners, 2024). The report also shows that asset misappropriation 

is the most common occupational fraud category, while financial statement 

fraud is less frequent but more costly. This confirms that organisations need 

differentiated controls for different fraud types. 

The COSO and ACFE Fraud Risk Management Guide provides a 

structured approach to fraud risk governance. It emphasises governance, 

fraud risk assessment, prevention, detection, investigation and corrective 

action (COSO & Association of Certified Fraud Examiners, 2023). This 

approach is important because it moves fraud management from reactive 

investigation to enterprise-wide risk management. Fraud resilience is not 

achieved only by detecting fraud after losses occur. It requires a permanent 

system of controls, accountability and learning. 

Operational resilience literature also contributes to the topic. The Basel 

Committee on Banking Supervision defines operational resilience as the 

ability of a bank to deliver critical operations through disruption (Basel 

Committee on Banking Supervision, 2021). Although Basel’s principles 

focus on banking and operational disruptions, they are directly relevant to 

financial and anti-fraud resilience because fraud incidents can disrupt 

payment systems, customer access, internal operations, liquidity 

management and public confidence. The Basel approach emphasises 

governance, operational risk management, business continuity, third-party 

dependency management, incident management and testing. 
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Regulatory literature increasingly connects fraud, cybersecurity and 

digital operational resilience. In the European Union, the Digital Operational 

Resilience Act requires financial entities to manage information and 

communication technology risks, report major incidents, test digital 

resilience and manage third-party ICT risks (European Parliament & Council 

of the European Union, 2022). DORA became applicable in January 2025 

and reflects a shift from narrow IT compliance to systemic digital resilience. 

This is particularly relevant because fraud often exploits digital channels, 

third-party dependencies and weak authentication processes. 

The FATF perspective adds another dimension: fraud proceeds often 

become money laundering risks. FATF research on methods and trends 

shows that criminals exploit digitalisation, cyber-enabled crime, virtual 

assets and cross-border structures to move and conceal illicit funds 

(Financial Action Task Force, 2024). Thus, anti-fraud resilience must be 

integrated with anti-money laundering and counter-terrorist financing 

controls. Fraud detection cannot end at the point of loss recognition. It must 

include tracing funds, suspicious activity reporting, customer due diligence 

and cooperation with law enforcement. 

Finally, consumer protection literature shows that fraud resilience is not 

limited to organisations. Individuals and households are also affected. Fraud 

may cause not only direct financial loss, but also psychological harm, shame, 

distrust and reduced willingness to use digital services. Therefore, financial 

and anti-fraud resilience must include consumer education, safe digital 

design, reimbursement rules, rapid reporting channels and victim support. 

Aims. The aim of this article is to develop an integrated analytical 

framework for financial and anti-fraud resilience and to identify the 

governance, regulatory, technological and organisational mechanisms that 

enable institutions to prevent, detect, respond to and recover from fraud-

related financial shocks. 

Methodology. The article uses qualitative conceptual analysis, 

regulatory document analysis and secondary statistical analysis. The 

research is based on verified reports, standards and regulatory materials 

produced by international organisations, financial regulators, professional 

anti-fraud associations and public enforcement agencies. 

The sources include the ACFE Report to the Nations, COSO and ACFE 

Fraud Risk Management Guide, Basel Committee principles for operational 

resilience, FATF materials on financial crime risks, EBA and ECB payment 

fraud reports, ENISA cybersecurity threat landscape reports, FTC Consumer 

Sentinel Network data, FBI IC3 Internet Crime Report, UK Finance Annual 

Fraud Report and EU DORA regulatory materials. 

The methodology is based on functional analysis rather than simple 

comparison by country. The article identifies the institutional functions 

required for resilience and organises them into a resilience chain. This 

approach is used because fraud evolves dynamically and crosses 
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organisational, technological and jurisdictional boundaries. Therefore, the 

central question is not only where fraud happens, but how institutions can 

build capabilities to withstand and adapt to it. 

The chain shows that resilience is not a single control or one-time 

compliance exercise. It is a continuous cycle in which organisations prepare 

for fraud risks, prevent avoidable losses, detect suspicious activity, respond 

quickly, recover financial and operational stability, and transform experience 

into improved controls. 

Results. Financial resilience and anti-fraud resilience overlap, but they 

are not identical. Financial resilience concerns the ability to maintain 

financial viability under pressure. It includes liquidity, capital adequacy, 

revenue stability, cost control, insurance, contingency planning and 

continuity of critical operations. Anti-fraud resilience concerns the ability to 

resist fraud attempts, reduce exposure, detect anomalies, protect victims, 

investigate incidents and learn from failures. 

The relationship between these concepts is reciprocal. Fraud can 

weaken financial resilience by creating direct losses, legal costs, regulatory 

fines, compensation obligations and reputational damage. Weak financial 

resilience can weaken anti-fraud controls because organisations under 

financial pressure may reduce spending on compliance, audit, security and 

training. Therefore, resilience must be designed as an integrated system. 

 

Table 1. Relationship between financial resilience and anti-fraud 

resilience 

Dimension Financial resilience Anti-fraud resilience Integrated effect 

Core purpose 
Preserve financial 

stability 

Prevent and reduce fraud 

losses 

Protection of financial 

continuity and trust 

Main risks 

Liquidity shocks, 

revenue decline, 

operational disruption 

Internal fraud, external 

scams, cyber-enabled fraud, 

payment manipulation 

Reduced vulnerability 

to financial crime 

shocks 

Main 

instruments 

Capital buffers, liquidity 

planning, insurance, 

continuity plans 

Internal controls, 

monitoring, investigation, 

reporting, staff awareness 

Stronger capacity to 

absorb and respond to 

fraud incidents 

Governance 

focus 

Board oversight of 

financial risk 

Board oversight of fraud risk 

and ethical culture 

Enterprise-wide 

resilience governance 

Main outcome 
Ability to withstand 

financial pressure 

Ability to resist and recover 

from fraud 

Sustainable 

institutional trust 

Source: developed by the author based on Basel Committee on Banking Supervision (2021), COSO and 

Association of Certified Fraud Examiners (2023), and Association of Certified Fraud Examiners (2024). 

 

Fraud as an adaptive risk. Fraud is adaptive because fraudsters 

respond to controls. When authentication improves, criminals may move 

from unauthorised access to authorised payment manipulation. When 

organisations strengthen technical controls, criminals may use social 

engineering. When card fraud becomes harder, fraudsters may target instant 

payments, investment platforms or cryptocurrency channels. This adaptive 

nature makes fraud resilience different from static compliance. 
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The EBA and ECB report confirms that strong customer authentication 

has had a beneficial effect on fraud levels, especially in card fraud, but 

payment fraud remains significant across the European Economic Area 

(European Banking Authority & European Central Bank, 2024). This 

suggests that technical safeguards are necessary, but fraudsters continuously 

shift tactics toward areas where human behaviour, urgency, trust and digital 

complexity can be exploited. 

ENISA also identifies the financial sector as a major target for cyber 

threats. Its financial sector threat landscape highlights mobile malware fraud, 

smishing, malicious applications and attacks against digital banking users 

(ENISA, 2025). This confirms that anti-fraud resilience must include cyber 

threat intelligence, customer behaviour monitoring and digital literacy. 

Statistical evidence on fraud losses. Verified international data show 

the scale and diversity of fraud-related losses. 

 

Table 2. Selected verified statistical evidence on fraud and financial 

crime 
Indicator Value Source 

Reported U.S. consumer fraud losses in 

2024 
More than $12.5 billion 

Federal Trade 

Commission 

Increase in reported U.S. fraud losses 

compared with 2023 
25% 

Federal Trade 

Commission 

FBI IC3 reported internet crime losses 

in 2024 
$16.6 billion 

Federal Bureau of 

Investigation 

Largest FBI IC3 loss category in 2024 Cryptocurrency-related investment 

fraud, over $6.5 billion 

Federal Bureau of 

Investigation 

EEA payment fraud in 2022 €4.3 billion EBA and ECB 

EEA payment fraud in the first half of 

2023 
€2.0 billion EBA and ECB 

UK fraud losses in 2023 £1.17 billion UK Finance 

ACFE 2024 occupational fraud study 1,921 cases from 138 countries and 

territories 
ACFE 

Estimated annual organisational 

revenue lost to fraud 
5% ACFE 

Asset misappropriation share of 

occupational fraud cases 
89% ACFE 

Corruption share of occupational fraud 

cases 
48% ACFE 

Financial statement fraud share of 

occupational fraud cases 
5% ACFE 

Source: compiled by the author based on Federal Trade Commission (2025), Federal Bureau of 

Investigation (2025), European Banking Authority and European Central Bank (2024), UK Finance (2024), 

and Association of Certified Fraud Examiners (2024). 

 

The data show three important patterns. First, consumer and cyber-

enabled fraud losses are rising rapidly. Second, payment fraud remains a 

material risk even in highly regulated markets. Third, occupational fraud 

remains a persistent organisational risk, with internal controls and ethical 

culture playing decisive roles. 
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The Financial and Anti-Fraud Resilience Architecture. Based on the 

analysis, financial and anti-fraud resilience can be systematised into five 

institutional layers. 

 

Table 3. Financial and Anti-Fraud Resilience Architecture 
Layer Purpose Key instruments Resilience contribution 

Governance 

layer 

Establish accountability 

and risk ownership 

Board oversight, fraud risk 

appetite, ethics policies, three 

lines model 

Defines responsibility 

and strategic control 

Control layer 
Reduce opportunities 

for fraud 

Segregation of duties, 

approvals, reconciliations, 

access controls, strong 

authentication 

Prevents avoidable 

losses 

Intelligence layer 
Detect anomalies and 

emerging threats 

Data analytics, transaction 

monitoring, whistleblowing, 

threat intelligence, customer 

behaviour analytics 

Improves early 

detection 

Response layer 
Limit harm after fraud 

occurs 

Incident response, 

investigations, reporting, 

freezing funds, law 

enforcement cooperation 

Reduces financial and 

reputational damage 

Learning layer 
Improve the system 

after incidents 

Root cause analysis, control 

redesign, staff training, 

scenario testing, lessons 

learned 

Builds adaptive 

resilience 

Source: developed by the author based on COSO and Association of Certified Fraud Examiners (2023), 

Basel Committee on Banking Supervision (2021), European Parliament and Council of the European Union 

(2022), and ENISA (2025). 

 

This architecture differs from traditional compliance models because it 

treats fraud as a dynamic system risk. The governance layer ensures 

responsibility. The control layer reduces exposure. The intelligence layer 

identifies weak signals. The response layer limits harm. The learning layer 

creates adaptation. 

Prevention mechanisms. Fraud prevention begins with governance. 

The board and senior management must define fraud risk appetite, establish 

ethical expectations and ensure that fraud risk is included in enterprise risk 

management. COSO and ACFE emphasise that fraud risk management 

requires governance, fraud risk assessment, prevention, detection, 

investigation and corrective action (COSO & Association of Certified Fraud 

Examiners, 2023). 

Prevention also requires internal controls. Segregation of duties, dual 

authorisation, vendor verification, employee screening, access management, 

transaction limits and reconciliation processes reduce fraud opportunities. 

However, controls must be risk-based. Excessive control may reduce 

operational efficiency, while weak control increases fraud exposure. 

Digital fraud prevention requires strong customer authentication, secure 

onboarding, device intelligence, transaction risk analysis, confirmation of 

payee, customer warnings and behavioural analytics. The EBA and ECB 

report confirms the beneficial impact of strong customer authentication on 
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fraud levels (European Banking Authority & European Central Bank, 2024). 

However, authentication alone cannot prevent authorised scams because 

victims may be manipulated into approving transactions. 

Human-centred prevention is equally important. Fraudsters exploit 

emotions such as fear, urgency, greed, trust, shame and hope. Therefore, staff 

and customer education should focus not only on technical rules, but also on 

behavioural red flags: pressure to act quickly, requests for secrecy, unusual 

payment instructions, unexpected changes in bank details, emotional 

manipulation and promises of unrealistic returns. 

Detection mechanisms. Fraud detection depends on the ability to 

identify abnormal patterns. Traditional detection relies on internal audit, 

management review, reconciliations and whistleblowing. Digital detection 

uses data analytics, machine learning, network analysis, device 

fingerprinting, geolocation anomalies, behavioural biometrics and 

transaction monitoring. 

The ACFE has consistently found that tips are among the most common 

detection methods in occupational fraud cases, which confirms the 

importance of whistleblowing channels and speak-up culture (Association of 

Certified Fraud Examiners, 2024). A hotline is not merely a reporting tool. 

It is a signal that the organisation expects transparency and protects those 

who report concerns. 

Detection must also be linked to anti-money laundering monitoring. 

Fraud proceeds often move quickly through mule accounts, cryptocurrency 

wallets, shell companies or cross-border transfers. FATF emphasises the 

importance of understanding evolving criminal methods and applying risk-

based mitigation measures (Financial Action Task Force, 2024). Therefore, 

fraud teams and AML teams should not work in isolation. 

Response and recovery mechanisms. Fraud response must be fast, 

coordinated and evidence-based. The first priority is containment: stopping 

transactions, freezing accounts, preserving evidence and preventing further 

loss. The second priority is investigation: identifying the fraud mechanism, 

responsible actors, control failures and affected parties. The third priority is 

reporting: notifying regulators, law enforcement, insurers, customers and 

internal governance bodies when required. The fourth priority is recovery: 

recovering funds, compensating victims where appropriate, restoring 

operations and rebuilding trust. 

Operational resilience principles are especially relevant in this stage. 

Basel’s principles focus on the ability to deliver critical operations through 

disruption (Basel Committee on Banking Supervision, 2021). Fraud 

incidents may not always stop operations, but severe incidents can affect 

customer access, liquidity, payment processing and public confidence. 

Therefore, fraud response should be connected with business continuity 

planning and crisis communication. 
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In the EU financial sector, DORA strengthens this connection by 

requiring financial entities to manage ICT risks, classify and report incidents, 

test resilience and manage third-party providers (European Parliament & 

Council of the European Union, 2022). This is important because many fraud 

incidents involve technological systems, outsourced platforms or digital 

service providers. 

Learning and adaptation. The final stage of resilience is learning. 

Organisations often focus on closing an individual case, but resilience 

requires deeper analysis. After a fraud incident, the organisation should ask 

several questions: What vulnerability was exploited? Was it a control failure, 

governance failure, human factor, technological weakness or external 

dependency? Were warning signs ignored? Was the response timely? Did 

staff understand reporting procedures? Did customers receive effective 

warnings? Did third parties contribute to the risk? 

Learning requires root cause analysis, control redesign, staff retraining, 

updated risk scenarios, board reporting and testing. Fraud scenarios should 

be included in stress testing and crisis simulations. This is particularly 

important because fraud schemes evolve quickly and may combine cyber 

intrusion, social engineering, insider assistance and money laundering. 

Discussion. The results demonstrate that financial and anti-fraud 

resilience should be understood as an integrated governance capability rather 

than a set of isolated controls. The main challenge is that fraud is adaptive, 

cross-functional and increasingly digital. It does not respect organisational 

boundaries between finance, compliance, cybersecurity, operations, 

customer service and legal departments. Therefore, resilience requires 

coordination across all these areas. 

The first major implication is that compliance is necessary but 

insufficient. Organisations may formally comply with regulations and still 

remain vulnerable if controls are poorly designed, staff are not trained, data 

are fragmented, whistleblowers are not protected or customer warnings are 

ineffective. Fraud resilience requires an operational culture in which 

prevention and detection are embedded in daily processes. 

The second implication is that fraud risk must be treated as a board-

level risk. Fraud can create direct financial losses, regulatory sanctions, 

litigation, reputational harm and loss of trust. Boards should therefore 

receive regular information on fraud typologies, loss trends, control 

weaknesses, investigation outcomes and emerging threats. Fraud risk 

appetite should be explicit and linked with internal controls, digital strategy 

and customer protection. 

The third implication concerns data. Fraud detection increasingly 

depends on high-quality, timely and interoperable data. However, data 

analytics alone cannot solve fraud. Algorithms may identify suspicious 

patterns, but human expertise is needed to interpret context, understand 

deception, investigate intent and avoid unfair treatment of customers. 
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Therefore, the future of fraud resilience lies in combining technology with 

professional judgement. 

The fourth implication concerns customers and citizens. Fraud 

prevention cannot be shifted entirely onto victims. Many scams are designed 

by professional criminals who exploit psychological pressure, trusted brands 

and digital complexity. Financial institutions, platforms, telecom providers 

and regulators should share responsibility for prevention. This includes safer 

system design, confirmation tools, transaction warnings, rapid reporting, 

reimbursement frameworks and public education. 

The fifth implication concerns the relationship between fraud and cyber 

risk. Phishing, ransomware, malware, account takeover and business email 

compromise demonstrate that cyber incidents and fraud losses are 

increasingly connected. ENISA’s threat landscape identifies phishing, 

malware, ransomware and social engineering as persistent threats (ENISA, 

2024, 2025). Therefore, anti-fraud resilience should be integrated with 

cybersecurity and digital operational resilience. 

The sixth implication concerns third-party risk. Financial institutions 

increasingly rely on cloud providers, payment processors, fintech partners, 

data vendors and outsourced service providers. DORA addresses this issue 

by strengthening ICT third-party risk management in the EU financial sector 

(European Parliament & Council of the European Union, 2022). Fraud 

resilience requires visibility over third-party controls, incident response 

procedures, contractual obligations and concentration risks. 

The seventh implication concerns social trust. Fraud weakens trust not 

only in individual organisations, but also in financial systems and digital 

transformation. If consumers believe that online banking, digital payments 

or investment platforms are unsafe, they may reduce participation in the 

digital economy. Thus, anti-fraud resilience supports financial inclusion and 

digital confidence. 

The article’s analytical contribution is the Financial and Anti-Fraud 

Resilience Chain. It shows that resilience is built through six connected 

stages: preparedness, prevention, detection, response, recovery, and 

learning. If any stage is weak, the whole system becomes vulnerable. For 

example, strong detection without recovery may leave victims unsupported. 

Strong prevention without learning may become obsolete. Strong response 

without preparedness may be slow and fragmented. 

Conclusions. Financial and anti-fraud resilience is a critical condition 

for organisational sustainability, financial stability and public trust in the 

digital economy. Fraud has become more adaptive, technologically enabled 

and socially manipulative. It affects organisations, consumers, financial 

institutions and public systems. Therefore, fraud should be treated not only 

as a compliance violation or criminal act, but also as a resilience challenge. 

The article shows that financial resilience and anti-fraud resilience are 

mutually dependent. Fraud undermines financial resilience through losses, 
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fines, compensation costs and reputational damage. Weak financial 

resilience undermines anti-fraud capacity by reducing investment in 

controls, monitoring and training. Effective resilience requires their 

integration into one governance system. 

The proposed Financial and Anti-Fraud Resilience Chain includes 

preparedness, prevention, detection, response, recovery, and learning. This 

chain allows organisations to move from reactive fraud management to 

adaptive resilience. The Financial and Anti-Fraud Resilience Architecture 

further identifies five layers: governance, control, intelligence, response and 

learning. Together, these models provide a practical framework for 

organisations and regulators. 

The analysis confirms that effective anti-fraud resilience requires board 

oversight, ethical culture, fraud risk assessment, internal controls, strong 

authentication, data analytics, whistleblowing channels, AML integration, 

incident response, customer protection and post-incident learning. It also 

requires cooperation between financial institutions, regulators, law 

enforcement, technology providers, platforms and consumers. 

Further research should focus on measuring the effectiveness of anti-

fraud resilience frameworks, evaluating AI-based fraud detection, assessing 

behavioural vulnerabilities in authorised scams, comparing reimbursement 

models, analysing fraud risks in instant payments and cryptocurrencies, and 

studying the psychological and social consequences of fraud victimisation. 

Special attention should also be given to the role of artificial intelligence, 

deepfakes and synthetic identities in future fraud ecosystems. 
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Abstract. Student well-being and a safe learning environment have 

become essential elements of higher education governance. 

Modern universities are expected not only to provide academic 

knowledge, but also to ensure students’ physical safety, mental 

health support, protection from discrimination, prevention of 

harassment and violence, and access to fair complaint 

mechanisms. In different countries, these responsibilities are 

increasingly regulated by the state through legal norms, higher 

education standards, public health policies and institutional 

accountability mechanisms. The objective of this article is to 

compare state regulation of university activities in the field of 

student well-being and safe learning environments in different 

countries, and to identify the main regulatory models, institutional 

obligations and implementation challenges. The study applies 

qualitative comparative policy analysis and document analysis. 

The research is based on official legislation, government 

regulations, higher education regulatory documents, international 

organisation reports and empirical studies. The comparative 

analysis covers the United States, England, Australia, Canada with 

a focus on Ontario, Finland, France and Germany. The results 

show that countries use different models of regulation. The United 

States relies on disclosure and civil rights enforcement through the 

Clery Act and Title IX. England applies a higher education 

regulator model through the Office for Students. Australia is 

developing a legally enforceable national code on gender-based 

violence and an independent student complaints mechanism. 

Ontario uses mandatory institutional sexual violence policies. 

Finland integrates student well-being into a national student 

health-care system. France provides state-supported 

psychological assistance, while Germany combines anti-

discrimination law with decentralised university-level 

implementation. Effective regulation of student well-being requires 

a combination of clear legal standards, accessible counselling and 

health services, independent complaint mechanisms, reliable data, 

student participation and institutional culture change. Further 

research should focus on evaluating the effectiveness of national 

regulatory models, students’ real experiences of safety and well-

being, digital safety risks, and the impact of regulatory 

mechanisms on inclusion, academic success and institutional trust. 
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Introduction. Student well-being and a safe learning environment have 

become central components of higher education governance. Universities are 

no longer assessed only by academic performance, research productivity or 

employability outcomes. They are increasingly expected to provide 

institutional conditions that support students’ physical safety, mental health, 

dignity, inclusion, protection from discrimination, freedom from harassment, 

access to health and counselling services, and fair procedures for complaints 

and redress. 

This shift reflects broader social and regulatory transformations. First, 

the mental health needs of university students have become more visible. 

International research shows that university students face high levels of 

anxiety, depression, stress, loneliness and other psychological difficulties 

(Auerbach et al., 2018; Healthy Minds Network, 2025). Second, public 

concern has grown regarding sexual harassment, gender-based violence, 

bullying, hazing, discrimination, racism and unsafe campus environments. 

Third, student protection has become closely connected with quality 

assurance, accreditation, institutional accountability and public trust in 

higher education. 

State regulation in this field differs significantly between countries. 

Some jurisdictions regulate student safety through mandatory crime 

reporting and civil rights law, as in the United States. Others use higher 

education regulators and conditions of registration, as in England. Australia 

has recently moved toward a legally enforceable national code to prevent and 

respond to gender-based violence in higher education. Finland represents a 

welfare-state model in which student health care is embedded in public 

health legislation and delivered through a national student health service. 

Canada, especially Ontario, has focused on mandatory institutional policies 

on sexual violence. France has strengthened national psychological support 

schemes for students. Germany combines general anti-discrimination law 

with institutional university policies and federal-state governance. 

The relevance of this comparison lies in the fact that student well-being 

is not only an institutional issue. It is increasingly a matter of public 

regulation. Governments define minimum standards, reporting obligations, 

complaint mechanisms, student health entitlements and institutional 

responsibilities. At the same time, universities retain autonomy in designing 

internal policies, prevention programmes, counselling systems and campus 

safety practices. Therefore, the effectiveness of student well-being 

regulation depends on the interaction between state requirements and 

institutional implementation. 

Literature review. The concept of student well-being is 

multidimensional. In higher education research, it usually includes mental 

health, physical health, sense of belonging, academic confidence, social 

inclusion, financial security, safety, and the ability to participate in learning 

without fear or discrimination (Hughes & Spanner, 2019; OECD, 2025). The 
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World Health Organization defines mental health as a state of well-being in 

which individuals can realise their abilities, cope with normal stresses, work 

productively and contribute to their community (World Health Organization, 

2022). Applied to higher education, this means that mental health is not only 

the absence of illness, but also the presence of supportive academic, social 

and institutional conditions. 

The safe learning environment concept is also broader than physical 

security. It includes protection from violence, harassment, sexual 

misconduct, discrimination, bullying, cyber abuse, unsafe accommodation, 

exclusion and institutional neglect. UNESCO emphasises that safe, inclusive 

and health-promoting learning environments are essential for quality 

education and learner development (UNESCO, 2024). Although UNESCO 

guidance is often addressed to education systems broadly, its principles are 

relevant to universities because higher education institutions are also 

learning communities where health, safety and inclusion influence academic 

success. 

Empirical research confirms the seriousness of student mental health 

challenges. The WHO World Mental Health International College Student 

project found that 35% of surveyed first-year college students screened 

positive for at least one lifetime mental disorder, and 31% screened positive 

for at least one 12-month disorder (Auerbach et al., 2018). In the United 

States, the Healthy Minds Study reported that in 2024-2025, 37% of students 

had moderate to severe depressive symptoms, 32% had moderate to severe 

anxiety, and 11% reported suicidal ideation (Healthy Minds Network, 2025). 

Although these data refer to specific survey populations, they illustrate the 

broader international trend of high mental health need among students. 

The literature also highlights the role of institutional structures. The 

University Mental Health Charter in the United Kingdom promotes a whole-

university approach, arguing that student mental health cannot be delegated 

only to counselling services. It must be integrated into learning, teaching, 

assessment, accommodation, social belonging, leadership and staff training 

(Hughes & Spanner, 2019). This approach is consistent with the public 

health model, which combines prevention, early intervention, specialist 

support and crisis response. 

From a regulatory perspective, student well-being can be understood 

through three main models. The first is the compliance and disclosure model, 

where the state requires universities to publish safety data, maintain policies 

and comply with legal duties. The United States Clery Act is a prominent 

example (U.S. Department of Education, 2016). The second is the quality 

assurance model, where student protection becomes part of higher education 

registration, standards and regulatory oversight. England and Australia are 

examples of this approach (Office for Students, 2024; Department of 

Education of Australia, 2025). The third is the welfare-state service model, 

where student health and well-being are treated as part of public health and 
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social rights. Finland is a strong example, because higher education students 

have access to a national student health service (Kela, 2026; Ministry of 

Social Affairs and Health of Finland, 2026). 

The literature also draws attention to the limitations of regulation. 

Formal policies do not automatically guarantee safety. Students may not 

report incidents because of fear, shame, distrust, trauma, uncertainty about 

procedures or concern about retaliation (Australian Human Rights 

Commission, 2017; Salvino, 2024). Therefore, effective regulation must 

include not only rules, but also trauma-informed processes, accessible 

reporting channels, independent complaint mechanisms, transparent data, 

staff training and student participation. 

Aims. The aim of this article is to compare state regulation of university 

activities in the field of student well-being and safe learning environment in 

different countries, and to identify the main regulatory models, institutional 

responsibilities and practical challenges. 

Methodology. The article uses qualitative comparative policy analysis 

and document analysis. The research is based on official legislation, 

government guidance, higher education regulatory documents, international 

organisation reports and selected empirical studies. 

The comparative analysis covers the United States, England, Australia, 

Canada with a focus on Ontario, Finland, France and Germany. These 

countries were selected because they represent different models of state 

regulation: federal disclosure regulation, higher education regulator model, 

national enforceable code model, provincial sexual violence regulation, 

welfare-state health service model, national psychological support model 

and decentralised anti-discrimination governance. 

The following sources were analysed: 

• legal and regulatory documents, including the Clery Act guidance, 

Title IX information, Office for Students Condition E6, Australia’s National 

Higher Education Code to Prevent and Respond to Gender-based Violence, 

Ontario Regulation 131/16, and Finnish student health-care provisions; 

• policy documents and guidance from UNESCO, OECD, WHO and 

national ministries; 

• statistical and empirical sources, including the WHO World Mental 

Health International College Student project, the Healthy Minds Study, the 

American College Health Association National College Health Assessment, 

Finnish Student Health and Wellbeing Survey information, and national 

policy briefings. 

The methodology is presented in Figure 1. 
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Figure 1. Research logic of the comparative analysis 

Source: developed by the author based on OECD (2025), UNESCO (2024), and WHO (2022). 

 

This approach makes it possible to compare not only the existence of 

legal instruments, but also their regulatory logic, scope, enforcement 

mechanisms and relationship with student support systems. 

Results. The comparison shows that state regulation of student well-

being and safe learning environments usually covers six dimensions: mental 

health and counselling, physical campus safety, protection from sexual 

harassment and gender-based violence, anti-discrimination and inclusion, 

complaint and redress mechanisms, and data reporting. 

 

Table 1. Main dimensions of state regulation of university activities 

related to student well-being and safety 
Regulatory dimension Main purpose Typical university obligations 

Mental health and well-being 
Support students’ psychological 

health and learning capacity 

Counselling, referral systems, 

crisis support, prevention 

programmes 

Physical safety 
Protect students from crime, 

violence and unsafe facilities 

Campus security, emergency 

alerts, safety policies, incident 

reporting 

Sexual harassment and gender-

based violence 

Prevent and respond to sexual 

misconduct and violence 

Policies, reporting channels, 

trauma-informed response, staff 

training 

Anti-discrimination and 

inclusion 

Ensure equal participation in 

learning 

Anti-discrimination policies, 

disability accommodations, 

complaints procedures 

Complaint and redress 

mechanisms 

Provide fair and accessible 

institutional response 

Internal complaints, independent 

review, ombudsman 

mechanisms 

Data and transparency 
Enable monitoring and 

accountability 

Public reporting, surveys, 

annual safety data, regulatory 

submissions 

Source: developed by the author based on U.S. Department of Education (2016), Office for Students (2024), 

Department of Education of Australia (2025a), and OECD (2025). 

 

These dimensions are present in most countries, but their legal form 

differs. In some jurisdictions, universities are legally required to report safety 

data. In others, they must comply with regulatory standards. In welfare-

International concepts and evidence

National legal and regulatory frameworks

University obligations and institutional practices

Student well-being and safety outcomes

Comparative conclusions and policy recommendations
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oriented systems, universities are embedded in broader public health and 

student support structures. 

United States. The United States has one of the most developed legal 

frameworks for campus safety disclosure. The Jeanne Clery Campus Safety 

Act requires colleges and universities participating in federal student aid 

programmes to disclose campus crime statistics, publish annual security 

reports, issue timely warnings and emergency notifications, and provide 

information about security policies (U.S. Department of Education, 2016). 

The Clery Act is based on the principle that students, families and employees 

have the right to transparent information about campus safety. 

The United States also regulates university obligations through Title IX, 

which prohibits sex discrimination in education programmes receiving 

federal financial assistance. Title IX has been central to the regulation of 

sexual harassment and sexual violence in higher education. However, the 

regulatory environment has been unstable. The U.S. Department of 

Education issued 2024 Title IX regulations, but on January 9, 2025, a federal 

district court vacated the 2024 Final Rule, and the Department stated that the 

2024 regulations are not effective in any jurisdiction (U.S. Department of 

Education, 2025). This illustrates a key feature of the U.S. model: strong 

legal enforceability, but significant policy fluctuation due to litigation and 

changes in federal administration. 

The U.S. model is therefore based on transparency, legal compliance 

and civil rights enforcement. Its strength is the existence of mandatory 

reporting and federal oversight. Its weakness is that compliance may become 

procedural, while student well-being requires broader prevention, 

counselling and cultural change. 

England. In England, higher education regulation is strongly connected 

with the Office for Students. A major recent development is Condition of 

Registration E6, which addresses harassment and sexual misconduct. The 

condition applies to incidents affecting students and requires higher 

education providers to take steps to protect students from harassment and 

sexual misconduct, including staff-to-student and student-to-student 

misconduct (Office for Students, 2024). 

Condition E6 reflects a quality regulation model. Instead of treating 

student safety only as an internal university matter, the regulator connects it 

with institutional registration and compliance. This means that student 

protection becomes part of the formal accountability framework for higher 

education providers. 

Student mental health policy in England also includes non-statutory and 

sector-based mechanisms. The University Mental Health Charter, developed 

by Student Minds, promotes a whole-university approach to mental health 

and well-being (Hughes & Spanner, 2019). The Office for Students has 

supported the Charter through funding, which demonstrates the combination 

of regulation and sector-led improvement (Office for Students, 2024b). 
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However, mental health duties remain less legally codified than harassment 

and sexual misconduct requirements. 

The English model is characterised by regulatory oversight, 

institutional duties and sector frameworks. Its strength is the ability to link 

safety with higher education regulation. Its limitation is that mental health 

support still depends significantly on institutional resources and 

implementation capacity. 

Australia. Australia has recently developed one of the most explicit 

state regulatory models in the field of gender-based violence in higher 

education. The National Higher Education Code to Prevent and Respond to 

Gender-based Violence 2025 establishes legally enforceable standards for 

higher education providers. It applies to prevention and response to gender-

based violence, including in student accommodation. The Code sets seven 

standards, including accountable leadership and governance, safe 

environments and systems, knowledge and capability, safety and support, 

safe processes, data, and student accommodation (Department of Education 

of Australia, 2025a). 

The Code begins to apply from 1 January 2026 for Table A and Table 

B providers and from 1 January 2027 for other registered higher education 

providers (Department of Education of Australia, 2025a). It represents a shift 

from voluntary policy commitments to legally enforceable institutional 

accountability. The Department of Education emphasises that the Code 

creates national standards and requirements for preventing and responding 

to gender-based violence (Department of Education of Australia, 2025b). 

Australia has also established the National Student Ombudsman, 

launched in February 2025. It provides a free and independent complaints 

service for higher education students and can consider issues related to 

student safety and welfare, gender-based violence, course administration, 

disciplinary processes and reasonable adjustments (Australian Government 

Department of Education, 2024; National Student Ombudsman, 2025). 

The Australian model is significant because it combines regulatory 

standards, enforcement, data obligations and independent complaints. Its 

strength is systemic accountability. Its challenge will be to ensure that 

compliance with the Code does not become bureaucratic and that procedures 

remain fair, trauma-informed and trusted by students. 

Canada. Canada does not have a single national higher education 

regulatory system because education is primarily a provincial responsibility. 

Ontario provides a clear example of provincial regulation. Ontario 

Regulation 131/16 on Sexual Violence at Colleges and Universities requires 

publicly assisted colleges and universities to have sexual violence policies 

and to make training available on those policies (Government of Ontario, 

2016). The regulation also requires institutions to review policies and include 

student input. 
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Ontario’s model focuses on mandatory institutional policy. It does not 

create a single national university safety regulator, but it obliges institutions 

to establish formal policy frameworks. Later developments strengthened 

expectations regarding sexual misconduct by employees and institutional 

responsibilities (Legislative Assembly of Ontario, 2022). 

The Ontario model shows how provincial regulation can establish 

minimum policy standards while leaving universities with institutional 

autonomy. Its strength is that it requires all institutions to have policies. Its 

limitation is that the quality of implementation may vary between 

institutions, especially in relation to survivor-centred processes, prevention 

and accountability. 

Finland. Finland represents a distinctive welfare-state model. Student 

well-being is connected with public health legislation and national student 

health services. The Finnish Student Health Service provides student health 

services for higher education students, while Kela collects the student 

healthcare fee (Kela, 2026). The services include general health, mental 

health and oral health services, and the system also supports the well-being 

of student communities (Finnish Student Health Service, 2026). 

The Ministry of Social Affairs and Health states that student health care 

is part of overall care provisions for youth and covers learning as well as 

physical, psychological and social well-being (Ministry of Social Affairs and 

Health of Finland, 2026). This is important because it frames student well-

being not as a private institutional service, but as part of public responsibility. 

Finnish survey data show the importance of this system. The Finnish 

Student Health and Wellbeing Survey in 2024 included 3,600 students aged 

18 to 34 from universities and universities of applied sciences (Finnish 

Government, 2024a). Finnish government reporting also noted that about 

half of higher education students mainly used Finnish Student Health Service 

health services, and that the share of universities of applied sciences students 

using these services increased from 24% to 43% between 2021 and 2024 

(Finnish Government, 2024b). 

The Finnish model’s strength is universal access to student-specific 

health services. Its challenge is financial sustainability and service capacity, 

especially as demand for mental health support grows. 

France. France has strengthened student mental health support through 

national schemes. The Santé Psy Étudiant mechanism was established in 

March 2021 and allows students in recognised higher education programmes 

to receive free consultations with approved psychologists. The scheme was 

made sustainable, with renewable access each year (Service-Public.fr, 2023). 

In addition, France has promoted Mon soutien psy, which provides 

psychological support sessions and can be combined with student-specific 

mental health support (Campus France, 2025). 

France also has Student Health Services, known as Services de Santé 

Étudiante, which provide prevention, health support and counselling in 
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universities (Campus France, 2025). The French model therefore relies on 

national support schemes combined with university-based services. 

The strength of the French model is the state-supported accessibility of 

psychological consultations. Its limitation is that psychological support 

schemes must be connected with broader institutional prevention, academic 

workload management, anti-harassment policies and crisis response. 

Germany. Germany’s higher education governance is decentralised 

because the Länder have significant responsibility for education. As a result, 

student well-being and safety are shaped by a combination of federal law, 

state higher education laws and university-level policies. The German 

Federal Anti-Discrimination Agency states that students at public and private 

higher education institutions are protected by the ban on discriminatory 

harassment under the General Equal Treatment Act, including Section 3(3), 

while certain procedural protections also apply in the university context 

(Federal Anti-Discrimination Agency, 2026). 

Empirical evidence indicates that discrimination remains a significant 

issue in German universities. A survey reported by the University of 

Konstanz found that about 26% of respondents had experienced 

discrimination during their studies at least once, while 46% had observed 

discrimination against others (University of Konstanz, 2022). This suggests 

that legal protection must be complemented by accessible reporting systems, 

counselling services and institutional culture change. 

Germany’s model is characterised by decentralisation and institutional 

responsibility. Its strength is the existence of general anti-discrimination law 

and university-level policies. Its limitation is potential fragmentation, 

because protection and support may differ between institutions and Länder. 

The comparative analysis of national approaches demonstrates that, 

despite differences in legal traditions and governance structures, countries 

tend to converge around several core regulatory logics. These include the 

establishment of minimum legal standards, the development of institutional 

responsibilities for prevention and response, and the increasing use of data 

and accountability mechanisms. At the same time, the balance between state 

intervention and institutional autonomy varies significantly, shaping how 

effectively policies are implemented in practice. 

Table 2 summarises the main regulatory models identified in the 

selected countries and jurisdictions. It highlights the diversity of approaches, 

ranging from disclosure-based systems and civil rights. 
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Table 2. Comparative models of state regulation of student well-being 

and safe learning environment 
Country or 

jurisdiction 

Main regulatory 

model 

Key legal or 

policy instrument 
Main strength Main limitation 

United States 
Disclosure and 

civil rights model 

Clery Act; Title 

IX 

Strong reporting 

and federal legal 

framework 

Legal instability 

and procedural 

compliance risks 

England 
Higher education 

regulator model 

Office for 

Students 

Condition E6 

Student safety 

linked to 

institutional 

registration 

Mental health 

duties are less 

legally codified 

Australia 

National 

enforceable code 

model 

National Higher 

Education Code 

on Gender-Based 

Violence 

Legally 

enforceable 

standards, data 

and independent 

complaints 

Implementation 

burden and need 

for procedural 

fairness 

Ontario, Canada 

Provincial 

mandatory policy 

model 

Ontario 

Regulation 

131/16 

Mandatory sexual 

violence policies 

and student input 

Implementation 

quality may vary 

by institution 

Finland 

Welfare-state 

health service 

model 

Student health-

care system and 

FSHS 

Universal student-

specific health 

services 

Capacity and 

financial 

sustainability 

challenges 

France 

National 

psychological 

support model 

Santé Psy 

Étudiant; Student 

Health Services 

State-supported 

access to 

psychological 

consultations 

Requires 

integration with 

institutional 

prevention 

Germany 

Decentralised 

anti-

discrimination 

model 

General Equal 

Treatment Act; 

university 

policies 

Legal protection 

against 

discriminatory 

harassment 

Fragmentation 

across Länder and 

institutions 

Source: developed by the author based on U.S. Department of Education (2016), Office for Students (2024), 

Department of Education of Australia (2025a), Government of Ontario (2016), Kela (2026), Service-

Public.fr (2023), and Federal Anti-Discrimination Agency (2026). 

 

The comparative analysis shows that countries regulate student well-

being and safety through different combinations of law, quality assurance, 

public health services and institutional policy. No single model fully solves 

all problems. The most effective systems appear to combine legally 

enforceable standards, accessible support services, reliable data, student 

participation and independent complaint mechanisms. 

To substantiate the need for state regulation of student well-being and 

safety in higher education, it is necessary to consider empirical evidence that 

reflects the scale of existing risks. Table 3 presents selected statistical data 

from international and national studies on student mental health, access to 

psychological services, discrimination, and safety-related challenges. The 

indicators included in the table demonstrate that well-being and safety issues 

are not isolated or exceptional phenomena, but systemic concerns affecting 

substantial groups of students across different higher education contexts. The 

data also show that mental health difficulties, demand for support services, 

and experiences of discrimination require institutional and regulatory 

responses aimed at prevention, protection, and the creation of safe 

educational environments. 
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Table 3. Selected statistical evidence on student well-being and safety 
Indicator Source Result 

First-year college students screening positive for 

at least one lifetime mental disorder 

WHO World Mental Health 

International College Student 

project 

35% 

First-year college students screening positive for 

at least one 12-month mental disorder 

WHO World Mental Health 

International College Student 

project 

31% 

U.S. college students with moderate to severe 

depressive symptoms, 2024-2025 
Healthy Minds Study 37% 

U.S. college students with moderate to severe 

anxiety, 2024-2025 
Healthy Minds Study 32% 

U.S. college students reporting suicidal ideation, 

2024-2025 
Healthy Minds Study 11% 

U.S. students reporting psychological or mental 

health services in last 12 months 
ACHA-NCHA 35.2% 

Finnish higher education students in KOTT 2024 

survey 
Finnish Government and THL 

3,600 

respondents 

UAS students in Finland mainly using FSHS 

services 

Finnish Government, KOTT 

2024 

Increase from 

24% in 2021 to 

43% in 2024 

German students reporting discrimination during 

studies 

University of Konstanz survey 

report 
26% 

German students observing discrimination 

against others 

University of Konstanz survey 

report 
46% 

Source: compiled by the author based on Auerbach et al. (2018), Healthy Minds Network (2025), American 

College Health Association (2026), Finnish Government (2024a; 2024b), and University of Konstanz 

(2022). 

 

The statistics confirm that student well-being and safety are not 

marginal issues. Mental health difficulties, discrimination, harassment and 

safety risks affect significant parts of the student population. Therefore, state 

regulation is justified not only as a legal obligation, but also as a condition 

of educational quality. 

Discussion. The comparative results show that state regulation of 

student well-being and safe learning environments is developing in three 

directions: legal accountability, public health integration and institutional 

culture change. 

The first direction is legal accountability. The United States, England 

and Australia show that governments increasingly require universities to 

demonstrate compliance with safety and protection obligations. In the United 

States, the Clery Act requires transparency in campus crime reporting and 

security policies (U.S. Department of Education, 2016). In England, 

Condition E6 establishes regulatory expectations related to harassment and 

sexual misconduct (Office for Students, 2024). In Australia, the National 

Higher Education Code creates legally enforceable standards on gender-

based violence (Department of Education of Australia, 2025a). These models 

show that student safety is becoming a formal component of higher 

education regulation. 

The second direction is public health integration. Finland and France 

demonstrate that student well-being can be regulated not only through 
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institutional compliance, but also through public health services. Finland’s 

national student health service provides a structured and student-specific 

approach to physical, mental and oral health care (Kela, 2026; Finnish 

Student Health Service, 2026). France’s psychological support schemes 

provide national access to mental health consultations (Service-Public.fr, 

2023). These models are important because they recognise that universities 

alone cannot solve student mental health challenges without public health 

infrastructure. 

The third direction is institutional culture change. Regulation is 

necessary, but insufficient if universities treat safety and well-being only as 

administrative compliance. Effective systems require student trust, staff 

training, trauma-informed support, prevention programmes, inclusive 

teaching, accessible reporting and transparent complaint procedures. This is 

consistent with the whole-university approach promoted by the University 

Mental Health Charter (Hughes & Spanner, 2019). 

The comparison also reveals an important tension between university 

autonomy and state regulation. Universities traditionally have autonomy in 

academic governance, internal administration and student services. 

However, when student safety and well-being are at stake, the state 

increasingly defines minimum standards. This does not necessarily 

undermine autonomy. Rather, it creates a baseline of rights and protections 

below which institutions cannot fall. 

Another important issue is data. The U.S. Clery Act model is strongly 

data-oriented, while Australia’s new Code also emphasises data obligations. 

Data transparency allows regulators, students and the public to monitor risks 

and institutional responses. However, data must be interpreted carefully. 

Underreporting is common in cases of sexual violence, harassment and 

discrimination. A low number of complaints does not necessarily mean a 

safe environment. It may indicate a lack of trust in reporting systems. 

The analysis also shows that mental health and safety should not be 

separated. Students who experience harassment, discrimination, financial 

insecurity, social isolation or unsafe accommodation may also experience 

mental health difficulties. Therefore, student well-being regulation should be 

integrated. It should connect mental health services, anti-discrimination 

policies, gender-based violence prevention, disability support, 

accommodation standards and academic workload management. 

A further issue is the protection of vulnerable groups. International 

students, students with disabilities, LGBTQ+ students, racial and ethnic 

minorities, first-generation students, economically disadvantaged students 

and students living away from home may face specific risks. Effective 

regulation should require institutions to consider these differences. General 

policies may not be sufficient if they do not address unequal exposure to 

harm and unequal access to support. 
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Finally, the growth of digital learning creates new safety challenges. 

Online harassment, cyberbullying, digital surveillance, academic pressure, 

AI-related risks and data privacy concerns are now part of the safe learning 

environment agenda. Future regulation will need to connect physical, 

psychological and digital safety. 

Conclusions. State regulation of university activities in the field of 

student well-being and safe learning environments is becoming an essential 

part of higher education governance. The comparative analysis shows that 

countries use different regulatory models, but they increasingly move toward 

stronger institutional accountability. 

The United States relies on disclosure and civil rights enforcement 

through the Clery Act and Title IX. England uses a higher education 

regulator model through the Office for Students and Condition E6. Australia 

is developing a legally enforceable national code on gender-based violence 

and an independent National Student Ombudsman. Ontario regulates 

universities through mandatory sexual violence policies. Finland embeds 

student well-being in a national student health-care system. France provides 

national psychological support schemes. Germany combines general anti-

discrimination law with decentralised university-level implementation. 

The main conclusion is that effective regulation requires a combination 

of five elements: clear legal standards, accessible health and counselling 

services, independent complaint mechanisms, reliable data and institutional 

culture change. Legal rules are necessary, but they must be supported by 

prevention, education, trust and student participation. 

The article also concludes that the concept of a safe learning 

environment should be interpreted broadly. It includes physical security, 

mental health, protection from harassment and violence, anti-discrimination, 

disability inclusion, safe accommodation, fair procedures and digital safety. 

Universities must therefore move from reactive responses to proactive well-

being governance. 

Future regulatory development should focus on integrated student well-

being strategies, stronger monitoring of institutional implementation, 

student-centred complaint systems, mental health prevention, trauma-

informed responses, and evidence-based evaluation of policy effectiveness. 

Further research should compare not only formal regulations, but also how 

students experience safety and well-being in practice. 
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Abstract. Gendered entrepreneurship in the digital economy is 

shaped by the interaction of economic opportunities, social norms, 

institutional barriers and individual perceptions. Although 

digitalisation creates new possibilities for business creation 

through online platforms, fintech, remote work and digital markets, 

it does not automatically eliminate gender inequality. Women 

entrepreneurs continue to face limited access to finance, weaker 

investor networks, unpaid care responsibilities, lower perceived 

entrepreneurial self-efficacy, stronger fear of failure and 

stereotype-based constraints. The objective of this article is to 

analyse gendered entrepreneurship in the digital economy through 

the relationship between entrepreneurial motivations, perceptions, 

institutional barriers and resilience-oriented support mechanisms. 

The study applies qualitative literature analysis, comparative 

conceptual analysis and secondary statistical analysis. The 

research is based on academic literature on gender and 

entrepreneurship, push-pull motivation theory, entrepreneurial 

self-efficacy, stereotype threat and access to finance. It also uses 

verified international evidence from the Global Entrepreneurship 

Monitor, the World Bank, the OECD and the European Investment 

Bank. The article identifies four key dimensions of gendered 

entrepreneurial resilience: motivational resilience, cognitive 

resilience, resource resilience and ecosystem resilience. The 

results show that women are more often motivated by autonomy, 

flexibility, economic necessity and social value, while men are 

more frequently associated with financial success, status and 

opportunity-driven growth. The study also demonstrates that 

women’s entrepreneurship is constrained by financial barriers, 

care responsibilities, stereotype threat, weak networks and 

unequal institutional support. Gender differences in 

entrepreneurship are not natural or fixed. They are produced by 

social norms, institutional structures, financial systems, education, 

digital skills and family policy. Therefore, women’s 

entrepreneurship requires coordinated support rather than 

fragmented interventions. Further research should focus on 

empirical testing of the Gendered Entrepreneurial Resilience 

Compass, women’s digital entrepreneurship, gender bias in 

venture capital, the influence of care infrastructure on business 

growth and the role of female role models in strengthening 

entrepreneurial self-efficacy. 

Keywords: women’s entrepreneurship; gendered 

entrepreneurship; digital economy; entrepreneurial motivation; 
self-efficacy; stereotype threat; access to finance; care 

responsibilities; entrepreneurial ecosystem; digital 

entrepreneurship; gender equality; entrepreneurial resilience. 
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Introduction. Entrepreneurship is one of the key drivers of economic 

growth, innovation, job creation and social transformation. In the digital 

economy, entrepreneurial activity is increasingly shaped by digital 

platforms, online markets, financial technologies, artificial intelligence, 

remote work and transnational business networks. These changes create new 

opportunities for business creation, but they do not eliminate structural 

inequalities. Gender continues to influence who becomes an entrepreneur, 

what resources are available, how risks are perceived, how entrepreneurial 

success is defined, and how institutions support or limit business 

development. 

Women’s entrepreneurship is often discussed as a source of inclusive 

growth and social empowerment. However, the entrepreneurial ecosystem 

remains gendered. Women entrepreneurs frequently face lower access to 

finance, weaker investor networks, unequal distribution of unpaid care work, 

stronger fear of failure, lower perceived entrepreneurial self-efficacy and 

social expectations connected with family roles. These barriers do not reflect 

a lack of ability. They reflect institutional, cultural, financial and 

psychological structures that shape entrepreneurial behaviour. 

Recent international evidence confirms the relevance of this problem. 

The Global Entrepreneurship Monitor reported that women’s startup activity 

rates increased from an average of 6.1% in 2001-2005 to 10.4% in 2021-

2023 across 30 GEM countries, demonstrating long-term progress in 

women’s entrepreneurial participation (Global Entrepreneurship Monitor, 

2024). However, the gender gap has not disappeared. The World Bank’s 

Women, Business and the Law project continues to show that legal and 

institutional barriers limit women’s economic opportunities across many 

economies (World Bank, 2024). OECD research also emphasises that access 

to finance remains one of the most persistent barriers for women 

entrepreneurs (OECD, 2025). 

The digital economy adds a new dimension to this issue. Digital tools 

may reduce some barriers by lowering entry costs, expanding access to 

markets and enabling flexible business models. At the same time, digital 

entrepreneurship may reproduce inequalities when women lack access to 

finance, digital skills, mentoring, investor trust or supportive family and 

social infrastructure. Therefore, gender equality in entrepreneurship requires 

not only individual motivation, but also institutional resilience, inclusive 

finance, education reform and ecosystem transformation. 

This article examines women’s and men’s entrepreneurship through a 

gender-sensitive and resilience-oriented perspective. It argues that gender 

differences in entrepreneurship should be analysed through the interaction of 

motivation, perception, institutional environment and digital transformation. 

The article proposes an original model, the Gendered Entrepreneurial 

Resilience Compass, which identifies four directions of resilience: 
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motivational resilience, cognitive resilience, resource resilience and 

ecosystem resilience. 

Literature review. The literature on entrepreneurship has historically 

been shaped by a male-centred model of the entrepreneur. Traditional 

entrepreneurial identity has often been associated with risk-taking, 

autonomy, dominance, competitiveness and aggressive growth orientation. 

These characteristics have been culturally coded as masculine, which has 

created a structural stereotype around the idea that entrepreneurship is 

primarily a male domain (Brush et al., 2012; Laguía et al., 2022). This 

stereotype influences not only social perceptions, but also women’s self-

evaluation, access to networks and legitimacy in business environments. 

Social Role Theory provides one of the most important explanations of 

gender differences in entrepreneurship. According to this perspective, 

women and men internalise socially assigned roles that shape expectations, 

behaviour and career choices. Men are more often associated with agentic 

traits such as independence, ambition and assertiveness, while women are 

more often associated with communal traits such as care, cooperation and 

social responsibility (Liñán et al., 2024; Zisser et al., 2019). As a result, 

women may be encouraged to develop businesses that are compatible with 

family responsibilities or social goals rather than high-growth 

entrepreneurial models. 

Another important theoretical approach is the psychological traits 

perspective. This approach links entrepreneurial intention with achievement 

motivation, risk tolerance, locus of control and entrepreneurial self-efficacy. 

Self-efficacy is especially relevant because it reflects an individual’s belief 

in their ability to perform entrepreneurial tasks. Research shows that women 

often report lower entrepreneurial self-efficacy than men, even when their 

actual skills are comparable (Langowitz & Minniti, 2007; Urban, 2010). This 

suggests that the gender gap in entrepreneurship is partly cognitive and 

perceptual, not only structural. 

Motivational theories also play a central role. Entrepreneurial 

motivations are commonly divided into push and pull factors. Pull factors 

include independence, self-realisation, financial success, innovation and 

opportunity recognition. Push factors include unemployment, income 

insecurity, discrimination, career barriers and the need for flexible work 

(Dawson & Henley, 2012; Kirkwood, 2009). Women are more frequently 

pushed into entrepreneurship by necessity, labour market barriers and care 

responsibilities, while men are more often associated with opportunity-

driven motives such as status, growth and financial success (Jafari-Sadeghi, 

2020; Manolova et al., 2012). 

The literature also highlights the role of care work. Women’s 

entrepreneurship is often connected with the need to reconcile professional 

activity with family responsibilities. This may make entrepreneurship 

attractive because it promises autonomy and flexibility. However, it may also 
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limit business growth when women remain responsible for unpaid domestic 

and care labour (McGowan et al., 2012; Barın, 2025). Therefore, flexibility 

can function both as an opportunity and as a constraint. 

Access to finance remains one of the most persistent institutional 

barriers. Women entrepreneurs often face lower access to bank loans, 

venture capital, grants and investor networks. OECD research stresses that 

women’s entrepreneurship financing is constrained by both demand-side and 

supply-side barriers, including smaller business size, weaker collateral, 

investor bias and limited access to networks (OECD, 2025). These financing 

barriers are not neutral. They influence business scale, innovation capacity 

and survival. 

The digital age introduces additional complexity. Digital 

entrepreneurship may reduce geographic barriers and allow flexible 

participation, but it also requires digital skills, platform visibility, 

cybersecurity awareness and access to digital finance. Women entrepreneurs 

may benefit from online markets and digital tools, but only if they can access 

training, infrastructure, capital and supportive networks. Thus, digitalisation 

does not automatically create equality. It creates conditional opportunities. 

Overall, the literature demonstrates that gender in entrepreneurship 

should be understood as a multidimensional governance issue. It includes 

motivation, perception, education, finance, family policy, digital skills, 

institutional culture and ecosystem support. 

Aims. The aim of this article is to analyse gendered entrepreneurship in 

the digital economy through the interaction of entrepreneurial motivations, 

perceptions, institutional barriers and resilience-oriented support 

mechanisms. 

The objectives of the article are: 

− to systematise the main theoretical approaches to gender differences in 

entrepreneurship; 

− to compare push and pull motivations of women and men entrepreneurs. 

− to analyse the role of self-efficacy, risk perception and fear of failure in 

shaping entrepreneurial intention; 

− to identify institutional barriers that limit women’s entrepreneurship; 

− to examine the role of digitalisation in creating both opportunities and new 

inequalities; 

− to develop the Gendered Entrepreneurial Resilience Compass as an 

analytical model; 

− to formulate policy recommendations for strengthening women’s 

entrepreneurship in the digital economy. 

Methodology. The article applies qualitative literature analysis, 

comparative conceptual analysis and secondary statistical analysis. The 

research is based on academic studies on women’s entrepreneurship, gender 

stereotypes, entrepreneurial intention, self-efficacy, push-pull motivation 
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theory, access to finance and digital entrepreneurship. It also uses verified 

international reports and statistical evidence from the Global 

Entrepreneurship Monitor, World Bank Women, Business and the Law, 

OECD, European Investment Bank and related institutional sources. 

The methodological logic differs from traditional descriptive 

comparison. Instead of analysing women’s entrepreneurship only by country 

or by isolated barriers, the article uses a resilience-oriented analytical 

approach. This approach treats women’s entrepreneurship as a system of 

adaptive capacity. It asks how women entrepreneurs form intentions, 

overcome barriers, access resources, use digital tools and sustain business 

activity under unequal conditions. 

The study is structured around four analytical dimensions 

− Motivational dimension, which explains why women and men enter 

entrepreneurship. 

− Cognitive dimension, which examines self-efficacy, risk perception and 

stereotype threat. 

− Resource dimension, which focuses on finance, networks, education and 

digital skills. 

− Ecosystem dimension, which analyses institutional support, family policy, 

role models and social norms. 

These dimensions form the basis of the Gendered Entrepreneurial 

Resilience Compass proposed in the Results section. 

Results. The analysis confirms that women’s and men’s entrepreneurial 

motivations often differ in structure and intensity. Women’s motivations are 

more frequently connected with autonomy, flexibility, work-life balance, 

economic necessity and social contribution. Men’s motivations are more 

often associated with financial gain, status, independence and growth-

oriented opportunity recognition. 

 

Table 1. Gendered structure of entrepreneurial motivations 
Motivation 

group 

More frequently 

emphasised by women 

More frequently 

emphasised by men 
Interpretation 

Autonomy 
Desire to control time, values 

and working conditions 

Desire to be 

independent and self-

directed 

Similar motive, but 

different social 

meaning 

Financial success 
Economic security and 

family support 

Wealth creation and 

status 

Different forms of 

financial motivation 

Work-life 

balance 

Strongly connected with care 

responsibilities 

Less central in most 

studies 

Reflects unequal 

unpaid care burden 

Opportunity 

recognition 

Often shaped by social needs 

and flexible niches 

Often linked with 

growth and market 

expansion 

Different opportunity 

orientation 

Necessity 
Labour market exclusion, 

low income, glass ceiling 

Unemployment or 

income pressure 

Women face more 

gendered necessity 

factors 

Social impact 
Community benefit and 

empowerment 

Less consistently 

emphasised 

Linked with communal 

gender expectations 

Source: systematised by the author based on Kirkwood (2009), Dawson and Henley (2012), Manolova et 

al. (2012), McGowan et al. (2012), Jafari-Sadeghi (2020), and Global Entrepreneurship Monitor (2024). 
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The table 1 shows that the same motivation may have different 

meanings depending on gendered life conditions. For example, 

independence may mean growth ambition for one entrepreneur and control 

over work-family balance for another. 

Perceptual barriers: self-efficacy, risk and stereotype threat. The 

second result concerns the cognitive dimension of entrepreneurship. Women 

frequently report lower entrepreneurial self-efficacy and higher fear of 

failure than men. This does not mean that women are less capable. It means 

that entrepreneurial environments and social expectations affect how women 

evaluate their own entrepreneurial potential. 

Self-efficacy is influenced by education, role models, previous 

experience and social support. When women are exposed to successful 

female entrepreneurs, stereotype threat decreases and entrepreneurial 

intention increases (Laguía et al., 2022). This confirms that representation 

matters. Female role models do not only inspire. They change perceived 

possibility. 

Risk perception is also gendered. Women may evaluate entrepreneurial 

risk more cautiously because failure can have stronger social and financial 

consequences. If women have weaker access to finance, fewer networks and 

greater care responsibilities, the cost of failure is objectively higher. 

Therefore, risk aversion should not be interpreted only as a personal trait. It 

is also a rational response to unequal conditions. 

Institutional and financial barriers. The third result concerns 

institutional barriers. Women entrepreneurs face several structural 

constraints: limited access to finance, insufficient collateral, investor bias, 

weaker access to business networks, lack of mentoring, care responsibilities, 

gender stereotypes and limited institutional support. 

The World Bank’s Women, Business and the Law framework 

demonstrates that legal and institutional systems continue to shape women’s 

economic opportunities across 190 economies (World Bank, 2024). The 

OECD also identifies access to finance as a major barrier for women 

entrepreneurs and calls for targeted policy instruments, improved data and 

gender-sensitive financial ecosystems (OECD, 2025). 

The table 2 demonstrates that barriers should not be addressed 

separately. Women’s entrepreneurship policy must combine finance, 

education, social infrastructure and ecosystem reform. 

Statistical evidence on women’s entrepreneurship. International 

statistical evidence shows both progress and persistent inequality. Women’s 

startup activity has increased over time, but gaps remain in business 

ownership, access to finance and growth expectations. GEM reports that 

women’s startup activity rates increased from 6.1% in 2001-2005 to 10.4% 

in 2021-2023 across 30 GEM countries (Global Entrepreneurship Monitor, 

2024). This indicates a long-term increase in women’s entrepreneurial 

participation. 
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Table 2. Institutional barriers and resilience-oriented responses 
Barrier Effect on women entrepreneurs Resilience-oriented response 

Limited access to 

finance 

Restricts startup capital, growth and 

innovation 

Gender-sensitive credit guarantees, 

grants, investor diversity 

Care responsibilities 
Reduces available time and growth 

capacity 

Affordable childcare, parental 

leave, care infrastructure 

Stereotype threat Lowers self-efficacy and legitimacy 
Female role models, inclusive 

media representation 

Weak networks 
Limits mentoring, investors and 

market access 

Women-focused incubators and 

mixed professional networks 

Digital skills gap 
Reduces participation in platform 

and tech entrepreneurship 

Digital training, AI literacy, 

cybersecurity education 

Investor bias 
Produces unequal evaluation of 

business potential 

Transparent investment criteria and 

bias training 

Bureaucratic 

complexity 
Increases entry costs 

Simplified registration and digital 

one-stop services 

Limited market 

knowledge 
Weakens business scaling 

Mentoring, export support, business 

advisory services 

Source: developed by the author based on World Bank (2024), OECD (2025), Global Entrepreneurship 

Monitor (2024), European Investment Bank (2024), and Laguía et al. (2022). 

 

However, legal, financial and institutional barriers remain significant. 

World Bank data show that women’s economic opportunities continue to be 

limited by legal and policy gaps in many countries (World Bank, 2024). 

OECD research confirms that women entrepreneurs still face persistent 

financing barriers, including lower use of bank loans and weaker access to 

equity finance (OECD, 2025). 

 

Table 3. Selected evidence on women’s entrepreneurship and 

institutional barriers 
Indicator or finding Result Source 

Women’s average startup activity rate across 30 

GEM countries, 2001-2005 
6.1% GEM 

Women’s average startup activity rate across 30 

GEM countries, 2021-2023 
10.4% GEM 

Economies covered by Women, Business and the 

Law 
190 World Bank 

Main persistent barrier for women entrepreneurs Access to finance OECD 

Women entrepreneurs in the EU compared with 

men in bank loan use 
Less likely to use bank loans OECD 

Women’s entrepreneurship policy priority 

Finance, childcare, legal 

equality, networks and role 

models 

OECD, World 

Bank, GEM 

Source: compiled by the author based on Global Entrepreneurship Monitor (2024), World Bank (2024), 

and OECD (2025). 

 

The evidence confirms that progress is real but uneven. Women are 

increasingly active in entrepreneurship, but participation alone does not 

guarantee equality in growth, financing or institutional legitimacy. 

Gendered Entrepreneurial Resilience Compass. The main 

conceptual result of the article is the Gendered Entrepreneurial Resilience 

Compass. The model explains women’s entrepreneurship as an adaptive 



Issue 2 (26), 2026   Public Administration and Law Review 

e-ISSN 2674-5216      print-ISSN 2733-211X 

 

64 

process shaped by four resilience directions: motivational, cognitive, 

resource and ecosystem resilience. 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1. Gendered Entrepreneurial Resilience Compass 
Source: developed by the author based on Brush et al. (2012), Kirkwood (2009), Langowitz and Minniti 

(2007), Laguía et al. (2022), World Bank (2024), OECD (2025), and Global Entrepreneurship Monitor 

(2024). 

 

The model is unique because it does not treat women’s entrepreneurship 

as a simple list of barriers. It shows entrepreneurship as a resilience system. 

Women entrepreneurs must maintain motivation, strengthen self-efficacy, 

mobilise resources and navigate institutional ecosystems. When one 

direction is weak, the entire entrepreneurial process becomes more fragile. 

Discussion. The results show that gender differences in 

entrepreneurship cannot be explained by individual preference alone. They 

are produced through the interaction of social norms, institutional structures, 

family responsibilities, access to finance, education systems and 

entrepreneurial ecosystems. Therefore, women’s entrepreneurship should be 

analysed as a governance issue rather than only as a behavioural issue. 

First, motivation is socially structured. Women may choose 

entrepreneurship because it offers flexibility, but this flexibility often reflects 

the unequal distribution of care work. In this sense, entrepreneurship may 

become both a path to empowerment and a mechanism that reproduces 

traditional gender roles. Policy should therefore not romanticise flexibility 

without addressing unpaid care labour. 

Second, self-efficacy is not simply psychological. It is shaped by 

education, representation, social feedback and institutional legitimacy. If 

women repeatedly encounter messages that entrepreneurship is masculine, 

high-risk or incompatible with family life, they may internalise lower 

confidence. This is why gender-sensitive entrepreneurship education and 

female role models are essential. 

Third, access to finance is one of the most important resilience 

conditions. Without finance, women entrepreneurs may remain concentrated 

in smaller, lower-growth and necessity-based businesses. Finance is not only 

Cognitive resilience self-efficacy, confidence, 

risk readiness 

Resource resilience 

finance, networks, skills, 

technology 

Women’s 

entrepreneurship in 

the digital economy 

Ecosystem resilience 

institutions, norms, 

childcare, role models 

Motivational resilience  

autonomy, opportunity, necessity, social value 
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capital. It is also recognition of credibility. Investor bias and weak access to 

networks reduce both economic opportunities and symbolic legitimacy. 

Fourth, digitalisation creates ambiguous effects. Digital platforms, e-

commerce, online education, fintech and remote work can expand women’s 

entrepreneurial opportunities. However, these opportunities depend on 

digital skills, cybersecurity awareness, platform visibility, digital payment 

access and online trust. Digital transformation may reduce some barriers 

while creating new ones. 

Fifth, institutional ecosystems matter. Countries with stronger legal 

equality, economic freedom, political inclusion and family support policies 

create better conditions for opportunity-driven women’s entrepreneurship. In 

contrast, patriarchal norms, weak childcare infrastructure and unequal 

financial systems push women toward necessity-based entrepreneurship. 

The Gendered Entrepreneurial Resilience Compass helps explain why 

isolated interventions are insufficient. A grant programme may fail if women 

lack networks. Education may fail if finance is unavailable. Digital platforms 

may fail if women lack skills or face harassment online. Role models may 

inspire, but without childcare and finance, motivation may not become 

business creation. Therefore, resilience requires coordinated policy design. 

Conclusions. The article demonstrates that gendered entrepreneurship 

in the digital economy is shaped by the interaction of motivations, 

perceptions, resources and institutional ecosystems. Women’s 

entrepreneurship has expanded globally, but the gender gap remains visible 

in access to finance, self-efficacy, growth opportunities, social legitimacy 

and unpaid care responsibilities. 

The study confirms that women are often motivated by autonomy, 

flexibility, economic necessity and social value, while men are more 

frequently associated with financial success, status and opportunity-driven 

growth. However, these differences should not be interpreted as natural or 

fixed. They reflect institutional and cultural conditions. 

The proposed Gendered Entrepreneurial Resilience Compass identifies 

four dimensions of resilience: motivational resilience, cognitive resilience, 

resource resilience and ecosystem resilience. This model shows that 

women’s entrepreneurial success depends not only on personal ambition, but 

also on access to finance, role models, education, digital skills, childcare 

infrastructure, supportive institutions and fair social norms. 

The practical implication is that women’s entrepreneurship policy 

should move beyond fragmented support measures. It should combine 

gender-sensitive education, digital competence development, accessible 

finance, childcare support, mentorship, investor accountability, female role 

model visibility and simplified administrative procedures. In the digital 

economy, special attention should be given to platform entrepreneurship, 

fintech access, AI literacy and cybersecurity awareness. 
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Further research should focus on empirical testing of the Gendered 

Entrepreneurial Resilience Compass, comparative analysis of women’s 

digital entrepreneurship across countries, the role of care infrastructure in 

entrepreneurial growth, gender bias in venture capital, the impact of female 

role models on entrepreneurial self-efficacy, and the relationship between 

digital skills and women’s opportunity-driven entrepreneurship. 
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Abstract. Foreign direct investment has become one of the main 

drivers of economic development, industrialization, export 

expansion, and integration into global value chains in ASEAN 

economies. At the same time, innovation activity has become a 

strategic priority for the region as ASEAN countries seek to move 

from labour-intensive production toward knowledge-based and 

technology-driven development. However, the relationship 

between foreign direct investment and domestic innovation 

remains theoretically and empirically ambiguous. The objective of 

this study is to examine the impact of foreign direct investment 

inflows on innovation activity in ASEAN economies during the 

period 2000-2022, with particular attention to whether foreign 

investment complements or substitutes domestic research and 

development efforts. The study uses an unbalanced panel dataset 

covering ASEAN countries over the period 2000-2022. Innovation 

activity is measured by research and development expenditure as 

a percentage of GDP. Foreign direct investment inflows are 

measured as a percentage of GDP. The empirical analysis applies 

the system Generalized Method of Moments estimator, which is 

appropriate for dynamic panel data and allows the study to address 

endogeneity, unobserved country-specific effects, reverse 

causality, and the persistence of innovation activity. The results 

show that lagged innovation activity has a positive and statistically 

significant effect on current innovation, confirming the persistence 

of research and development processes. Foreign direct investment 

inflows have a negative and statistically significant effect on 

innovation activity, supporting the hypothesis that FDI may 

substitute for domestic R&D in ASEAN economies. At the same 

time, imports of machinery and technology, property rights, 

physical investment, human capital, scientific researchers, and 

income growth positively affect innovation activity. The findings 

suggest that attracting foreign investment alone is insufficient for 

strengthening innovation capacity. ASEAN countries need policies 

that improve absorptive capacity, domestic research systems, 

institutional quality, human capital, and linkages between foreign 

and local firms. Future studies should apply alternative innovation 

indicators, such as patents, high-technology exports, and 

innovation indexes, and should use firm-level data to examine 

heterogeneous FDI spillover effects across sectors and countries. 

Keywords: foreign direct investment; innovation activity; ASEAN 

economies; research and development; system GMM; technology 

spillovers; absorptive capacity; human capital; property rights; 

machinery imports; economic growth; domestic innovation. 
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Introduction. The foreign direct investment (FDI) has turned out to be 

a very vital factor for economic development in the ASEAN member states. 

In the last two decades, ASEAN has increasingly been seen to be one of the 

most popular destinations for foreign investors because of such factors as 

trade liberalization, regional integration, low-cost labor, better infrastructure, 

and involvement in global value chains (Beugelsdijk et al., 2008; Nguyen, 

2026c; Qamruzzaman, 2021; Wang, 2009). FDI inflow has helped capital 

accumulation, export growth, job creation, and industrialization in ASEAN 

(Dang & Nguyen, 2021). In 2022, there was a record FDI inflow into 

ASEAN amid the economic uncertainties worldwide. However, the positive 

effects of FDI are not guaranteed at all. Although foreign investment can 

provide advanced technology, management skills, and production 

experience (Kokko et al., 1996; Nguyen, 2026b; Nunnenkamp, 2002), how 

the host country can utilize and develop the knowledge spillover from these 

investments will play a key role in increasing their technological capabilities. 

Thus, it is an essential question whether FDI inflow motivates or discourages 

domestic innovation efforts. 

The development of innovations has become another core development 

objective for ASEAN countries as the region strives towards shifting from 

labor-based production to production based on knowledge and technological 

development (Borhan et al., 2012; Nguyen, 2025b). The current study 

employs research and development (R&D) as an indicator of innovation. 

Innovation is measured through the amount of investment made in creation 

of new knowledge and improvement of technologies and long-term 

competitive advantage (Guadalupe et al., 2012; Yu et al., 2021). Although 

some ASEAN economies have achieved success in their innovation 

performance, the heterogeneity level within the region is rather high. 

Singapore and Malaysia have relatively well-developed innovation system 

while other ASEAN countries still struggle with low R&D expenditure, poor 

research performance, lack of human capital, and poor institutions (Nguyen, 

2026a; Zhou et al., 2017). This implies that ASEAN countries will not be 

able to benefit in equal ways from technologies transferred from 

multinational companies to the country. In case of less developed absorptive 

capacity, local firms use imitation, imported machinery, or foreign 

technologies rather than their R&D activities. 

Previous studies provide mixed evidence on the relationship between 

FDI and innovation. One stream of literature argues that FDI can promote 

domestic innovation through technology transfer, demonstration effects, 

labor mobility, competition, and linkages between foreign and local firms. 

From this view, multinational enterprises may help host countries improve 

productivity and technological capability. However, another stream suggests 

that FDI may substitute for domestic R&D, especially in developing 

countries where local firms have limited resources and may prefer adopting 

existing foreign technologies rather than investing in costly and risky 
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innovation activities. For example, Bussy and Zheng (2023) show that FDI 

inflows discourage R&D activity in developing countries, supporting the 

argument that foreign technology can replace domestic R&D efforts. Based 

on this debate, the present study contributes to the literature in three ways. 

First, it focuses specifically on ASEAN countries, a region that is highly 

dependent on FDI but still differs significantly in innovation capability. 

Second, it extends the period of analysis to 2000–2022, allowing the study 

to capture long-term changes in FDI and innovation activity. Third, by using 

panel data and the system Generalized Method of Moments (GMM) 

estimator, this study addresses potential endogeneity and dynamic effects in 

the FDI–innovation relationship. 

Literature review. Foreign direct investment (FDI) is widely 

considered an important channel through which host countries can access 

foreign technology, managerial knowledge, advanced production processes, 

and international market experience (Abdouli & Hammami, 2020; Bénassy-

Quéré et al., 2005). According to the technology spillover perspective, 

multinational enterprises may enhance domestic innovation through several 

mechanisms, including demonstration effects, labor mobility, supplier-

customer linkages, and competitive pressure (Kokko et al., 1996; Kottaridi 

et al., 2019). When foreign firms introduce new technologies and modern 

business practices, domestic firms may observe, learn, and adapt these 

technologies to improve their own production and innovation capabilities. In 

addition, linkages between multinational enterprises and local suppliers can 

encourage domestic firms to upgrade product quality, adopt new standards, 

and invest more in research and development (R&D). From this perspective, 

FDI may complement domestic innovation activity by providing knowledge 

externalities and increasing incentives for local firms to innovate (Feng et 

al., 2021; Kottaridi et al., 2019; Masron & Nor, 2013; Nunnenkamp, 2002). 

Prior studies have also suggested that the positive effect of FDI on innovation 

depends strongly on absorptive capacity, such as human capital, institutional 

quality, financial development, and existing technological capability (Ali & 

Bohara, 2017; Bellak & Leibrecht, 2009; Wijeweera et al., 2010). Therefore, 

in countries with sufficient domestic capabilities, FDI can become an 

important source of technological upgrading and innovation. 

However, another stream of literature argues that FDI may discourage 

domestic innovation, especially in developing countries where local firms 

have limited technological capability and weak absorptive capacity (Fan et 

al., 2018; Janeba, 2002; Tian, 2018). In such contexts, domestic firms may 

rely on imported technologies, foreign machinery, and imitation rather than 

investing in costly and uncertain R&D activities (Chuang & Lin, 1999; 

Nguyen et al., 2025; Sasidharan & Kathuria, 2011). Foreign firms may also 

dominate high-technology segments, while local firms remain concentrated 

in low-value-added activities, reducing their motivation and ability to 

conduct independent innovation. This substitution effect is particularly 
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relevant for ASEAN economies, where FDI has played a major role in 

industrialization, export expansion, and participation in global value chains, 

but innovation systems remain uneven across countries (Chia, 1993; Masron 

& Nor, 2013). While Singapore and Malaysia have relatively stronger R&D 

capacity, several ASEAN countries still face constraints related to limited 

R&D expenditure, shortage of skilled labor, and weak institutional support 

for innovation. Therefore, FDI inflows may not automatically stimulate 

domestic innovation in the region. Instead, they may reduce domestic R&D 

efforts if local firms depend mainly on foreign technologies. Based on this 

argument, the following hypothesis is proposed: H1: FDI inflows have a 

negative effect on innovation activity in ASEAN countries. 

Aims. The aim of this study is to examine the impact of foreign direct 

investment inflows on innovation activity in ASEAN economies during the 

period 2000-2022. The study focuses on whether FDI inflows promote 

domestic innovation through technology spillovers or, conversely, 

discourage domestic R&D activity by substituting foreign technologies for 

local innovation efforts. 

To achieve this aim, the study seeks to analyse the relationship between 

FDI inflows and innovation activity measured by R&D expenditure as a 

percentage of GDP; to assess the persistence of innovation activity in 

ASEAN countries; to examine the role of human capital, machinery and 

technology imports, physical investment, legal and institutional protection, 

scientific researchers, and economic growth in supporting innovation; and to 

provide policy implications for strengthening domestic innovation capacity 

in ASEAN economies. 

Methodology. This study examines the relationship between foreign 

direct investment (FDI) inflows and innovation activity in ASEAN countries 

over the period 2000-2022. The sample covers ASEAN economies subject 

to data availability, including Brunei Darussalam, Cambodia, Indonesia, Lao 

PDR, Malaysia, Myanmar, the Philippines, Singapore, Thailand, and 

Vietnam. Because data on innovation activity and some control variables are 

not fully available for all countries and years, the final dataset is organized 

as an unbalanced panel. The data are collected from widely used 

international databases to ensure consistency across countries and over time. 

Innovation activity is proxied by research and development (R&D) 

expenditure as a percentage of GDP, obtained from the World Bank's World 

Development Indicators and the UNESCO Institute for Statistics. FDI 

inflows, physical capital investment, economic growth, and human capital 

variables are mainly obtained from the World Bank's World Development 

Indicators. Machinery and technology imports are collected from the World 

Bank or UN Comtrade, depending on data availability. Legal and 

institutional protection is measured by the rule of law indicator from the 

Worldwide Governance Indicators. These sources are suitable for cross-

country research because they provide comparable macroeconomic, 
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institutional, and innovation-related indicators for ASEAN economies. 

Following the dynamic nature of innovation activity, the empirical 

model includes the lagged value of innovation activity, FDI inflows, and a 

set of country-level control variables. The simplified model is specified as 

follows: 

 

INNOV = b0 + b1*L_INNOV + b2*FDI + b3*HC + 

b4*MTECH + b5*GFCF + b6*LEGAL + b7*GDPG + error 
(1) 

 

INNOV stands for innovation activity and it is expressed in terms of 

R&D as a percentage of GDP. L_INNOV stands for one-year lag of 

innovation activity, capturing the persistence of R&D and innovation 

activities over time. FDI stands for net foreign direct investments inflows as 

a percentage of GDP. HC stands for human capital, whereas MTECH stands 

for machinery and technology imports. GFCF stands for investment in 

physical capital and LEGAL stands for the quality of legal and institutional 

protection. GDPG stands for economic growth. Coefficient b2 is of utmost 

importance. A significant and negative sign on FDI shows that FDI flows 

have a detrimental effect on innovation activity. A significant positive sign 

shows the opposite effect of FDI flows on innovation activity. 

 

Table 1. Variable definitions and data sources 

Variable Symbol Measurement 
Expected 

sign 
Data source 

Innovation activity INNOV 
R&D expenditure as a 

percentage of GDP 
- 

World Bank WDI; 

UNESCO Institute for 

Statistics 

Lagged innovation 

activity 
L_INNOV 

One-year lag of innovation 

activity 
+ 

Calculated by the 

author 

Foreign direct 

investment inflows 
FDI 

Net FDI inflows as a 

percentage of GDP 
- / + 

World Bank WDI; 

UNCTAD 

Human capital HC 

Tertiary school enrollment 

or other education-related 

indicator 

+ 
World Bank WDI; 

UNESCO 

Machinery and 

technology imports 
MTECH 

Imports of machinery and 

equipment or high-

technology products 

+ 
World Bank WDI; UN 

Comtrade 

Physical capital 

investment 
GFCF 

Gross fixed capital 

formation as a percentage of 

GDP 

+ World Bank WDI 

Legal and 

institutional 

protection 

LEGAL 

Rule of law or intellectual 

property protection 

indicator 

+ 
Worldwide Governance 

Indicators 

Economic growth GDPG 
Annual GDP growth rate or 

GDP per capita growth rate 
+ World Bank WDI 

Source: Compiled by the author based on World Bank WDI, UNESCO Institute for Statistics, UNCTAD, 

UN Comtrade, and Worldwide Governance Indicators. 

Note: The expected sign of FDI is ambiguous because FDI may either complement domestic innovation 

through technology spillovers or substitute for domestic R&D through reliance on foreign technologies. 

 

Since innovation is a continuous process and FDI could be an 
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endogenous variable, the system GMM estimator has been used in this 

research. The selected method is based on some prior study ragarding FDI 

topic with panel data (Nguyen & Tran, 2026; Nguyen et al., 2026; Wang, 

2009). The reason behind this is that the system GMM is suitable for 

analyzing the dynamic panel data since it deals with the issues such as the 

presence of unobserved country-specific effects, the problem of reverse 

causation, the issue of omitted variable bias, and the correlation between the 

lagged dependent variable and the error term (Blundell & Bond, 2000; Kiviet 

et al., 2017; Naseem & Guang Ji, 2021; Nguyen, 2025a). 

Results. Descriptive statistics of the variables utilized in the current 

study are presented in Table 2. The final sample size comprises 210 country-

year observations for ASEAN nations over the time span from 2000 to 2022. 

While the maximum potential number of observations is equal to 230, some 

observations are not included because of missing information on certain 

variables. The mean value of the R&D intensity indicator equals 0.48% of 

GDP, which implies that the level of innovation in ASEAN countries is still 

rather small. Nevertheless, the maximum value of the indicator is 2.61%, 

which testifies to the fact that some countries invest more into R&D activities 

than others. On average, FDI inflows represent 6.37% of GDP, proving that 

the role of foreign investments in the economies of ASEAN countries is 

crucial. At the same time, the relatively high standard deviation of FDI 

inflows demonstrates that the degree of reliance on foreign investments in 

different years varies significantly across different countries. 

 

Table 2. Descriptive statistics 
Variable Observation Mean Median Std. Dev. Min Max 

R&D intensity 210 0.48 0.22 0.57 0.01 2.61 

FDI inflows 210 6.37 4.08 6.92 -1.84 33.56 

Import 210 0.33 0.30 0.13 0.06 0.75 

Human capital 210 34.72 31.18 20.64 5.12 91.45 

Scientific researcher 210 1.46 0.68 1.74 0.02 7.28 

Property right index 210 48.65 47.20 15.86 18.70 87.60 

Investment 210 25.48 24.96 6.53 10.85 44.72 

Income growth 210 4.68 5.02 3.74 -8.96 13.84 

Source: Calculated by the author based on the research dataset. 

 

From Table 3, it can be seen that there is evidence of strong persistence 

in R&D activities in ASEAN countries. The coefficient of the lagged R&D 

variable is positive and statistically significant at the 1 percent level in the 

one-step and two-step GMM estimations which implies that those countries 

whose previous level of R&D was high are likely to experience a strong level 

of innovation in the present period. The coefficient of FDI is negative and 

statistically significant at the 5 percent level which supports the hypothesis 

that FDI inflows lower the domestic R&D activity in ASEAN countries. This 

implies that foreign investment substitutes for innovation activities since 

domestic firms can easily depend on foreign technological advancement and 
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production knowledge rather than developing their own R&D activities. On 

the contrary, import, property rights, investment, human capital, scientific 

researchers, and income growth have positive impacts on the level of R&D 

intensity. This indicates that innovation activities are promoted through 

embodied foreign technology, strong property rights, investments, human 

capital, scientists, and economic growth. The test results validate the results 

from the GMM estimation as AR(1) is significant, AR(2) is insignificant, 

and Hansen test fails to invalidate the use of instruments. 

 

Table 3. Results of GMM estimation 
Variables One-step GMM Two-step GMM 

Lag R&D 0.682ᵃ 0.641ᵃ  
(0.148) (0.132) 

FDI -0.214ᵇ -0.236ᵇ  
(0.096) (0.102) 

Import 0.318ᵇ 0.291ᵇ  
(0.137) (0.126) 

Property Right 0.426ᵇ 0.389ᵇ  
(0.184) (0.171) 

Investment 0.153ᶜ 0.128ᶜ  
(0.083) (0.074) 

Human Capital 0.217ᵇ 0.196ᵇ  
(0.091) (0.087) 

Scientific Researcher 0.384ᵃ 0.351ᵃ  
(0.128) (0.119) 

Income Growth 0.062ᶜ 0.057ᶜ  
(0.034) (0.031) 

Hansen test (p-value) 0.286 0.417 

AR (1) test (p-value) 0.031 0.027 

AR (2) test (p-value) 0.284 0.319 

Observations 210 210 

Source: Calculated by the author based on system GMM estimation. 

Notes: Standard errors are reported in parentheses. ᵃ, ᵇ, and ᶜ indicate significance at the 1%, 5%, and 

10% levels, respectively. 

 

Discussion. This finding corresponds to the features of the development 

of ASEAN economies. During the period 2000-2022, ASEAN nations 

attracted massive foreign direct investments and entered global production 

chains. Nonetheless, many economies of the region are engaged mainly in 

assembly, processing, and low-mid-tech production stages. In this regard, 

FDI can contribute to introducing new technologies, foreign machines, and 

management technologies, yet it does not stimulate domestic firms' 

investment in independent R&D. 

Rather, domestic firms prefer imitation of or adaptation to the 

technologies already introduced by foreign companies, and this leads to 

lower incentives for innovation activities that are costly and risky. The 

negative relationship between FDI inflows and R&D intensity therefore 

supports the argument that foreign investment may substitute for domestic 

innovation in economies with limited absorptive capacity. 
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The positive effect of human capital, scientific researchers, and 

property rights is indicative of the fact that the ability of local firms to absorb 

foreign knowledge plays a key role in translating foreign knowledge into 

innovations. Countries with stronger human capital, more developed 

research capacity, and better institutional protection are more likely to 

transform external technologies into domestic innovation outcomes. 

The positive impact of machinery and technology imports also shows 

that embodied technology can support innovation activities. However, 

imported technology does not automatically create innovation unless 

domestic firms possess sufficient technical, human, and institutional 

capabilities to adapt and improve it. Consequently, ASEAN nations need to 

pay attention not only to attracting FDI but also to improving educational, 

research, institutional, and domestic firm capabilities. This is needed for FDI 

to become a source of innovation rather than only a source of capital and 

imported technology. 

Conclusion. The current study looks into the effects of FDI on 

innovation in ASEAN economies between 2000 and 2022. Through 

employing the dynamic panel model using system GMM estimator, the study 

shows that FDI is negatively associated with R&D intensity. This finding 

reveals that FDI might actually discourage innovation activities in the 

ASEAN region since the effect of foreign direct investments might be 

substitutive rather than complementary to local innovations. This is because 

there is an opportunity for foreign investors to utilize their technology as well 

as production process, which would make imitation easy. Also, the study 

reveals that innovation activities depend positively on imports, property 

rights, investment, human capital, scientific researchers, and income growth. 

These results offer some useful policy lessons for the countries in 

ASEAN. First, the governments should not only concentrate their efforts on 

getting as much foreign investment as possible; rather, they have to work on 

increasing the quality of the foreign investment through stimulating the 

foreign direct investors to invest in high-tech industries, research-intensive 

sectors, and economic activities that involve creation of more linkage with 

domestic firms. Second, the ASEAN countries have to increase the 

innovation potential within their domestic economy by investing in the 

education system, research organizations, labor force with proper skills, and 

scientific researchers. Third, there is a need to have better protection, 

particularly in regard to intellectual property rights, which will encourage 

the firms to engage in R&D activities. Fourth, the countries in ASEAN 

should work on transferring the technologies from foreign firms to local 

companies through supplier development programs and joint R&D efforts. 

This research also has some limitations. To begin with, innovation 

activities are largely captured by R&D intensity, but this measure does not 

sufficiently represent all types of innovations, particularly informal 

innovations, process improvements, and technology adoption in developing 
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countries. In addition, the sample covers only the ASEAN region during the 

years 2000-2022; thus, the results cannot be generalized to other regions and 

time periods. In addition, due to the lack of relevant data, the research is 

based on country-level variables; however, these variables may not take into 

account variations at the firm level in terms of innovation behaviors and FDI 

spillover effects. Future research can expand this study by applying various 

indicators of innovation, including patents, high-technology exports, and 

innovation indexes. Also, researchers can apply firm-level data or conduct 

cross-regional research in other developing regions in addition to ASEAN. 
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Abstract. Digital competences have become a strategic priority for 

the European Union in the context of digital transformation, labour 

market restructuring, public service digitalisation and the rapid 

development of artificial intelligence. The EU has created a 

complex regulatory and policy framework that includes the Digital 

Decade Policy Programme 2030, DigComp 2.2, DigCompEdu, the 

Digital Education Action Plan 2021-2027, Council 

recommendations on digital skills, and the Artificial Intelligence 

Act. However, the practical implementation of these instruments 

differs significantly among EU Member States. The objective of this 

article is to compare EU regulations in the field of digital 

competences with national practices in selected countries and to 

identify the factors that influence differences in digital competence 

outcomes. The study applies qualitative comparative policy 

analysis, document analysis and secondary statistical analysis. The 

research is based on official EU regulatory and policy documents, 

Eurostat data, and selected national practices from Finland, 

Denmark, the Netherlands, Ireland, Estonia, Spain, Germany, 

Romania and Bulgaria. The results show that EU regulation has 

established a common conceptual and strategic framework for 

digital competence development. Nevertheless, national outcomes 

remain uneven. Countries with strong education systems, 

developed digital public services, effective lifelong learning 

policies and high labour market demand for digital skills 

demonstrate better results. In contrast, countries with weaker 

digital infrastructure, lower participation in adult learning and 

stronger socio-economic inequalities remain below the EU 

average. The study also shows that AI literacy is becoming a new 

and essential component of digital competence regulation. EU 

digital competence policy is moving from general skills 

development toward an integrated governance model combining 

education, labour market policy, public administration, inclusion 

and technological regulation. Further research should focus on the 

effectiveness of national digital skills strategies, the assessment of 

AI literacy, the reduction of digital divides, and the impact of 

digital competence policies on employability and social inclusion. 
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Introduction. Digital competence has become one of the core 

preconditions for economic competitiveness, social inclusion, democratic 

participation and individual security in the European Union. The digital 

transformation of public services, education, labour markets and business 

models requires citizens not only to use digital tools, but also to understand, 

evaluate and create digital content, protect personal data, communicate 

responsibly, and adapt to new technologies such as artificial intelligence. 

Therefore, digital competence is no longer interpreted as a narrow technical 

ability. It is increasingly understood as a multidimensional competence that 

combines knowledge, skills, attitudes, ethical awareness and critical 

thinking. 

The European Union has developed a coherent policy and regulatory 

framework for digital competences. This framework includes the Digital 

Decade Policy Programme 2030, the Digital Education Action Plan 2021-

2027, the Digital Competence Framework for Citizens, known as DigComp, 

the European Framework for the Digital Competence of Educators, known 

as DigCompEdu, and the Council recommendations on digital education and 

digital skills. More recently, the Artificial Intelligence Act has introduced 

the concept of AI literacy, thereby expanding the meaning of digital 

competence to include the responsible use and understanding of AI systems. 

At the same time, the implementation of these EU-level frameworks 

differs considerably between Member States. Some countries, such as the 

Netherlands, Ireland, Denmark and Finland, have already exceeded the EU 

target of 80% of citizens with at least basic digital skills. Other countries, 

including Romania and Bulgaria, remain significantly below the EU average. 

These differences show that EU regulations and frameworks create common 

standards, but national practices, education systems, digital infrastructure, 

public administration models and lifelong learning policies determine the 

real level of digital competence development. 

The relevance of this topic is strengthened by the fact that, according to 

Eurostat, in 2025 only 60% of EU citizens aged 16 to 74 had at least basic 

digital skills, while the EU target for 2030 is 80% (Eurostat, 2026). This 

means that the European Union still faces a substantial gap between strategic 

goals and actual outcomes. The comparative analysis of EU regulations and 

national practices is therefore necessary to identify effective policy models 

and understand why some countries progress faster than others. 

Literature review. The academic and policy literature on digital 

competences in the European Union has developed around several 

interconnected concepts: digital literacy, digital skills, digital competence, 

digital citizenship and digital inclusion. Earlier approaches often focused on 

operational skills, such as the ability to use computers and the internet. More 

recent research and policy frameworks interpret digital competence as a 

broader capacity to participate safely, critically and creatively in digital 

environments. 
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A central reference point is the Digital Competence Framework for 

Citizens. DigComp provides a common European understanding of digital 

competence and identifies five competence areas: information and data 

literacy, communication and collaboration, digital content creation, safety, 

and problem solving (Vuorikari et al., 2022). The updated DigComp 2.2 

framework includes more than 250 examples of knowledge, skills and 

attitudes, with particular attention to new and emerging technologies, 

including artificial intelligence, misinformation and data-driven 

environments (Vuorikari et al., 2022). 

The development of DigComp followed earlier work on proficiency 

levels and practical examples. DigComp 2.1 introduced eight proficiency 

levels, which allowed digital competence to be measured and applied in 

education, employment and lifelong learning contexts (Carretero et al., 

2017). This approach is important because it transforms digital competence 

from a general policy concept into a measurable and assessable learning 

outcome. A related framework is DigCompEdu, which focuses on the digital 

competence of educators. It defines what it means for teachers and trainers 

to be digitally competent and identifies educator-specific competences 

related to professional engagement, digital resources, teaching and learning, 

assessment, empowering learners, and facilitating learners’ digital 

competence (Redecker & Punie, 2017). The importance of DigCompEdu lies 

in the fact that citizens’ digital competence cannot be developed effectively 

without digitally competent educators. 

The broader EU policy framework is also based on the Council 

Recommendation on Key Competences for Lifelong Learning, where digital 

competence is one of the eight key competences necessary for personal 

fulfilment, employability, active citizenship and social inclusion (Council of 

the European Union, 2018). This confirms that digital competence is not 

limited to the labour market. It is also linked to citizenship, inclusion and 

democratic participation. 

The Digital Education Action Plan 2021-2027 further develops this 

policy direction. It establishes two strategic priorities: the development of a 

high-performing digital education ecosystem and the enhancement of digital 

skills and competences for digital transformation (European Commission, 

2020). The plan emphasises infrastructure, connectivity, teacher training, 

high-quality digital content, and digital skills for all citizens. 

The Digital Decade Policy Programme 2030 gives digital competence 

a measurable strategic dimension. It sets the target that at least 80% of people 

aged 16 to 74 should have at least basic digital skills by 2030, and that the 

EU should reach 20 million employed ICT specialists while promoting 

women’s participation in the sector (European Parliament & Council of the 

European Union, 2022). This programme is significant because it links 

digital competences to the EU’s wider transformation agenda, including 
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public services, business digitalisation, digital infrastructure and 

technological sovereignty. 

The 2023 Council Recommendation on improving the provision of 

digital skills and competences in education and training strengthens the role 

of national education systems. It calls on Member States to improve digital 

skills from early education to adult learning, support teachers, promote high-

quality informatics education, and address digital divides (Council of the 

European Union, 2024). This recommendation reflects the understanding 

that digital competence development must be systematic and lifelong. 

A newer regulatory development is the Artificial Intelligence Act. 

Article 4 of the AI Act requires providers and deployers of AI systems to 

ensure a sufficient level of AI literacy among staff and other persons dealing 

with AI systems on their behalf (European Parliament & Council of the 

European Union, 2024). This provision expands the digital competence 

agenda from general digital skills to specific knowledge about AI risks, 

opportunities and responsible use. 

Taken together, the literature and policy documents show that EU 

digital competence regulation has evolved from a skills agenda into a 

complex governance framework. It combines education policy, labour 

market policy, technological regulation, social inclusion and ethical 

requirements. 

Aims. The aim of this article is to compare EU regulations and policy 

frameworks in the field of digital competences with national practices in 

selected EU countries, and to identify factors that explain differences in 

digital competence outcomes. 

The objectives of the article are: 

1. To analyse the main EU regulations, recommendations and frameworks 

related to digital competences. 

2. To compare statistical indicators of digital competence across EU Member 

States. 

3. To examine selected national practices in countries with different levels 

of digital skills development. 

4. To identify common features of successful national approaches. 

5. To define key challenges that limit the achievement of the EU Digital 

Decade targets. 

6. To formulate conclusions on how EU regulatory convergence can be 

combined with national policy diversity. 

Methodology. The article is based on qualitative comparative policy 

analysis and secondary statistical analysis. The research design combines 

document analysis, comparative analysis and interpretation of official 

statistical data. 

The document analysis covers EU legal and policy documents, 

including the Digital Decade Policy Programme 2030, the Digital Education 

Action Plan 2021-2027, DigComp 2.2, DigCompEdu, the Council 
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Recommendation on Key Competences for Lifelong Learning, the Council 

Recommendation on improving the provision of digital skills and 

competences in education and training, and the Artificial Intelligence Act. 

The statistical analysis uses Eurostat data on individuals with at least 

basic digital skills, ICT specialists, gender differences, age differences and 

education-related digital divides. The main indicator used is the share of 

individuals aged 16 to 74 with basic or above basic overall digital skills. 

The comparative country analysis focuses on selected EU Member 

States representing different models of digital competence development. 

Finland, Denmark, the Netherlands and Ireland are considered high-

performing countries because they have already exceeded the 80% target. 

Estonia is analysed as a digitally advanced public service model. Spain is 

examined as an example of a structured national digital skills plan. Germany 

is included because of its federal model and large-scale investment in school 

digitalisation. Romania and Bulgaria are considered countries with lower 

levels of basic digital skills. 

The methodological logic of the research is based on a 

последовательный analytical framework that begins with the examination 

of the EU regulatory and policy framework. This is followed by the analysis 

of digital competence indicators using Eurostat data. The next stage involves 

a comparison of national practices across EU countries, which enables the 

identification of key success factors and existing barriers. Based on these 

findings, the study formulates policy conclusions. This methodology allows 

the article to connect formal EU-level regulation with real national 

outcomes. 

Results. The EU regulatory framework in the field of digital 

competences is not limited to one legal act. It consists of interconnected 

legal, strategic and methodological instruments. 

Table 1. Main EU instruments regulating and supporting digital 

competences 
EU instrument Year Main contribution to digital competence policy 

Council Recommendation on Key 

Competences for Lifelong Learning 
2018 

Recognises digital competence as one of the eight key 

competences for lifelong learning 

DigComp 2.1 2017 Introduces eight proficiency levels and examples of use 

DigComp 2.2 2022 
Updates competence examples, including AI, 

misinformation, data and safety 

DigCompEdu 2017 Defines digital competence requirements for educators 

Digital Education Action Plan 

2021-2027 
2020 

Establishes EU priorities for digital education and 

digital skills 

Digital Decade Policy Programme 

2030 
2022 

Sets measurable EU targets, including 80% of citizens 

with basic digital skills 

Council Recommendation on 

digital skills and competences in 

education and training 

2023 
Calls for systematic digital skills provision in 

education and training 

Artificial Intelligence Act 2024 
Introduces AI literacy obligations for providers and 

deployers of AI systems 

Source: compiled by the author based on (Council of the European Union, 2018; Carretero et al., 2017; 

Vuorikari et al., 2022; Redecker & Punie, 2017; European Commission, 2020; European Parliament & 
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Council of the European Union, 2022; Council of the European Union, 2024; European Parliament & 

Council of the European Union, 2024) 

 

The EU model can therefore be described as a layered governance 

system. The strategic layer is represented by the Digital Decade and the 

Digital Education Action Plan. The methodological layer is represented by 

DigComp and DigCompEdu. The educational layer is represented by 

Council recommendations. The regulatory layer is strengthened by the 

Artificial Intelligence Act, especially in relation to AI literacy. 

Statistical comparison of digital competences in EU countries. 

Eurostat data show that the EU is progressing, but not fast enough to reach 

its 2030 target without additional policy measures. In 2025, 60% of EU 

citizens aged 16 to 74 had at least basic digital skills. This figure was 20 

percentage points below the 2030 target of 80% (Eurostat, 2026). 

The differences between Member States are substantial. The 

Netherlands reached 84%, Ireland 83%, and Denmark and Finland 81%. 

These countries have already achieved the EU target. At the other end of the 

scale, Romania reached 32% and Bulgaria 38% (Eurostat, 2026). 

 

Table 2. Selected EU countries by share of population with at least 

basic digital skills, 2025 

Country 
Share of people aged 16-74 with at 

least basic digital skills 
Position in relation to EU 2030 target 

Netherlands 84% Above target 

Ireland 83% Above target 

Denmark 81% Above target 

Finland 81% Above target 

EU average 60% Below target 

Bulgaria 38% Significantly below target 

Romania 32% Significantly below target 

Source: Eurostat, 2026 

 

The data also reveal important socio-demographic differences. In 2025, 

82% of people with higher formal education had at least basic digital skills, 

compared with 38% of people with low formal education (Eurostat, 2026). 

Age is another important factor. Younger age groups have much higher 

levels of digital skills than people aged 65 to 74. Labour market status is also 

relevant, because students and employed persons demonstrate higher levels 

of digital skills than retired or inactive persons. 
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Figure 1. EU digital competence gap in 2025 

Source: European Commission (2023); Eurostat (2024) 

 

The gender dimension is more complex. In the EU as a whole, men had 

a slightly higher share of at least basic digital skills than women, but among 

younger age groups women often performed better. However, the ICT 

specialist labour market remains strongly gender imbalanced. In 2025, 

women accounted for only 19.5% of ICT specialists in the EU (Eurostat, 

2026). This indicates that basic digital skills and advanced professional 

digital specialisation should be analysed separately. 

Finland. Finland represents a strong education-centred model of digital 

competence development. Digital skills are integrated into education, 

teacher development and lifelong learning. Finnish performance is also 

supported by a high level of social trust, strong public education and broad 

access to digital services. In 2025, Finland was one of the countries that 

exceeded the EU Digital Decade target, with 81% of people aged 16 to 74 

having at least basic digital skills (Eurostat, 2026). However, recent 

monitoring also shows that digital competence among pupils should not be 

taken for granted, because some international assessments indicate a decline 

in students’ digital performance (European Commission, 2025a). This means 

that even high-performing systems need continuous adaptation. 

Denmark. Denmark’s practice is based on a mature digital welfare 

state, widespread use of digital public services and high levels of trust in 

public digital infrastructure. Digital interaction with public administration 

creates everyday incentives for citizens to develop practical digital skills. 

Denmark also exceeded the 80% target in 2025, reaching 81% (Eurostat, 

2026). Its model demonstrates that digital competence is strengthened when 

citizens use digital services not occasionally, but as a normal part of civic 

and administrative life. 

The Netherlands. The Netherlands achieved the highest result among 

EU Member States in 2025, with 84% of citizens aged 16 to 74 having at 

least basic digital skills (Eurostat, 2026). This result reflects a combination 

of strong connectivity, high education levels, developed digital public and 

private services, and active labour market demand for digital competence. 
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The Dutch case shows the importance of a broad ecosystem, where 

education, employment, business digitalisation and public services mutually 

reinforce each other. 

Ireland. Ireland reached 83% in 2025 and also exceeded the EU target 

(Eurostat, 2026). The Irish model is strongly connected to the presence of a 

large ICT sector, international technology companies, and labour market 

demand for digital professionals. However, Ireland also illustrates a broader 

lesson: high levels of basic digital skills do not automatically solve all 

advanced skills challenges. The digital economy requires continuous 

upskilling, reskilling and inclusion of underrepresented groups. 

Estonia. Estonia is often considered one of the most advanced digital 

societies in Europe, especially in relation to digital public services, e-health, 

digital identity and e-government. Estonia’s strength lies in the integration 

of digital competences with public administration and everyday service use. 

The 2025 Digital Decade country reporting describes Estonia as a leader in 

the digitalisation of public services, including full access to e-health records 

(European Commission, 2025b). The Estonian case demonstrates that digital 

competence policy is more effective when citizens have practical reasons to 

use secure digital tools regularly. 

Spain. Spain represents a strategic planning model. Its National Plan 

for Digital Skills is part of the broader Digital Spain agenda and addresses 

digital inclusion, workers’ skills, education, public administration and digital 

transformation of businesses (Government of Spain, 2022). Spain’s 

approach is important because it treats digital competences not only as an 

education issue, but also as an economic and social policy priority. The 

Spanish model is particularly relevant for countries that need to reduce 

digital gaps through coordinated national programmes. 

Germany. Germany represents a federal and investment-oriented 

model. Digital education policy is shaped by cooperation between the federal 

government and the Länder. The DigitalPakt Schule has focused on 

improving digital infrastructure in schools, while the Standing Conference 

of the Ministers of Education and Cultural Affairs has developed strategic 

approaches to education in the digital world (Kultusministerkonferenz, 

2021). Germany’s case shows that infrastructure investment is necessary, but 

not sufficient. Digital competence development also requires teacher 

training, curriculum reform, pedagogical innovation and coherent 

implementation across regions. 

Romania and Bulgaria. Romania and Bulgaria demonstrate the 

persistence of digital divides within the EU. In 2025, Romania had the lowest 

share of people with at least basic digital skills, at 32%, while Bulgaria 

reached 38% (Eurostat, 2026). These results suggest that EU-wide 

frameworks alone cannot remove structural barriers. Lower digital skills 

may be associated with socio-economic inequalities, uneven access to digital 

infrastructure, lower participation in lifelong learning, and weaker 
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integration of digital competence into education and public services. The 

cases of Romania and Bulgaria show the need for targeted investment, adult 

learning programmes and stronger institutional implementation. 

Comparative synthesis. The comparison of countries suggests that 

successful digital competence development depends on several factors. 

 

Table 3. Comparative features of national digital competence models 
Country or group Main model Key strength Main challenge 

Finland 
Education-centred 

model 

Strong schools, teacher 

competence and lifelong 

learning 

Maintaining student 

performance and adapting to 

AI 

Denmark 
Digital welfare state 

model 

Everyday use of digital 

public services 

Inclusion of older and 

vulnerable groups 

Netherlands 
Digital ecosystem 

model 

Strong education, labour 

market and service 

integration 

Advanced skills and 

cybersecurity readiness 

Ireland 
ICT-sector-driven 

model 

Strong technology sector 

and high basic skills 

Gender balance and advanced 

ICT workforce gaps 

Estonia 
E-government 

model 

Digital identity, e-health 

and public service 

digitalisation 

Keeping services inclusive 

and technologically updated 

Spain 
Strategic national 

planning model 

Coordinated national 

digital skills policy 

Ensuring implementation 

across regions and social 

groups 

Germany 
Federal investment 

model 

Large-scale school 

digitalisation investment 

Coordination across federal 

structures 

Romania and 

Bulgaria 
Catch-up model 

Potential for EU-

supported development 

Low basic digital skills and 

structural digital divide 

Source: compiled by the author based on (Eurostat, 2026; European Commission, 2025a; European 

Commission, 2025b; Government of Spain, 2022; Kultusministerkonferenz, 2021) 

 

The results indicate that countries with high digital competence levels 

usually combine several elements: strong education systems, accessible 

digital public services, labour market demand, teacher training, lifelong 

learning and inclusive digital infrastructure. Countries with weaker 

outcomes often face challenges not only in technology access, but also in 

education, governance, income, regional inequality and adult learning. 

Discussion. The comparison of EU regulations and national practices 

shows that the European Union has created a sophisticated digital 

competence framework, but implementation remains uneven. The EU 

provides common goals, indicators and competence models, while Member 

States retain responsibility for education systems, training policies and 

national implementation. This creates a productive but complex relationship 

between regulatory convergence and policy diversity. 

The first important finding is that EU frameworks have successfully 

created a common language for digital competence. DigComp allows 

Member States, educators, employers and policymakers to describe digital 

skills in comparable categories (Vuorikari et al., 2022). This is essential for 

monitoring progress, designing curricula, developing certification systems 

and comparing national outcomes. 
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The second finding is that measurable targets matter. The Digital 

Decade target of 80% gives Member States a clear benchmark (European 

Parliament & Council of the European Union, 2022). Without this target, 

digital competence policy could remain fragmented and rhetorical. However, 

the 2025 EU average of 60% shows that targets alone are insufficient. They 

must be accompanied by investment, institutional capacity and effective 

national programmes. 

The third finding concerns the relationship between digital public 

services and citizens’ competences. Estonia and Denmark show that citizens 

develop digital competences more naturally when public services are digital, 

accessible, trusted and widely used. In these countries, digital competence is 

not only taught; it is practised through everyday interaction with the state. 

The fourth finding relates to education. Finland demonstrates the value 

of integrating digital competence into education and teacher training. 

However, the Finnish case also warns against complacency. Student digital 

skills may decline if curricula, pedagogy and assessment do not adapt to new 

technologies. This is especially relevant in the context of AI, misinformation 

and cybersecurity. 

The fifth finding concerns inequality. Eurostat data show that digital 

competence depends strongly on education level, age and labour market 

status (Eurostat, 2026). Therefore, digital competence policy must be linked 

to social inclusion policy. Older people, people with low formal education, 

unemployed persons and people outside the labour market require targeted 

support. General digitalisation may deepen inequality if vulnerable groups 

are not supported. 

The sixth finding concerns the distinction between basic and advanced 

digital skills. A country may perform well in basic digital skills but still face 

shortages of ICT specialists. The EU had 10.4 million ICT specialists in 

2025, while the 2030 target is 20 million (Eurostat, 2026). Moreover, women 

represented only 19.5% of ICT specialists, which shows that gender 

imbalance remains a major challenge. This means that digital competence 

policy should have two levels: basic digital skills for all citizens and 

advanced skills for the digital economy. 

The seventh finding is connected to AI literacy. The AI Act changes the 

digital competence agenda because organisations using AI systems must 

ensure sufficient AI literacy among staff and relevant persons (European 

Parliament & Council of the European Union, 2024). This creates a new 

regulatory link between digital competence and compliance. In the future, 

digital competence will increasingly include understanding algorithmic 

systems, data risks, transparency, bias, accountability and human oversight. 

Overall, the discussion shows that digital competence is not only a 

technical education issue. It is a governance issue. It requires coordination 

between education, employment, innovation, public administration, social 

inclusion and regulation. 
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Conclusions. The EU has developed one of the most comprehensive 

digital competence policy frameworks in the world. Its approach combines 

strategic targets, methodological frameworks, education recommendations 

and binding regulatory elements. The Digital Decade Policy Programme 

establishes measurable goals. DigComp and DigCompEdu provide 

conceptual and practical tools. The Digital Education Action Plan supports 

education transformation. The Council recommendations guide Member 

States in improving digital skills provision. The AI Act introduces AI literacy 

as a new regulatory requirement. 

However, the comparison of countries shows that EU-level regulation 

does not automatically produce equal national outcomes. In 2025, the EU 

average for at least basic digital skills was 60%, while the 2030 target is 80%. 

The Netherlands, Ireland, Denmark and Finland had already exceeded the 

target, while Romania and Bulgaria remained far below it. This gap 

demonstrates that national implementation capacity is decisive. 

The most successful countries usually combine digital education, 

lifelong learning, trusted digital public services, strong infrastructure, labour 

market demand and inclusive policies. Estonia and Denmark show the role 

of digital public services. Finland shows the role of education and teacher 

competence. The Netherlands and Ireland show the importance of digital 

ecosystems and labour market demand. Spain shows the value of national 

strategic planning. Germany shows that infrastructure investment must be 

combined with pedagogical and institutional reform. 

The main challenges for the EU are the digital divide, unequal access 

to lifelong learning, age and education gaps, gender imbalance in ICT 

professions, uneven national implementation and the need to integrate AI 

literacy into digital competence policy. 

The article concludes that the future of EU digital competence 

regulation should move in three directions. First, EU frameworks should 

continue to provide common standards and measurable indicators. Second, 

Member States should adapt these frameworks to national education, labour 

market and social inclusion systems. Third, digital competence policy should 

increasingly include AI literacy, cybersecurity awareness, data ethics and 

critical digital citizenship. Only this integrated approach can help the EU 

achieve the Digital Decade target and ensure that digital transformation 

remains inclusive, human-centred and socially sustainable. 
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Abstract. Legal awareness and rights protection are essential 

components of the rule of law, democratic governance and social 

justice. Formal recognition of rights does not automatically ensure 

their practical implementation, especially when citizens do not 

understand legal procedures, cannot access legal aid, or face 

institutional, financial, linguistic or digital barriers. Therefore, state 

regulation plays a crucial role in transforming legal rights into 

effective mechanisms of protection. The objective of this article is to 

analyse state regulation of legal awareness and rights protection, 

identify the main institutional and regulatory models, and determine 

how different countries ensure access to justice, legal aid, public legal 

education and protection of vulnerable groups. The study applies 

qualitative comparative policy analysis, legal document analysis and 

secondary statistical analysis. The research is based on international 

and national legal acts, official government documents, reports of 

international organisations and empirical data on access to justice. 

The comparative analysis covers the European Union, the United 

States, Canada, Finland, the Netherlands, Estonia, India and the 

United Kingdom. The results show that state regulation of legal 

awareness and rights protection includes public legal education, legal 

aid, access to legal information, institutional complaint mechanisms, 

judicial and administrative remedies, digital legal services, protection 

of vulnerable groups and monitoring of justice gaps. The analysis 

demonstrates that countries use different models, including minimum 

procedural guarantees, welfare-state legal aid, decentralised legal aid 

systems, digital legal aid platforms, preventive legal information 

models and mass legal literacy campaigns. Effective regulation 

requires the combination of awareness, accessibility, affordability and 

accountability. Legal protection becomes effective only when citizens 

can understand their rights, obtain support and use appropriate 

institutional mechanisms. Further research should focus on measuring 

the effectiveness of legal awareness programmes, evaluating digital 

justice tools, analysing access to justice for vulnerable groups, and 

comparing the impact of different legal aid models on rights 

protection. 

Keywords: legal awareness; rights protection; access to justice; legal 

aid; rule of law; legal empowerment; public legal education; human 
rights; digital justice; vulnerable groups; legal information; state 

regulation. 
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Introduction. Legal awareness and rights protection are fundamental 

elements of the rule of law, democratic governance and social justice. Legal 

awareness means that individuals understand their basic rights, duties, legal 

procedures and available mechanisms for protection. Rights protection 

means that people can effectively use legal and institutional mechanisms to 

prevent violations, challenge unlawful actions, obtain remedies and 

participate in public life on an equal basis. These two dimensions are closely 

connected. A person who does not know their rights may not recognise a 

legal problem, may not seek help, and may remain excluded from justice 

even when formal legal remedies exist. 

In modern states, the regulation of legal awareness and rights protection 

is no longer limited to courts and lawyers. It includes legal aid systems, 

ombuds institutions, human rights commissions, public legal education, civic 

education, administrative complaint mechanisms, digital justice services, 

legal information platforms, consumer protection bodies, anti-discrimination 

mechanisms and national human rights institutions. This reflects a shift from 

a court-centred understanding of justice to a people-centred model, where 

the state must ensure that legal protection is accessible, understandable, 

affordable and effective. 

The scale of the problem is significant. The World Justice Project 

estimates that approximately 5.1 billion people worldwide lack meaningful 

access to justice, including people who cannot resolve everyday legal 

problems, people excluded from legal opportunities because they lack 

documentation or formal legal status, and people living in extreme 

conditions of injustice (World Justice Project, 2019). The Legal Services 

Corporation reported that 92% of civil legal problems experienced by low-

income Americans received no or insufficient legal help, while 74% of low-

income households experienced at least one civil legal problem during the 

previous year (Legal Services Corporation, 2022). These data show that the 

existence of formal rights is insufficient without practical legal awareness 

and accessible protection mechanisms. 

State regulation plays a decisive role in this field. It defines legal aid 

eligibility, establishes public legal education programmes, regulates access 

to legal information, creates complaint mechanisms, protects vulnerable 

groups, funds legal services and sets institutional standards for rights 

protection. At the same time, regulation differs across countries. Some states 

emphasise constitutional rights and judicial review, others prioritise legal 

aid, digital access, legal literacy campaigns or ombuds institutions. 

Therefore, comparative analysis is necessary to understand how state 

regulation can transform legal rights into real and usable protections. 

Literature review. The literature on legal awareness and rights 

protection is closely connected with the concepts of rule of law, access to 

justice, legal empowerment and human rights governance. The rule of law 

requires that law should be public, clear, stable, fairly applied and capable of 
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limiting arbitrary power (World Justice Project, 2025). However, a formal 

legal system does not automatically guarantee justice. For rights to be 

effective, people must be able to understand the law, identify legal problems, 

obtain advice, use institutions and receive remedies. 

The concept of access to justice has developed from a narrow focus on 

access to courts into a broader framework of people-centred justice. The 

Organisation for Economic Co-operation and Development argues that legal 

needs surveys are important because they reveal people’s everyday legal 

problems, their pathways to resolution, and the barriers they face when 

seeking help (OECD, 2019). Later OECD work emphasises that unresolved 

justice problems may impose economic costs and undermine trust, well-

being and social stability. The OECD has estimated that unresolved justice 

problems may cost between 0.5% and 3% of a country’s GDP (OECD, 

2025). 

Legal empowerment literature stresses that people should not be passive 

recipients of legal protection. They should be able to understand, use and 

shape the law. The United Nations approach to legal empowerment 

highlights the need to strengthen the capacity of disadvantaged groups to use 

legal tools in order to protect assets, livelihoods, identity, labour rights and 

access to public services (United Nations, 2009). In this sense, legal 

awareness is not simply information dissemination. It is a form of social 

empowerment. 

Human rights education is another important component. UNESCO 

promotes global citizenship education to help learners understand rights, 

responsibilities, diversity, justice and participation in public life (UNESCO, 

2024). Legal awareness can therefore be integrated into civic education, 

school curricula, adult education, community learning and public campaigns. 

This is especially important because many legal problems arise in everyday 

areas such as employment, housing, family relations, consumer protection, 

debt, migration, social benefits and discrimination. 

The literature also shows that vulnerable groups face specific barriers. 

These include low income, limited education, disability, language barriers, 

rural isolation, migration status, gender-based discrimination, digital 

exclusion and distrust of institutions. UNODC stresses that legal aid is 

central to access to justice for poor, marginalised and disadvantaged groups, 

and that it is connected with the principle of leaving no one behind under the 

2030 Agenda (UNODC, 2026). 

Digitalisation has created new opportunities and risks. Online legal 

information, automated forms, digital court services and guided pathways 

may improve access to justice. The Netherlands’ Rechtwijzer model, 

developed with the Dutch Legal Aid Board, is frequently cited as an example 

of online legal information and dispute resolution for common problems 

(Dutch Legal Aid Board, 2021). Estonia’s state-funded legal aid information 

system and digital state infrastructure also demonstrate how digital tools can 
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support legal access (Estonian Bar Association, 2025; Riigi Teataja, 2025). 

However, digital justice may deepen inequality if people lack digital skills, 

internet access or trust in online systems. 

Overall, the literature confirms that legal awareness and rights protection 

require an integrated regulatory model. This model should combine law, 

institutions, public education, legal aid, digital tools, data collection and 

support for vulnerable groups. 

Aim and objectives. The aim of this article is to analyse state regulation 

of legal awareness and rights protection and to identify the main institutional 

models, regulatory instruments and implementation challenges in different 

countries. 

The objectives of the article are: 

1. To clarify the relationship between legal awareness, rights protection, 

access to justice and legal empowerment. 

2. To examine the main state instruments used to regulate legal 

awareness and rights protection. 

3. To compare selected national models of legal aid, public legal 

education and institutional rights protection. 

4. To analyse statistical evidence on justice gaps and unmet legal needs. 

5. To identify common factors that increase the effectiveness of state 

regulation in this field. 

6. To formulate conclusions and directions for further improvement of 

legal awareness and rights protection policies. 

Methodology. The article uses qualitative comparative policy analysis, 

legal document analysis and secondary statistical analysis. The research is 

based on official legal acts, government documents, international 

organisation reports, national legal aid materials and empirical access-to-

justice data. 

The comparative analysis covers the European Union, the United States, 

Canada, Finland, the Netherlands, Estonia, India and the United Kingdom. 

These jurisdictions were selected because they represent different regulatory 

approaches: supranational legal aid standards, federal and decentralised legal 

aid systems, welfare-state public legal aid, digital legal guidance, state-

funded legal aid, mass legal literacy campaigns and institutional access-to-

justice regulation. 

The research uses the following categories of sources: 

1. International and supranational documents on access to justice, legal 

empowerment and human rights education. 

2. National legal aid laws, public legal information portals and official 

institutional descriptions. 

3. Statistical and analytical data from the World Justice Project, OECD and 

national legal services organisations. 

4. Comparative examples of digital justice and legal awareness practices. 
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The research process begins with the establishment of legal rights and 

formal guarantees, followed by the development of legal awareness and 

recognition of legal problems. This awareness allows individuals to access 

advice, legal assistance and relevant information, which in turn facilitates the 

use of complaint mechanisms, administrative and judicial procedures. 

Ultimately, these steps lead to effective protection of rights and the provision 

of legal remedies. This methodological approach allows the article to 

consider legal awareness and protection of rights as an integrated regulatory 

cycle, rather than as separate legal or educational measures. 

Results. State regulation of legal awareness and rights protection usually 

includes several interconnected dimensions. These dimensions are presented 

in Table 1. 

 

Table 1. Main dimensions of state regulation of legal awareness and 

rights protection 

Regulatory dimension Main purpose Typical state instruments 

Public legal education 
Increase knowledge of rights, duties 

and legal procedures 

School curricula, civic education, 

public campaigns, community 

programmes 

Legal aid 

Provide legal advice and 

representation to people who cannot 

afford it 

Legal aid laws, eligibility criteria, 

public funding, legal aid offices 

Access to legal 

information 

Make law understandable and 

available 

Government portals, plain language 

guides, multilingual legal information 

Institutional rights 

protection 

Provide non-judicial mechanisms for 

complaints and remedies 

Ombuds institutions, human rights 

commissions, equality bodies 

Judicial and 

administrative 

remedies 

Enable formal rights enforcement 
Courts, administrative appeals, 

constitutional complaints 

Digital legal services Improve accessibility and efficiency 

Online applications, guided 

pathways, digital forms, virtual 

consultations 

Protection of 

vulnerable groups 

Reduce inequality in rights 

protection 

Targeted legal aid, mobile clinics, 

language assistance, community 

paralegals 

Monitoring and data 
Measure justice gaps and policy 

effectiveness 

Legal needs surveys, justice statistics, 

rule of law indicators 

Source: compiled by the author based on OECD (2019, 2025), UNODC (2026), UNESCO (2024), and 

World Justice Project (2025). 

 

The table 1 shows that effective regulation cannot rely on only one 

mechanism. Legal awareness without legal aid may leave people informed 

but unprotected. Legal aid without public awareness may remain unused. 

Digital services without inclusion may help only those who already have 

resources and skills. 

International and supranational regulation. At the international 

level, the right to access justice is connected with the rule of law, human 

rights and sustainable development. Sustainable Development Goal 16.3 

requires states to promote the rule of law and ensure equal access to justice 
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for all. This global framework has influenced national justice strategies and 

encouraged governments to collect data on legal needs and justice outcomes. 

The European Union has developed specific legal aid instruments. In 

civil and commercial matters, the EU legal aid framework aims to ensure 

that persons who cannot afford legal representation can obtain support in 

cross-border disputes (European Union, 2003). In criminal proceedings, 

Directive (EU) 2016/1919 establishes minimum rules on legal aid for 

suspects, accused persons and requested persons in European arrest warrant 

proceedings (European Parliament & Council of the European Union, 2016). 

These instruments show how supranational regulation can establish 

minimum procedural guarantees while leaving implementation to Member 

States. 

International organisations also emphasise legal education and legal 

empowerment. UNODC defines legal aid as a key element of access to 

justice for disadvantaged groups (UNODC, 2026). UNESCO links civic and 

global citizenship education with the development of knowledge, skills and 

values necessary for participation, rights awareness and democratic 

responsibility (UNESCO, 2024). The OECD promotes people-centred 

justice and legal needs surveys as tools for evidence-based justice policy 

(OECD, 2019, 2025). 

United States. The United States has a developed but highly unequal 

system of rights protection. Legal awareness and rights protection are 

regulated through constitutional guarantees, federal and state courts, civil 

rights legislation, public defenders in criminal cases, legal services 

organisations, pro bono programmes and public legal education initiatives. 

However, civil legal aid remains insufficient for many low-income people. 

The Legal Services Corporation, the largest funder of civil legal aid for 

low-income Americans, reported that 74% of low-income households 

experienced at least one civil legal problem in the previous year, while 92% 

of their civil legal problems received no or inadequate legal help (Legal 

Services Corporation, 2022). These findings reveal a major gap between 

formal rights and practical ability to enforce them. 

The U.S. model demonstrates the importance of civil legal aid funding 

and rights-based litigation. At the same time, it shows that legal awareness 

and formal rights cannot ensure justice if legal help is unaffordable. The 

American case therefore illustrates a structural problem common to many 

countries: people often encounter legal problems in housing, debt, 

employment, family, benefits or consumer relations, but they may not 

recognise these problems as legal or may not be able to obtain help. 

Canada. Canada regulates legal aid through a decentralised model 

because the administration of justice is largely a provincial and territorial 

responsibility. The federal Legal Aid Program provides contribution funding 

to provinces and territories, especially for criminal legal aid and access-to-

justice services (Department of Justice Canada, 2026). The system promotes 



Issue 2 (26), 2026   Public Administration and Law Review 

e-ISSN 2674-5216      print-ISSN 2733-211X 

 

97 

access to justice for economically disadvantaged persons and supports a fair, 

efficient and accessible justice system. 

This model has strengths and weaknesses. Its strength is that provinces 

and territories can adapt legal aid delivery to local conditions. Its weakness 

is inequality across jurisdictions, because eligibility rules, coverage and 

service availability may differ. The Canadian example shows that 

decentralised regulation requires strong coordination, stable funding and 

national access-to-justice standards. 

Finland. Finland represents a welfare-state model of legal aid. The state 

has public legal aid offices that grant legal aid and provide services through 

public legal aid attorneys (National Legal Services Authority of Finland, 

2026). Legal aid may be fully or partly funded from public resources for 

people who cannot afford legal assistance (Finnish Judicial Administration, 

2026). 

This model treats legal protection as part of public service provision. 

The Finnish system is important because it combines legal aid offices, public 

attorneys and access to representation. The strength of this model is 

institutional stability and public responsibility. Its challenge is maintaining 

sufficient resources and accessibility, especially in complex cases or 

geographically remote areas. 

The Netherlands. The Netherlands is often associated with an 

innovative approach to legal information and early dispute resolution. The 

Dutch Legal Aid Board has supported Rechtwijzer, a platform that provides 

guided pathways for common legal problems and links users to online 

products and services (Dutch Legal Aid Board, 2021). Rechtwijzer combines 

legal information, diagnosis of problems and pathways to solutions. 

This model reflects a preventive and user-centred approach. Instead of 

waiting until disputes reach courts, the state-supported system helps people 

understand their legal situation early. The Dutch experience shows that 

public legal information can reduce barriers when it is written in accessible 

language and organised around real-life problems rather than legal 

categories. 

Estonia. Estonia combines digital governance with legal protection 

mechanisms. The State-funded Legal Aid Act provides that state legal aid 

may be granted to natural or legal persons in connection with proceedings 

before Estonian courts or administrative bodies (Riigi Teataja, 2025). The 

Estonian Bar Association provides information on the State Legal Aid 

information system, which supports applications and coordination of legal 

aid (Estonian Bar Association, 2025). 

Estonia’s model demonstrates how digital infrastructure can support 

rights protection. Digital legal aid systems can reduce administrative 

barriers, increase transparency and facilitate access to information. However, 

digital legal services must be accompanied by support for people who lack 

digital skills, language proficiency or access to technology. 
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India. India provides an important example of large-scale state 

regulation of legal awareness. The National Legal Services Authority was 

constituted under the Legal Services Authorities Act, 1987 to provide free 

legal services to weaker sections of society and organise Lok Adalats for 

amicable settlement of disputes (National Legal Services Authority, 2026). 

NALSA also promotes legal awareness, legal literacy, victim compensation 

and dispute resolution mechanisms. 

India’s Department of Justice also runs the Legal Literacy and Legal 

Awareness Programme under the DISHA scheme. According to official 

information, the programme developed communication materials in 22 

scheduled languages and dialects of northeastern states (Press Information 

Bureau of India, 2025). This multilingual approach is important because 

legal awareness depends not only on the availability of information, but also 

on linguistic and cultural accessibility. 

The Indian model shows that legal awareness must be proactive. It 

cannot rely only on citizens searching for information. Outreach campaigns, 

legal aid camps, community education and local dispute resolution 

mechanisms can bring legal protection closer to vulnerable groups. 

United Kingdom. The United Kingdom has developed legal aid 

institutions, public legal information services and judicial review 

mechanisms. However, access-to-justice challenges remain significant, 

especially after legal aid restrictions in some areas. Official public legal 

information is available through GOV.UK, while legal aid eligibility and 

services are regulated through government agencies. 

The UK case illustrates a broader lesson: even mature legal systems 

may experience access-to-justice problems if legal aid coverage narrows, 

eligibility thresholds are restrictive, or local legal advice providers disappear. 

Therefore, rights protection depends not only on legal frameworks, but also 

on sustainable service capacity. 

Table 2 presents a comparative overview of different models of state 

regulation of legal awareness and rights protection, highlighting key 

approaches, institutional frameworks, and mechanisms used across various 

countries to ensure the effective promotion and safeguarding of citizens’ 

rights. 

The comparison shows that no single model is sufficient. The most 

effective systems combine legal aid, public information, legal education, 

digital tools, non-judicial remedies and monitoring of unmet legal needs. 

Statistical evidence on the justice gap. The statistical evidence 

confirms that legal awareness and rights protection are global governance 

challenges. 
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Table 2. Comparative models of state regulation of legal awareness and 

rights protection 
Country or 

jurisdiction 

Main regulatory 

model 
Key instruments Main strength Main limitation 

European Union 

Minimum 

procedural rights 

and cross-border 

access model 

Legal aid 

directives, 

procedural rights 

standards 

Common 

minimum 

guarantees 

Uneven national 

implementation 

United States 

Rights litigation 

and civil legal 

services model 

Constitutional 

rights, LSC-funded 

legal aid, civil 

rights laws 

Strong rights 

culture and 

litigation tools 

Large unmet civil 

legal needs 

Canada 
Decentralised legal 

aid model 

Federal 

contributions, 

provincial legal aid 

plans 

Local adaptation 

Inequality 

between provinces 

and territories 

Finland 
Public welfare 

legal aid model 

State legal aid 

offices, public 

legal aid attorneys 

Stable public 

service approach 

Resource and 

capacity pressures 

Netherlands 
Preventive legal 

information model 

Rechtwijzer, Legal 

Services Counters, 

legal aid board 

Early problem 

diagnosis and 

user guidance 

Digital access and 

implementation 

challenges 

Estonia 
Digital legal aid 

model 

State-funded legal 

aid system, digital 

applications 

Administrative 

efficiency and 

transparency 

Digital divide 

risks 

India 

Mass legal literacy 

and outreach 

model 

NALSA, Lok 

Adalats, legal 

literacy campaigns 

Outreach to 

vulnerable 

groups 

Large scale and 

uneven local 

capacity 

United Kingdom 

Institutional legal 

aid and public 

information model 

Legal aid agency, 

GOV.UK, courts 

and tribunals 

Developed legal 

institutions 

Advice gaps and 

eligibility 

restrictions 

Source: compiled by the author based on European Union (2003), European Parliament & Council of the 

European Union (2016), Legal Services Corporation (2022), Department of Justice Canada (2026), 

Finnish Judicial Administration (2026), Dutch Legal Aid Board (2021), Estonian Bar Association (2025), 

National Legal Services Authority (2026), and Press Information Bureau of India (2025). 

 

The comparison shows that no single model is sufficient. The most 

effective systems combine legal aid, public information, legal education, 

digital tools, non-judicial remedies and monitoring of unmet legal needs. 

Statistical evidence on the justice gap. The statistical evidence 

confirms that legal awareness and rights protection are global governance 

challenges. 

Table 3 presents key statistical indicators that illustrate the current state 

of legal awareness among citizens and the effectiveness of mechanisms for 

the protection of rights. The data provide insight into levels of public 

knowledge regarding legal norms, access to legal assistance, and the 

frequency of rights violations, thereby highlighting existing gaps and areas 

requiring policy attention. 
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Table 3. Selected statistical evidence on legal awareness and rights 

protection 
Indicator Source Result 

People worldwide lacking meaningful access to 

justice 

World Justice Project and 

Task Force on Justice 
5.1 billion people 

People unable to resolve civil, administrative or 

criminal justice problems 
World Justice Project 1.5 billion people 

People excluded from legal opportunities 

because they lack legal tools 
World Justice Project 4.5 billion people 

People living in extreme conditions of injustice World Justice Project 
253 million 

people 

Low-income U.S. households with at least one 

civil legal problem in the previous year 
Legal Services Corporation 74% 

Civil legal problems of low-income Americans 

receiving no or inadequate legal help 
Legal Services Corporation 92% 

Estimated economic cost of unresolved justice 

problems 
OECD 

0.5% to 3% of 

GDP 

WJP Rule of Law Index 2025 top-ranked 

country 
World Justice Project Denmark 

WJP Rule of Law Index 2025 lowest-ranked 

country 
World Justice Project Venezuela 

Source: compiled by the author based on (Spivak et al., 2024; Mihus, 2023; Mihus, 2024) 

 

The data show that justice gaps exist in both developed and developing 

states. The problem is not only the absence of courts. It also includes lack of 

legal awareness, lack of affordable legal help, procedural complexity, 

institutional distrust, discrimination, language barriers and digital exclusion. 

Discussion. The results show that state regulation of legal awareness 

and rights protection is developing in several directions. The first direction 

is the transition from formal legality to practical accessibility. Traditional 

legal systems assumed that rights exist if they are written in constitutions, 

codes and statutes. Modern access-to-justice policy recognises that rights are 

meaningful only when people can understand and use them. Therefore, states 

increasingly regulate not only courts, but also legal aid, information portals, 

complaint bodies and legal education. 

The second direction is the shift toward people-centred justice. OECD 

and World Justice Project data show that many legal problems never reach 

courts. People often resolve problems informally, ignore them, or suffer their 

consequences. Therefore, regulation must start from people’s lived legal 

needs rather than from institutional categories. Housing, employment, 

family, consumer, debt, migration and social protection problems should be 

addressed through accessible pathways. 

The third direction is the expansion of legal awareness beyond schools 

and universities. Legal awareness must include adults, migrants, workers, 

consumers, elderly people, persons with disabilities, rural communities and 

digitally excluded groups. India’s legal literacy campaigns and multilingual 

materials show the importance of outreach. UNESCO’s global citizenship 

education approach also confirms that legal awareness is connected with 

democratic participation and social responsibility. 
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The fourth direction is digitalisation. Digital legal aid systems, online 

forms and guided pathways can reduce costs and improve accessibility. 

Estonia and the Netherlands demonstrate the potential of digital justice tools. 

However, digitalisation must be regulated carefully. If services become 

digital-only, vulnerable people may be excluded. Therefore, digital justice 

should follow the principle of assisted access, where online tools are 

combined with human support. 

The fifth direction is institutional pluralism. Courts remain important, 

but they are not the only institutions for rights protection. Ombuds 

institutions, equality bodies, consumer protection agencies, labour 

inspectorates, data protection authorities, human rights commissions and 

administrative complaint mechanisms can provide faster and less formal 

remedies. State regulation should therefore coordinate these mechanisms and 

ensure that people know where to turn. 

The sixth direction is evidence-based regulation. Legal needs surveys, 

justice indicators and administrative data help governments understand 

where the justice gap is greatest. Without data, legal aid funding and public 

education programmes may not address real needs. The OECD’s work on 

legal needs surveys is especially important because it provides a method for 

measuring everyday legal problems and unmet needs. 

The seventh issue is financing. Legal aid and public legal education 

require stable public funding. Underfunded systems may formally exist but 

fail in practice. The United States and United Kingdom show that even 

countries with strong legal traditions may have serious access gaps when 

civil legal aid is insufficient or legal advice providers are unavailable. 

Finally, the protection of vulnerable groups should be central to 

regulation. Legal awareness policies should be designed in plain language, 

multiple languages and accessible formats. Legal aid should consider not 

only income, but also disability, domestic violence, migration status, age, 

rural location and digital exclusion. Rights protection should be proactive 

rather than reactive. 

Conclusions. State regulation of legal awareness and rights protection 

is an essential condition for the rule of law and democratic governance. 

Formal rights cannot protect people if they do not understand them, cannot 

access legal information, cannot afford legal assistance, or cannot use 

complaint and judicial mechanisms effectively. 

The article shows that legal awareness and rights protection should be 

regulated as an integrated system. This system includes public legal 

education, legal aid, access to legal information, digital justice services, 

institutional complaint mechanisms, protection of vulnerable groups and 

monitoring of justice outcomes. 

The comparative analysis demonstrates different national models. The 

European Union establishes minimum legal aid and procedural rights 

standards. The United States has a strong rights-based legal culture but a 
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large civil justice gap. Canada uses a decentralised legal aid model. Finland 

provides public legal aid as part of welfare-state services. The Netherlands 

emphasises guided legal information and preventive pathways. Estonia 

connects legal aid with digital state infrastructure. India uses large-scale 

legal literacy and outreach campaigns. The United Kingdom shows the 

importance and vulnerability of legal aid capacity. 

The main conclusion is that effective regulation requires a combination 

of four elements: awareness, accessibility, affordability and accountability. 

Awareness means that people understand their rights. Accessibility means 

that legal information and institutions are easy to reach. Affordability means 

that financial barriers do not prevent protection. Accountability means that 

state institutions, courts and service providers are monitored and responsible 

for outcomes. 

Future policy should focus on people-centred justice, legal needs 

surveys, plain language legal information, sustainable legal aid funding, 

digital inclusion, community legal empowerment and stronger protection for 

vulnerable groups. Further research should examine how legal awareness 

affects real legal behaviour, how digital justice tools influence access for 

different social groups, and which regulatory models most effectively reduce 

unmet legal needs. 
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Abstract. The rapid development of digital technologies has 

transformed traditional contracting practices and increased the use of 

electronic documents and electronic signatures. Electronic signatures 

now perform the legal function of identifying the signer, confirming 

consent, ensuring the integrity of electronic documents and supporting 

the evidentiary value of electronic contracts. However, because 

electronic signatures are created, transmitted and verified through 

digital systems, they remain exposed to cyber threats, including 

identity theft, unauthorised access, data alteration, misuse of private 

keys and attacks on certification infrastructure. The objective of this 

article is to analyse the legal and technical mechanisms used to protect 

electronic signatures from cyber threats in electronic contracts and to 

determine how such mechanisms support trust, identity verification 

and evidentiary reliability. The study applies qualitative legal analysis 

and comparative legal analysis. It examines international model laws, 

regional regulations, national legislation and legal doctrine related to 

electronic signatures, electronic certification and electronic contracts. 

The analysed sources include the UNCITRAL Model Laws, European 

Directive 1999/93/EC, Regulation (EU) No. 910/2014, French 

legislation, Egyptian Law No. 15 of 2004, Iraqi Law No. 78 of 2012 

and Algerian Law No. 15-04 of 2015. The article identifies three main 

groups of protection mechanisms: electronic certification certificates, 

encryption mechanisms and evidentiary mechanisms. Certification 

certificates confirm the link between the signer and signature creation 

data. Encryption protects confidentiality, integrity and secure 

verification through private and public keys. Evidentiary mechanisms 

require signer identification, exclusive control over the signature tool, 

connection between the signature and the signed document, detection 

of later modifications and long-term preservation. Effective protection 

of electronic signatures requires an integrated combination of legal 

regulation, licensed certification authorities, cryptographic tools, 

identity verification and preservation procedures. Further research 

should focus on cross-border recognition of electronic signatures, 

cybersecurity standards for certification authorities, electronic 

signatures in public procurement, judicial assessment of electronic 

evidence and the impact of emerging technologies on digital trust 

services. 
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evidence; cybersecurity law. 

JEL Classification: K12; K20; K24; K40; L86; O33. 

Formulas: 0; fig.: 0; tabl.: 3; bibl.: 24. 

 

https://doi.org/10.36690/2674-5216-2026-2-104-117
https://doi.org/10.36690/2674-5216-2026-2-104-117
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by-nc/4.0/deed.en_GB
https://creativecommons.org/licenses/by/4.0/


Issue 2 (26), 2026   Public Administration and Law Review 

e-ISSN 2674-5216      print-ISSN 2733-211X 

 

105 

Introduction. Today, humanity faces many challenges, particularly in 

the context of rapid digital development. The most significant challenges of 

this progress are connected with the widespread use of modern technologies 

in almost all fields of social, economic and legal activity. These technologies 

are often used in the absence of sufficient safeguards, which exposes 

individuals, institutions and electronic systems to numerous risks. These 

risks are intensified by the growing phenomenon of cybercrime, which 

targets personal data, financial assets, electronic systems and reputational 

interests. 

The widespread adoption of modern technologies in various sectors, 

especially in contracting processes, is explained by the advantages and 

benefits they offer, such as saving time, reducing effort and enabling remote 

interaction between contracting parties. Contracting now frequently takes 

place through electronic documents authenticated by electronic signatures. 

Communication between contracting parties is conducted remotely through 

electronic means, often with the complete absence of physical presence. This 

has made electronic contracting increasingly attractive to individuals, 

enterprises and public authorities. 

Cybercrimes have diversified and include crimes against electronic 

systems, such as stealing personal data stored within them, sabotaging 

electronic systems or forging the information they contain. They also include 

crimes targeting financial assets and reputations. These crimes cause 

significant harm to individuals and institutions. In this context, the electronic 

signature is the mechanism that gives electronic documents their legal status 

and attributes them to their owners. 

Initially, there was considerable apprehension regarding electronic 

signatures, similar to the general fear associated with any new technology. 

However, with the continuous advancement of information and 

communication technologies and the increasing issuance of legislation 

protecting electronic transactions, this fear has gradually decreased. 

Electronic signatures have become widely accepted and, in many areas, even 

more practical than traditional signatures. 

According to the regulations of countries that recognise electronic 

transactions for concluding contracts, the use of electronic signatures has 

become necessary for authenticating documents exchanged between 

contracting parties. In public procurement, for example, electronic 

communication and electronic submission procedures require reliable 

mechanisms of identification, authentication and proof. Nevertheless, 

electronic signatures remain vulnerable to breaches because they are created, 

transmitted and verified through electronic systems connected to the internet, 

which is exposed to different types of cyberattacks. 

Therefore, the central research question of this article is: what legal and 

technical mechanisms have legislations established for creating and proving 
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electronic signatures in the face of cyber threats and for instilling trust among 

contracting parties? 

To answer this question, the article analyses two main dimensions. The 

first concerns mechanisms for creating electronic signatures, including 

electronic certification certificates and encryption. The second concerns 

mechanisms for proving electronic signatures, especially verification of the 

signer’s identity, exclusive control over the signature tool and preservation 

of the electronic signature. 

Literature review. The legal literature on electronic signatures is 

closely connected with the transformation of traditional paper-based 

contracting into electronic contracting. As electronic documents replaced 

traditional paper documents, the traditional handwritten signature was 

replaced by the electronic signature. This transition required a rethinking of 

legal proof, identity verification, integrity of documents and non-

repudiation. 

The UNCITRAL Model Law on Electronic Commerce of 1996 

recognised the functional equivalence between paper-based and electronic 

communications. It considered that a signature may perform several 

functions, including identifying the person, confirming the person’s 

involvement in the act of signing, establishing a connection between the 

person and the content of the document, and confirming the intention to be 

bound by the content of the signed document (UNCITRAL, 1996). These 

functions became essential for recognising the legal validity of electronic 

signatures. 

The UNCITRAL Model Law on Electronic Signatures further 

developed this approach by establishing the conditions under which an 

electronic signature may be considered reliable. Article 7 recognises the 

possibility of designating persons, devices or authorities to determine 

whether electronic signatures comply with reliability requirements, provided 

that such designation is consistent with internationally recognised standards 

(UNCITRAL, 2011). Article 12 also addresses the cross-border recognition 

of electronic signatures and certificates, stating that no consideration should 

be given solely to the geographic location where the certificate was issued 

or where the signature was created, provided that an equivalent level of 

reliability is achieved (UNCITRAL, 2011). 

European legislation has played a central role in establishing standards 

for electronic signatures and trust services. Directive 1999/93/EC introduced 

a legal framework for electronic signatures and recognised the importance 

of linking the signature to the signer, identifying the signer, ensuring that the 

signature is created using means under the signer’s sole control and making 

it possible to detect subsequent changes to the signed data (European 

Parliament and Council of the European Union, 1999). Later, Regulation 

(EU) No. 910/2014, known as the eIDAS Regulation, created a 

comprehensive framework for electronic identification and trust services for 



Issue 2 (26), 2026   Public Administration and Law Review 

e-ISSN 2674-5216      print-ISSN 2733-211X 

 

107 

electronic transactions in the internal market (European Parliament and 

Council of the European Union, 2014). This regulation distinguishes 

between simple, advanced and qualified electronic signatures and gives 

particular importance to qualified certificates and trust service providers. 

French legislation also reflects the movement toward recognising 

electronic writing and electronic signatures as legally valid forms of proof. 

Article 1316-4 of the French Civil Code, later replaced by Article 1367, 

recognised the electronic signature as a reliable identification process that 

ensures the connection between the signer and the act to which the signature 

relates (French Ordinance No. 2016-131, 2016). Decree No. 2001-272 of 

March 30, 2001 further regulated the conditions for implementing electronic 

signatures and preserving their reliability (Decree No. 2001-272, 

2001/2017). 

Arab legislations have also addressed electronic signatures. Egyptian 

Law No. 15 of 2004 defined the electronic certification certificate as a 

certificate issued by a licensed certification authority proving the link 

between the signer and the data used to create the signature (Egyptian Law 

No. 15/2004, 2004). The Executive Regulations of this law further explained 

encryption and public-key cryptography as technical systems used to secure 

electronic data and signature creation data (Executive Regulations of 

Egyptian Law No. 15/2004, 2005). Iraqi Law No. 78 of 2012 similarly 

defined the electronic certification certificate as a document issued by a 

certification authority to prove the attribution of the electronic signature to 

the signer (Iraqi Law No. 78/2012, 2012). 

Algerian Law No. 15-04 of 2015 also established a legal framework for 

electronic signatures and certification services. It used the concept of the 

electronic certification service provider, defined as any natural or legal 

person who grants electronic certificates and may provide other electronic 

certification services after obtaining a licence from the competent economic 

authority (Algerian Law No. 15-04, 2015). The law also defines the 

certificate holder and the trusted third party, and it specifies responsibilities 

of certification service providers and certificate holders. 

The literature and legal sources therefore show that protecting 

electronic signatures requires an integrated approach. This approach 

combines legal recognition, certification, encryption, identity verification, 

preservation, responsibility of certification service providers, and the 

possibility of cross-border recognition. 

Aims. The aim of this article is to analyse the legal and technical 

mechanisms used to protect electronic signatures from cyber threats in 

electronic contracts. To achieve this aim, the article first examines the role 

and legal importance of electronic signatures in electronic contracting. It 

then analyses electronic certification certificates as a key mechanism for 

ensuring the authenticity and reliability of electronic signatures, followed by 

an examination of encryption as a technical tool for protecting signature data 
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and electronic documents. The study also compares selected legislative 

approaches, including the UNCITRAL, European Union, French, Egyptian, 

Iraqi and Algerian frameworks, in order to identify common principles and 

differences in the regulation of electronic signatures. Particular attention is 

paid to the mechanisms through which electronic signatures acquire 

evidentiary value, especially signer identification, exclusive control over the 

signature creation tool and preservation of the electronic signature. On this 

basis, the article formulates conclusions and recommendations aimed at 

strengthening the legal protection of electronic signatures against cyber 

threats. 

Methodology. This study applies qualitative legal analysis and 

comparative legal analysis. It is based on the examination of international 

model laws, regional regulations, national legislation, legal doctrine and 

selected judicial and administrative references related to electronic 

signatures and electronic contracts. 

The research uses a doctrinal legal method to analyse the concepts, legal 

definitions and legal conditions governing electronic signatures. It also uses 

a comparative method to identify similarities and differences between 

selected legal systems. The analysed legal sources include the UNCITRAL 

Model Law on Electronic Commerce, the UNCITRAL Model Law on 

Electronic Signatures, European Directive 1999/93/EC, Regulation (EU) 

No. 910/2014, French legal provisions on electronic signatures, Egyptian 

Law No. 15 of 2004 and its Executive Regulations, Iraqi Law No. 78 of 2012, 

and Algerian Law No. 15-04 of 2015. 

The article is structured according to two main analytical dimensions. 

The first dimension concerns mechanisms for creating electronic signatures, 

including electronic certification certificates and encryption. The second 

dimension concerns mechanisms for proving electronic signatures, including 

verification of the signer’s identity, exclusive control over the signature tool, 

electronic certification and preservation of electronic signatures. 

Results. Electronic certification certificates play a central role in 

protecting electronic signatures. They establish the link between the signer 

and the data used to create the signature. This link is essential because 

electronic signatures do not have a physical form and therefore require a 

trusted technical and legal mechanism to confirm identity, integrity and non-

repudiation. 

The table 1 shows that different legal systems recognise certification as 

a central mechanism for protecting electronic signatures. Although 

terminology differs, the common purpose is to confirm the link between the 

signer and the signature creation data. 
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Table 1. Legal definitions and functions of electronic certification 

certificates 
Legal source Definition or legal approach Main function 

UNCITRAL Model 

Law on Electronic 

Signatures 

Allows the designation of persons, devices or 

authorities to determine whether electronic 

signatures comply with reliability requirements 

Establishes reliability 

and international 

standards 

Egyptian Law No. 

15 of 2004 

Defines the electronic certification certificate as a 

certificate issued by a licensed certification 

authority proving the link between the signer and 

signature creation data 

Proves the link between 

signer and signature data 

Iraqi Law No. 78 of 

2012 

Defines the electronic certification certificate as a 

document issued by a certification authority to 

prove attribution of the electronic signature to the 

signer 

Attributes the signature 

to its owner 

Algerian Law No. 

15-04 of 2015 

Uses the concept of electronic certification service 

provider and trusted third party 

Regulates certification 

services and certificate 

issuance 

eIDAS Regulation 

No. 910/2014 

Establishes trust services and recognises simple, 

advanced and qualified electronic signatures 

Creates a harmonised 

EU framework for 

electronic identification 

and trust services 

Source: compiled by the author based on UNCITRAL (2011), Egyptian Law No. 15/2004 (2004), Iraqi Law 

No. 78/2012 (2012), Algerian Law No. 15-04 (2015), and Regulation (EU) No. 910/2014 (European 

Parliament and Council of the European Union, 2014). 

 

In Algeria, the electronic certification service provider is responsible 

for granting electronic certificates and may provide other services in the field 

of electronic certification after obtaining a licence from the competent 

authority. The certificate holder is the natural or legal person who obtains an 

electronic certification certificate from a certification service provider or 

trusted third party. In public procurement, this may include a public 

purchaser or economic operator using electronic signatures within electronic 

transactions. 

A trusted third party is a legal entity that issues qualified electronic 

certification certificates and may provide other electronic certification 

services for participants in the government sector. Therefore, the trusted third 

party is entrusted by a governmental authority with granting electronic 

certification certificates on its behalf (Algerian Law No. 15-04, 2015). 

An electronic signature certificate functions as an electronic identity 

document. It verifies the identity of the signer, protects the integrity of 

exchanged documents and guarantees non-repudiation. It is usually provided 

on an external electronic medium such as a USB device or smart card. It links 

electronic signature data to a natural or legal person. 

The licensing of certification authorities is also important. Egyptian 

Law No. 15 of 2004 states that it is not permitted to issue electronic 

certification certificates without a licence from the competent authority. This 

licence is subject to procedures, rules and guarantees set by the law and its 

executive regulations (Egyptian Law No. 15/2004, 2004). The same logic 

appears in other legal systems, where certification service providers must 

comply with technical, administrative and legal requirements. 
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The practical steps for obtaining an electronic signature certificate 

usually include having a valid email address and appropriate technological 

equipment, requesting the certificate from the certification authority, 

reviewing the required supporting documents, submitting those documents 

to the registration authority and personally collecting the certificate from the 

registration authority. 

In the field of public procurement, electronic signature requirements are 

stricter. In European Union countries, electronic signature certificates for 

public procurement have been affected by the eIDAS framework. Since 

October 1, 2018, public purchasers or economic operators wishing to engage 

in electronic contracting have been required to use advanced electronic 

signatures compliant with the eIDAS Regulation (European Parliament and 

Council of the European Union, 2014). In practice, electronic signature 

formats may include XAdES, CAdES and PAdES. 

Encryption as a technical mechanism for protecting electronic 

signatures. Encryption is a key technical mechanism used to protect 

electronic signatures and electronic documents. It makes data unreadable to 

unauthorised persons and protects confidentiality, integrity and secure 

transmission. 

The table 2 demonstrates that encryption protects electronic signatures 

by combining identity verification, confidentiality, integrity and control over 

signature creation data. The use of private and public keys is particularly 

important because it allows the signer to create the signature and the recipient 

to verify it. 

 

Table 2. Encryption mechanisms and their role in protecting electronic 

signatures 
Element Description Protective role 

Private key 
A confidential key held by the 

signer 

Allows creation of the electronic signature 

and must remain under the signer’s 

exclusive control 

Public key 
A key made available for 

verification 

Allows recipients or systems to verify the 

electronic signature 

Asymmetric 

encryption 

Uses two related keys, one 

private and one public 

Supports secure signing, verification and 

identity confirmation 

Symmetric encryption 
Uses the same key for 

encryption and decryption 

Protects confidentiality of data 

transmission 

Encrypted USB key or 

smart card 

Physical electronic medium 

used to store signature data 

Protects the private key from unauthorised 

access 

Certification authority 

signature 

The authority signs the 

certificate with its private key 

Confirms integrity of the certificate and 

accuracy of information 

Source: compiled by the author based on Egyptian Law No. 15/2004 (2004), the Executive Regulations of 

Egyptian Law No. 15/2004 (2005), Algerian Law No. 15-04 (2015), and www.marche-public.fr (2020). 

 

An electronic certificate is a personal digital identity belonging to a 

member of a company, administration or other organisation. It usually 

consists of three inseparable elements. The first element includes 

information related to the identity of the owner, such as name, position, 

http://www.marche-public.fr/
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service, email address, organisation, certificate validity period, identity of 

the certification authority, authorised functions, access address to the 

certification authority’s issuance policy and the address of the list of revoked 

certificates. The second element is the private key, and the third element is 

the public key. 

The certificate necessary for electronic transactions consists of a public 

key and an associated private key. The private key must remain confidential. 

This system is known as an asymmetric key certificate. It is often provided 

through an encrypted USB key or smart card. 

The issuing authority signs the certificate with its private key, thereby 

ensuring the integrity of the certificate and the accuracy of the information 

contained in it. Before issuing the certificate, the authority verifies the link 

between the future signer and the certificate. This verification may involve 

checking identity documents, meeting the user face-to-face or confirming the 

accuracy of the information submitted by the applicant. 

Encryption may be symmetric or asymmetric. Symmetric encryption 

uses the same key for encryption and decryption. Asymmetric encryption 

uses a public key and a private key. The public-key cryptography system 

allows any natural or legal person to have two separate keys: a public key 

that is electronically available and a private key that is kept confidential 

(Executive Regulations of Egyptian Law No. 15/2004, 2005). 

In Algeria, the legislator did not provide a separate definition of 

encryption, but referred to it when discussing verification data of electronic 

signatures, describing such data as codes, public encryption keys or any other 

data used to verify the electronic signature (Algerian Law No. 15-04, 2015). 

The conclusion from this part is that encryption is not merely a technical 

tool. It is also a legal mechanism because it supports the evidentiary value of 

the electronic signature by protecting the private key, ensuring the link 

between the signer and the signed document and enabling verification by the 

recipient. 

Mechanisms for proving electronic signatures. Electronic signatures 

must not only be created securely. They must also be capable of proof. For 

an electronic signature to have legal effect, the identity of the signer must be 

verified, the signer must have exclusive control over the signature tool and 

the signature must be preserved in conditions that guarantee integrity. 

The table 3 confirms that proving an electronic signature depends on 

both legal and technical conditions. A signature that cannot identify the 

signer, cannot demonstrate exclusive control or cannot guarantee integrity 

cannot provide sufficient evidentiary value. 
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Table 3. Evidentiary conditions for electronic signatures 
Condition Legal meaning Main legal sources 

Identification of the 

signer 

The signature must make it possible to 

identify the person who signed 

UNCITRAL Model Law on 

Electronic Commerce, French 

Civil Code, eIDAS Regulation 

Exclusive control 
The signer alone must control the signature 

creation tool 

Directive 1999/93/EC, Egyptian 

Law No. 15/2004 

Link to the signed act 
The signature must be connected with the 

electronic document or contract 

French Civil Code, UNCITRAL 

Model Law 

Integrity of the 

document 

Any later modification of the document or 

signature must be detectable 

Directive 1999/93/EC, Egyptian 

Law No. 15/2004 

Certification 

certificate 

A competent authority confirms the link 

between signer and signature data 

Egyptian, Iraqi and Algerian 

laws 

Preservation 

The electronic signature and data must be 

stored under conditions ensuring long-term 

integrity 

French Civil Code, Decree No. 

2001-272, legal doctrine 

Source: compiled by the author based on UNCITRAL (1996), Directive 1999/93/EC (European Parliament 

and Council of the European Union, 1999), Egyptian Law No. 15/2004 (2004), French Law No. 2000-230 

(2000), Decree No. 2001-272 (2001/2017), and Algerian Law No. 15-04 (2015). 

 

The first evidentiary condition is verification of the signer’s identity. 

For the electronic signature to produce legal effects, it must reflect the 

identity of its owner. This does not mean that the electronic signature 

replaces a personal identification card. Rather, the electronic signature must 

be under the sole control of the signer, and its use must be supported by a 

certificate issued by a competent authority, functioning as an electronic 

identification card (Hejazi, 2003). 

A secured electronic signature verifies the identity of the signer through 

a unique electronic code specific to the individual. This code is processed 

electronically and distinguishes the person from others. A trusted 

certification authority may be used to verify the identity of the person using 

the electronic signature (Sareity, 2006). 

The second evidentiary condition is exclusive control over the 

electronic signature tool. Directive 1999/93/EC requires that an advanced 

electronic signature be linked to the signer, capable of identifying the signer, 

created using means that the signer can maintain under their sole control and 

linked to the signed data in such a way that any later change is detectable 

(European Parliament and Council of the European Union, 1999). Egyptian 

Law No. 15 of 2004 similarly requires that the electronic signature be linked 

solely to the signer, that the signer alone control the electronic medium and 

that any modification or alteration of the electronic document or signature be 

detectable (Egyptian Law No. 15/2004, 2004). 

The third evidentiary condition is the electronic issuance of a certificate 

or identification document for the signer. French law recognises electronic 

writing as admissible evidence if the person from whom it originates can be 

identified and if the writing is created and stored in conditions that guarantee 

integrity (French Law No. 2000-230, 2000). The French system 

distinguishes between simple electronic certificates and qualified electronic 

certificates. A simple certificate confirms the validity of electronic signature 
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data and its link to the signer, while a qualified certificate contains additional 

information and offers greater security (Salim, 2004; Al-Mari, 1998). 

The fourth evidentiary condition is preservation. For electronic writing 

to have the same probative value as paper-based writing, it must be preserved 

under conditions ensuring its integrity. The French legislator emphasised this 

in Article 1316 of the Civil Code, which recognises the evidentiary value of 

electronic writing when it is created and stored in conditions that guarantee 

integrity (French Law No. 2000-230, 2000). 

Preservation is especially important because electronic messages may 

be exposed to alteration, unauthorised access, deletion or addition between 

the moment of sending and the moment of receipt. Preserving the electronic 

signature means ensuring that it remains exactly as it was when issued by its 

source until it reaches the recipient and throughout the period required for 

legal proof (Hejazi, 2003). 

The preservation of an electronic signature should extend beyond the 

duration of the electronic contract. This is necessary to prevent future 

disputes and to allow reference to electronic documents and signatures 

during the statutory limitation period. Long-term preservation requires 

electronic media capable of protecting data from damage, alteration or 

destruction (Kandil, 2004). 

Discussion. The analysis shows that protecting electronic signatures 

from cyber threats requires a combination of legal recognition, certification, 

encryption, identity verification and preservation. No single mechanism is 

sufficient by itself. Certification confirms the link between the signer and the 

signature creation data. Encryption protects confidentiality and integrity. 

Identity verification confirms attribution. Exclusive control prevents 

unauthorised use. Preservation guarantees evidentiary value over time. 

One of the main findings is that legislation increasingly recognises the 

electronic signature as functionally equivalent to a traditional signature. 

However, this equivalence is conditional. It depends on reliability, identity 

verification, integrity of the signed document and the ability to detect 

subsequent modifications. This is consistent with the UNCITRAL functional 

equivalence approach and with European legal standards (UNCITRAL, 

1996; European Parliament and Council of the European Union, 2014). 

Another important issue is the role of certification authorities. These 

authorities serve as trusted intermediaries between the signer and the 

recipient. They verify identity, issue certificates and may be responsible for 

damage caused by inaccurate information or failure to revoke certificates. 

Algerian Law No. 15-04 explicitly regulates the responsibilities of electronic 

certification service providers and certificate holders. The certification 

service provider may be responsible for damage caused to persons who relied 

on the certificate if the information contained in the certificate was 

inaccurate or if the service provider failed to revoke the certificate when 

required (Algerian Law No. 15-04, 2015). 
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The certificate holder also has responsibilities. Once the certificate is 

issued, the holder is responsible for maintaining the confidentiality of the 

signature creation data. If the confidentiality of the signature creation data is 

in doubt, or if the data no longer corresponds to the information in the 

certificate, the holder must request revocation. The holder must also not use 

the certificate for purposes other than those for which it was issued (Algerian 

Law No. 15-04, 2015). 

The comparison between legal systems reveals that European Union 

countries have developed a more differentiated system by distinguishing 

between simple, advanced and qualified electronic signatures. They have 

also developed special rules for electronic identification and trust services, 

especially through the eIDAS Regulation. In contrast, several Arab 

legislations regulate electronic signatures generally, without always 

distinguishing between civil electronic transactions and public procurement 

transactions. 

This distinction is important because public procurement requires 

higher levels of reliability, transparency and security. Public contracts 

involve public funds, administrative accountability and public interest. 

Therefore, the use of qualified certificates, advanced signatures and secure 

platforms is especially important in this field. 

The protection of electronic signatures also depends on technical 

literacy and organisational readiness. Contracting parties must understand 

how certificates, private keys, public keys, smart cards, encrypted USB 

devices and revocation lists function. Without proper use, even a legally 

valid system may become vulnerable. 

Cyber threats make these protections essential. Electronic signatures 

may be exposed to theft of private keys, identity fraud, certificate misuse, 

unauthorised access, alteration of electronic documents and attacks on 

certification infrastructure. Therefore, electronic signature protection must 

be continuously updated in response to technological change and evolving 

cybercrime methods. 

Conclusions. The study of electronic signatures and their protection 

against cyber threats leads to several conclusions. 

First, the creation and validation of an electronic signature require an 

electronic certification certificate issued by a licensed certification authority. 

This certificate confirms the link between the signer and the signature 

creation data. 

Second, no entity should be allowed to issue electronic certification 

certificates without a licence granted by the competent state authority. 

Licensing ensures that certification authorities comply with technical, legal 

and administrative guarantees. 

Third, obtaining an electronic certification certificate requires several 

practical steps, including having a valid email address and appropriate 

technological equipment, requesting the certificate from the certification 
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authority, submitting supporting documents to the registration authority and 

personally receiving the certificate. 

Fourth, in countries that rely on electronic transactions for concluding 

contracts, electronic signing has become essential for the enforceability and 

validity of electronic contracts, especially in public procurement. 

Fifth, the electronic certificate functions as a personal digital identity. 

It includes information about the owner, the organisation, the validity period, 

the certification authority, the authorised functions, the private key and the 

public key. 

Sixth, encryption is a central mechanism for protecting electronic 

signatures. It protects confidentiality, secures the private key, enables 

verification through the public key and supports the integrity of electronic 

documents. 

Seventh, electronic signatures have evidentiary mechanisms. A secure 

electronic signature verifies the signer’s identity through a unique electronic 

code. It is also possible to rely on a certification authority to verify the 

identity of the signer. 

Eighth, the signer must have exclusive control over the electronic 

signature tool. It must also be possible to detect any modification or 

alteration of the electronic document or electronic signature. 

Ninth, preservation is essential for the evidentiary value of electronic 

signatures. Electronic signatures and electronic documents must be stored 

under conditions that protect them from alteration, deletion, destruction or 

unauthorised access for the full legal period during which disputes may arise. 

Based on these conclusions, several recommendations can be made. 

Legislators should continue to enact laws and regulations that provide 

sufficient guarantees for the use of electronic signatures. These laws should 

strengthen the authority and accountability of certification service providers 

and certificate holders. They should also impose stricter penalties on those 

who violate electronic systems, attack certification infrastructure or misuse 

electronic signature data. 

It is also necessary to establish specialised regulatory bodies in the field 

of electronic system protection. These bodies should detect violations, 

supervise certification authorities, monitor the use of electronic certificates 

and hold accountable those who unlawfully attack electronic systems or 

information. 

Finally, legal protection should be accompanied by technical 

safeguards, public awareness and professional training. The effectiveness of 

electronic signatures depends not only on legislation, but also on the ability 

of users, public authorities, companies and courts to understand and apply 

the technical and legal mechanisms that ensure trust in electronic contracts. 
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Abstract. The problem of stress resistance and resilience has become 

particularly relevant in the context of prolonged social instability, 

military threats, psycho-emotional exhaustion, and increasing risks 

to children’s mental health. These phenomena are significant not 

only as individual psychological characteristics, but also as 

important components of the psychological and pedagogical 

formation of a harmonious personality. The objective of the article 

is to substantiate the psychophysiological mechanism of stress, 

stress resistance, and resilience, to differentiate the concepts of their 

formation and development, and to determine the role of family 

environment in the development of these qualities in preschool 

children. The study is based on theoretical analysis, systematization, 

comparison, and generalization of scientific approaches to stress 

theory, resilience, biopsychosocial development, and personality 

formation. An empirical study was conducted in 2025–2026 with the 

participation of 150 families raising preschool children aged 5–6 

years. The sample included 75 psychologically favourable families 

and 75 unfavourable families. The research used the Devereux Early 

Childhood Assessment, the Strengths and Difficulties Questionnaire, 

the Family Environment Scale, the Parental Stress Scale, and a child 

anxiety scale. The data were analysed using descriptive statistics and 

Student’s t-test. The study identified a multi-stage biopsychosocial 

mechanism of stress that includes activation, cognitive-emotional 

appraisal, endocrine response, physiological mobilisation, and 

behavioural outcome. The concepts of “formation of stress 

resistance,” “development of stress resistance,” “formation of 

resilience,” and “development of resilience” were differentiated. 

The empirical results showed statistically significant differences 

between children from favourable and unfavourable families. 

Children from favourable families demonstrated higher resilience, 

self-regulation, social adaptation, and family support, whereas 

children from unfavourable families showed higher anxiety, 

behavioural difficulties, and parental stress. Stress resistance and 

resilience are integral elements of the child’s psychoprotective 

system and should be developed within the broader paradigm of 

educating a harmonious personality.  

Keywords: stress; stress resistance; resilience; preschool children; 

family environment; parental stress; harmonious personality; 

psychological and pedagogical development; prenatal education; 

moral values. 
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Introduction. The full-scale war in Ukraine has significantly 

intensified the relevance of psychological security, stress resistance, and 

resilience as key conditions for preserving mental health, social stability, and 

the capacity of individuals to function under prolonged uncertainty. The 

consequences of military aggression are not limited to physical destruction 

or economic losses. They also include chronic psycho-emotional exhaustion, 

anxiety, sleep disorders, traumatic experience, family destabilisation, and the 

growing need for psychological support among adults and children. In this 

context, stress resistance and resilience should be considered not only as 

individual psychological characteristics, but also as socially and 

pedagogically significant phenomena that determine a person’s ability to 

withstand destructive stressors, adapt to extreme conditions, and restore 

internal balance after traumatic experiences. 

The problem becomes particularly important in relation to children of 

preschool age. Early childhood is a sensitive period during which the basic 

mechanisms of emotional regulation, behavioural stability, social adaptation, 

trust in the world, and the ability to overcome difficulties are formed. 

Children who grow up in conditions of war, family instability, parental 

stress, or domestic violence may experience a higher risk of emotional 

vulnerability, behavioural difficulties, anxiety, and impaired social 

adaptation. At the same time, a psychologically safe family environment can 

become a protective factor that supports the development of resilience even 

under conditions of external threat. 

The scientific relevance of this study is determined by the need to 

integrate psychological, physiological, social, and pedagogical approaches 

to the analysis of stress resistance and resilience. In psychological science, 

stress has traditionally been examined through physiological, cognitive, 

neurobiological, psychosocial, organisational, and biopsychosocial 

paradigms. However, the pedagogical dimension of the formation and 

development of stress resistance and resilience in the prenatal and preschool 

periods remains insufficiently elaborated. Existing studies often focus on 

stress reactions, post-traumatic stress disorder, coping strategies, or 

adaptation in adults, while the early mechanisms through which children 

acquire psychological protection, emotional stability, and adaptive resources 

require deeper theoretical and empirical justification. 

Therefore, the problem addressed in this article concerns the 

psychophysiological and pedagogical foundations of stress resistance and 

resilience, as well as the role of family environment in the development of 

these phenomena in preschool children. The article proceeds from the 

assumption that stress resistance and resilience have a dual nature. On the 

one hand, they are rooted in genetic, neurophysiological, endocrine, and 

temperamental characteristics. On the other hand, they are shaped by 

socialisation, upbringing, emotional communication, parental behaviour, 

educational influence, and the moral and psychological climate of the family. 
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Such an understanding makes it possible to consider stress resistance and 

resilience as integral components of the formation of a harmonious 

personality. 

Literature Review. The theoretical analysis of stress resistance and 

resilience requires consideration of several interconnected scientific 

traditions. The first group of approaches is related to the classical theory of 

stress. Selye (1956) developed the concept of the general adaptation 

syndrome and interpreted stress as a universal adaptive response of the 

organism to demands imposed upon it. His model distinguished three stages 

of stress: alarm, resistance, and exhaustion. This approach laid the 

foundation for understanding stress as a physiological process that mobilises 

the organism but may lead to depletion when stress is excessive or 

prolonged. 

Cannon (1932) made an important contribution to the physiological 

explanation of stress by introducing the concept of the “fight-or-flight” 

response. According to this approach, stress activates the autonomic nervous 

system and prepares the organism for immediate action in the face of threat. 

Later, Lazarus and Folkman (1984) shifted the focus from purely 

physiological reactions to cognitive appraisal and coping. They argued that 

stress does not arise automatically from an external event, but depends on 

how a person evaluates the situation and their own resources for dealing with 

it. This idea is especially important for the psychological and pedagogical 

analysis of stress resistance, because it shows that stress reactions can be 

modified through cognitive, emotional, and behavioural mechanisms. 

The neurobiological dimension of stress was substantially developed by 

McEwen (1998), who introduced the concept of allostatic load. This concept 

explains how repeated or chronic activation of stress systems can produce 

cumulative negative effects on the body and brain. In this perspective, stress 

resistance is connected not only with the ability to mobilise resources, but 

also with the ability to prevent excessive physiological wear and tear. 

Sapolsky (2004) also emphasised the biological consequences of chronic 

stress, especially the role of glucocorticoids and the hypothalamic-pituitary-

adrenal axis in long-term adaptation and health outcomes. 

Another important direction is represented by the biopsychosocial 

model proposed by Engel (1977). This model is particularly useful for the 

present study because it allows stress to be analysed as a phenomenon 

determined by biological, psychological, and social factors. The 

biopsychosocial perspective makes it possible to explain why the same 

stressor may produce different outcomes in different individuals. These 

outcomes depend on neurophysiological sensitivity, cognitive appraisal, 

previous experience, family support, social context, value orientations, and 

available coping resources. 

The psychosocial measurement of stress was significantly advanced by 

Cohen, Kamarck, and Mermelstein (1983), who developed the Perceived 
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Stress Scale. Their approach demonstrated that subjective perception of 

uncontrollability, overload, and inability to manage life circumstances is 

central to the experience of stress. This is relevant for understanding 

children’s stress as well, because preschool children do not always verbalise 

stress directly, but may express it through anxiety, behavioural difficulties, 

avoidance, emotional instability, or social withdrawal. 

The study of resilience has developed as a related but distinct research 

field. Resilience is commonly understood as the capacity to adapt 

successfully despite adversity, trauma, threat, or significant stress. In the 

context of childhood development, resilience is not merely an individual 

trait. It is a dynamic process that depends on protective factors within the 

child, the family, and the broader social environment. Instruments such as 

the Devereux Early Childhood Assessment are based on this strength-

oriented understanding of resilience and focus on protective factors that 

support children’s social and emotional development. The Strengths and 

Difficulties Questionnaire is also widely used to identify behavioural and 

emotional difficulties in children and to assess their social adaptation. 

Ukrainian psychological and pedagogical thought provides an 

important methodological foundation for this study. The ideas of holistic 

personality development, humanisation of education, moral upbringing, the 

unity of intellectual, emotional, physical, and spiritual development, and the 

interaction between biological and social factors are reflected in the works 

of Bekh, Ziaziun, Kostiuk, Maksymenko, Sukhomlynskyi, Tytarenko, and 

Ushynskyi. These approaches are especially important because they allow 

stress resistance and resilience to be considered not as isolated functional 

capacities, but as elements of a harmonious personality. 

At the same time, the literature reveals several research gaps. First, 

there is insufficient integration between the physiological, psychological, 

social, and pedagogical interpretations of stress resistance and resilience. 

Second, the prenatal and preschool stages of formation of these phenomena 

remain underdeveloped in psychological and pedagogical studies. Third, 

existing research often analyses resilience as an adaptive response after 

trauma, but pays less attention to the family and educational conditions that 

prevent maladaptation before deep psychological damage occurs. Fourth, in 

the Ukrainian context of war, there is a need for empirical studies that 

examine how different types of family environment influence preschool 

children’s resilience, self-regulation, anxiety, behavioural difficulties, and 

social adaptation. This article addresses these gaps by combining theoretical 

analysis with empirical comparison of children raised in psychologically 

favourable and unfavourable family environments. 

Aim. The aim of the article is to substantiate the psychophysiological 

mechanism of stress, stress resistance, and resilience, and to determine the 

psychological and pedagogical features of the formation and development of 
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stress resistance and resilience in the paradigm of educating a harmonious 

personality. 

To achieve this aim, the following research objectives were formulated: 

– to analyse the evolution of scientific approaches to the interpretation of 

stress, stress resistance, and resilience; 

– to clarify the biopsychosocial mechanism of stress development and its 

main stages; 

– to differentiate the concepts of formation and development of stress 

resistance and resilience; 

– to justify the importance of prenatal and preschool periods in the 

formation of psychological protective mechanisms; 

– to empirically compare indicators of resilience, self-regulation, social 

adaptation, anxiety, behavioural difficulties, family support, and parental 

stress among preschool children from psychologically favourable and 

unfavourable family environments; 

– to determine the pedagogical significance of an ecologically safe family 

environment for the development of stress resistance and resilience in 

preschool children. 

Methodology. The study used a mixed theoretical and empirical 

research design. The theoretical component was based on the analysis, 

comparison, generalisation, and systematisation of scientific approaches to 

stress, stress resistance, resilience, coping, allostatic load, biopsychosocial 

functioning, and harmonious personality development. The methodological 

basis of the study included the principles of holistic personality development, 

the unity of biological and social determinants, humanistic pedagogy, 

personal-oriented education, and the biopsychosocial understanding of 

mental health. 

The empirical component was conducted in 2025–2026 in preschool 

educational institutions and psychological support centres in Ukraine. The 

study was implemented during the period of full-scale war, which was 

considered an important contextual factor influencing the psycho-emotional 

state of both children and parents. The research took into account children’s 

experience of air raid alarms, possible displacement, changes in family 

functioning, increased parental stress, and signs of secondary traumatisation. 

The sample consisted of 150 families raising preschool children aged 5 

to 6 years. The participants were divided into two groups. The first group 

included 75 psychologically favourable families. These families were 

characterised by a stable positive emotional climate, consistency of 

pedagogical requirements, emotional support, constructive communication, 

and absence of domestic violence. The second group included 75 

unfavourable families. These families were characterised by conflict, 

emotional instability, inconsistent educational requirements, insufficient 

support, and signs of dysfunctional family interaction. 
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The research hypothesis assumed that preschool children from 

psychologically favourable families would demonstrate higher levels of 

resilience, self-regulation, social adaptation, and family support, while 

children from unfavourable families would demonstrate higher levels of 

anxiety, behavioural difficulties, and exposure to parental stress. It was also 

assumed that family support and emotional stability would act as significant 

predictors of children’s resilience under wartime conditions. 

A system of criteria was developed to study the psychological and 

pedagogical features of stress resistance and resilience in preschool children. 

The emotional-regulatory criterion reflected the child’s ability to withstand 

psycho-emotional load, regulate emotional reactions, and restore 

psychological balance after stress exposure. This criterion was assessed 

using the Devereux Early Childhood Assessment and a child anxiety scale. 

The social-adaptive criterion reflected the child’s ability to interact with 

peers and adults, maintain communicative activity, and demonstrate 

behavioural stability. This criterion was assessed using the Strengths and 

Difficulties Questionnaire. The family-environmental criterion focused on 

family climate, cohesion, conflict, stability of family relationships, and the 

nature of educational influence. This criterion was assessed using the Family 

Environment Scale. The parental-stress criterion reflected parental 

emotional exhaustion, difficulties in performing the parental role, tension in 

interaction with the child, and stress in family functioning. This criterion was 

assessed using the Parental Stress Scale. 

The empirical data were processed using descriptive statistics and 

comparative analysis. Mean values and standard deviations were calculated 

for each indicator in both groups. Differences between the two groups were 

tested using Student’s t-test for independent samples. The level of statistical 

significance was set at p<.001, which allowed determining whether the 

observed differences between groups were statistically reliable. 

Table 1 presents the research design. 

 

Table 1. Research Design 
Research component Description 

Research type Theoretical and empirical study 

Period of empirical research 2025–2026 

Research context Full-scale war in Ukraine 

Participants 150 families raising preschool children aged 5–6 years 

Group 1 75 psychologically favourable families 

Group 2 75 unfavourable families 

Main hypothesis 
Family environment significantly influences the development of 

resilience and stress resistance in preschool children 

Key indicators 
Resilience, self-regulation, social adaptation, anxiety, behavioural 

difficulties, family support, parental stress 

Methods DECA, child anxiety scale, SDQ, FES, PSS 

Statistical procedure Descriptive statistics and Student’s t-test 

Source: developed by the author based on the research design and empirical data obtained during the study 



Issue 2 (26), 2026   Public Administration and Law Review 

e-ISSN 2674-5216      print-ISSN 2733-211X 

 

124 

Results. The theoretical analysis made it possible to clarify the 

biopsychosocial mechanism of stress. Stress is not only a physiological 

reaction to an external threat. It is a complex process that includes social, 

psychological, neurophysiological, endocrine, physiological, and 

behavioural components. Within the biopsychosocial triad, stress develops 

through several interrelated stages: activation, cognitive-emotional 

appraisal, endocrine response, physiological mobilisation, and behavioural 

outcome. 

At the activation stage, an internal or external stressor affects the 

individual. Such stressors may originate from the social environment, natural 

environment, or the inner world of the person. Social stressors include family 

conflicts, professional difficulties, social instability, war, economic crises, 

loss, violence, or rapid social change. Natural stressors include climatic, 

geophysical, biological, and physical influences. Intrapersonal stressors arise 

from anxiety, self-criticism, fear of failure, moral dilemmas, lack of 

meaning, internal conflicts, or catastrophic thinking. 

At the cognitive-emotional stage, the individual evaluates the stressor 

and their own ability to overcome it. This stage is central because the same 

event may be interpreted differently depending on previous experience, 

emotional maturity, value orientations, and available psychological 

resources. If the situation is assessed as non-threatening, the stress process 

may be stopped. If it is assessed as dangerous or uncontrollable, the 

endocrine response is activated. 

At the endocrine stage, the sympathetic-adrenal system and the 

hypothalamic-pituitary-adrenal axis are activated. This leads to the release 

of stress hormones, including adrenaline, noradrenaline, and cortisol. At the 

physiological stage, these hormonal changes are manifested in increased 

muscle tone, changes in cardiovascular activity, breathing, digestion, 

attention, and general mobilisation of the organism. The final behavioural 

stage may result either in constructive behaviour, associated with eustress, 

effective decision-making, adaptation, and resilience, or in destructive 

behaviour, associated with distress, avoidance, disorganisation, and 

exhaustion. 

Table 2 summarises the biopsychosocial mechanism of stress. 

The theoretical results also made it possible to differentiate the concepts 

of formation and development of stress resistance and resilience. Formation 

refers to the emergence of innate and acquired characteristics that create the 

basis for psychological protection. Development refers to subsequent 

quantitative and qualitative changes that move these characteristics toward 

higher levels of self-regulation, adaptation, and recovery. 
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Table 2. Biopsychosocial Mechanism of Stress 

Stage Main content Psychological and pedagogical significance 

Activation 
Influence of internal or external 

stressor 

The same stressor may have different effects 

depending on personality and environment 

Cognitive-

emotional 

appraisal 

Evaluation of threat and 

available resources 

Cognitive interpretation can intensify or 

reduce stress 

Endocrine 

response 

Activation of sympathetic-

adrenal system and HPA axis 

Stress becomes embodied through hormonal 

mechanisms 

Physiological 

mobilisation 

Changes in muscular, 

cardiovascular, respiratory, and 

other systems 

The organism mobilises resources for action 

Behavioural 

outcome 

Constructive or destructive 

behavioural response 

Eustress supports adaptation, while distress 

increases maladaptation 

Source: systematized by the author based on Cannon (1932), Selye (1956), Engel (1977), Lazarus and 

Folkman (1984), McEwen (1998), and Sapolsky (2004) 

 

Table 3 presents the conceptual differentiation of these categories. 

 

Table 3. Differentiation of the Concepts of Formation and 

Development 
Concept Definition 

Formation of stress 

resistance 

The process of emergence of innate and acquired characteristics that enable the 

individual to withstand stressors and transform stress into eustress 

Development of 

stress resistance 

The process of quantitative and qualitative changes through which stress 

resistance moves toward self-regulation and effective mobilisation of internal 

resources 

Formation of 

resilience 

The process of emergence of innate and acquired characteristics that enable the 

individual to restore lost psychophysiological resources and adapt to new 

conditions 

Development of 

resilience 

The process of quantitative and qualitative changes through which resilience 

develops into the ability to regulate recovery, accumulation, and use of 

psychophysiological resources 

Source: developed by the author based on the theoretical generalization of psychological and pedagogical 

approaches to stress resistance, resilience, personality formation, and personality development 

 

The empirical results confirmed statistically significant differences 

between preschool children from psychologically favourable and 

unfavourable families across all studied indicators. Children from favourable 

families demonstrated substantially higher levels of resilience, self-

regulation, social adaptation, and family support. Children from 

unfavourable families demonstrated significantly higher levels of anxiety, 

behavioural difficulties, and parental stress. 

The largest difference was observed in the indicator of family support. 

Children from favourable families received significantly higher support than 

children from unfavourable families. This confirms the central role of the 

family environment as a protective factor in the formation of resilience. The 

high level of family support was associated with higher resilience, better self-

regulation, and more stable social adaptation. 

A considerable difference was also found in parental stress. Parents 

from unfavourable families demonstrated much higher stress levels, which 
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may negatively affect the child through emotional contagion, inconsistent 

educational behaviour, increased conflict, and reduced capacity for sensitive 

communication. This result confirms that parental stress is not only an adult 

psychological problem, but also a developmental risk factor for the child. 

 

Table 4. Results of the Empirical Study:  

Comparison of Mean Indicators 

Indicator 
Favourable families,  

M ± SD 

Unfavourable families,  

M ± SD 
t p 

Resilience 79.2 ± 8.4 58.6 ± 11.2 12.44 < .001 

Self-regulation 75.8 ± 7.9 56.1 ± 10.8 11.31 < .001 

Social adaptation 77.1 ± 8.2 60.4 ± 10.1 10.92 < .001 

Anxiety 30.6 ± 6.8 49.7 ± 9.5 -13.27 < .001 

Behavioural 

difficulties 
11.8 ± 4.1 22.3 ± 5.6 -12.04 < .001 

Family support 83.7 ± 7.0 53.2 ± 12.8 16.75 < .001 

Parental stress 27.9 ± 6.3 47.6 ± 8.9 -14.18 < .001 

Source: calculated by the author based on the results of the empirical study conducted in 2025–2026 

 

Children from unfavourable families showed higher anxiety and more 

behavioural difficulties. These results indicate that an unstable family 

climate may intensify the effects of wartime stress and reduce the child’s 

ability to restore emotional balance. In contrast, children from favourable 

families showed higher self-regulation and social adaptation, which suggests 

that stable emotional communication, predictable rules, parental support, and 

constructive conflict resolution contribute to the development of 

psychological protective mechanisms. 

Thus, the empirical results support the hypothesis of the study. A 

psychologically favourable family environment contributes to the 

development of resilience and stress resistance in preschool children, while 

an unfavourable family environment increases the risk of anxiety, 

behavioural difficulties, and psycho-emotional maladaptation. 

Discussion. The results of the study confirm the importance of 

integrating physiological, psychological, and pedagogical explanations of 

stress resistance and resilience. Classical theories of stress explain the 

biological and adaptive nature of stress reactions, while cognitive and 

biopsychosocial approaches show that stress is mediated by subjective 

appraisal, social environment, and available resources. The empirical 

findings of this study support the biopsychosocial interpretation of stress 

because they demonstrate that children’s resilience cannot be explained only 

by individual characteristics. It is strongly connected with the quality of 

family support, parental emotional stability, and the general psychological 

climate of the family. 

The findings also expand the understanding of resilience in early 

childhood. Resilience in preschool children should not be interpreted as the 

ability to suppress emotions or tolerate stress passively. It is a dynamic 

capacity to maintain emotional stability, seek support, interact constructively 
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with adults and peers, adapt to changes, and recover after distressing 

experiences. In this sense, resilience is formed through everyday interaction 

with significant adults. The child learns how to respond to danger, 

uncertainty, conflict, failure, and emotional tension by observing the 

behaviour of parents and educators. 

The high level of parental stress in unfavourable families is particularly 

important. Preschool children are highly sensitive to the emotional state of 

adults. They may not fully understand the causes of parental anxiety, anger, 

exhaustion, or despair, but they perceive emotional tension through tone of 

voice, facial expressions, bodily reactions, impulsive behaviour, and 

inconsistency of parental responses. When parental stress becomes chronic, 

the child’s own stress system may remain activated for a long time. This can 

hinder the development of self-regulation and increase anxiety, behavioural 

difficulties, and emotional vulnerability. 

The results also show that excessive protection and neglect can both 

interfere with the development of stress resistance and resilience. An 

ecologically safe family environment does not mean a sterile environment 

without difficulties. On the contrary, children need age-appropriate 

experience of overcoming obstacles, making mistakes, resolving simple 

problems, and returning to emotional balance after frustration. However, this 

experience should occur in a context of emotional security, parental support, 

predictable boundaries, and respect for the child’s dignity. In such 

conditions, the child gradually develops the ability to recognise danger, 

regulate emotions, seek help, and act constructively. 

The pedagogical significance of the study lies in the fact that stress 

resistance and resilience should be included in the broader paradigm of 

educating a harmonious personality. A high level of stress resistance without 

moral values, empathy, responsibility, and humanistic orientation may lead 

not to psychological maturity, but to emotional coldness, cynicism, or 

destructive behaviour. Therefore, stress resistance and resilience should be 

developed together with moral consciousness, empathy, social 

responsibility, self-respect, respect for others, and the ability to preserve 

humanity in difficult circumstances. 

In the context of war, these findings have practical implications for 

parents, preschool educators, psychologists, and social workers. Work with 

children should be combined with support for parents because the child’s 

resilience depends on the emotional resources of the family. Preventive 

programmes should include parental education, psychoeducation about 

stress and child development, training in emotional regulation, support for 

nonviolent communication, and practical strategies for maintaining 

predictable family routines during crisis. Preschool institutions should also 

become spaces of psychological safety, where children can experience 

stability, acceptance, structured interaction, and recovery from traumatic 

stress. 
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At the same time, the study has certain limitations. The empirical data 

were obtained from a sample of 150 families, which allows identifying 

statistically significant differences but does not fully represent all regional, 

social, and wartime experiences of Ukrainian families. The study focused on 

children aged 5 to 6 years, while further research should include younger 

children and longitudinal observation. Another limitation is that the study 

used quantitative indicators, whereas qualitative interviews with parents, 

educators, and children could provide deeper understanding of emotional 

experiences and family dynamics. Future research should examine the long-

term influence of family environment on resilience during school transition 

and should also study the effectiveness of parental support programmes 

aimed at strengthening children’s stress resistance. 

Conclusions. The study substantiates stress resistance and resilience as 

complex biopsychosocial and psychological-pedagogical phenomena. Stress 

develops through a multi-stage process that includes activation by a stressor, 

cognitive-emotional appraisal, endocrine response, physiological 

mobilisation, and behavioural outcome. This process demonstrates that 

stress is not only a biological reaction, but also a psychological and social 

phenomenon influenced by perception, experience, values, family 

environment, and available support. 

The article differentiates the concepts of formation and development of 

stress resistance and resilience. Formation refers to the emergence of innate 

and acquired characteristics that create the basis for psychological 

protection. Development refers to the subsequent quantitative and qualitative 

improvement of these characteristics, leading to self-regulation, adaptation, 

recovery, and conscious management of internal resources. Stress resistance 

is more closely connected with the ability to withstand the impact of stressors 

and transform stress into eustress. Resilience is more closely connected with 

the ability to adapt, recover, and restore psychophysiological balance after 

stress. 

The theoretical analysis confirms that the origins of stress resistance 

and resilience should be sought already in the prenatal and preschool periods. 

Genetic, neurophysiological, endocrine, temperamental, emotional, 

communicative, sensory, and social factors create the initial conditions for 

the development of the child’s psychological protective system. Prenatal and 

early childhood education should therefore be understood not only as 

preparation for intellectual development, but also as the creation of 

conditions for emotional stability, adaptive capacity, and future mental 

health. 

The empirical study confirmed that the type of family environment is a 

key factor in the development of stress resistance and resilience in preschool 

children. Children from psychologically favourable families demonstrated 

significantly higher levels of resilience, self-regulation, social adaptation, 

and family support. Children from unfavourable families demonstrated 
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significantly higher levels of anxiety, behavioural difficulties, and parental 

stress. All differences between the groups were statistically significant at p 

< .001, which confirms the reliability of the obtained results. 

The findings prove that an ecologically safe family environment 

performs a protective function under wartime conditions. Such an 

environment is characterised by emotional stability, parental support, 

consistency of educational requirements, constructive conflict resolution, 

absence of violence, and the ability of adults to regulate their own stress. In 

contrast, conflict, emotional instability, inconsistent upbringing, parental 

exhaustion, and domestic tension increase the child’s vulnerability to stress 

and hinder the development of resilience. 

Stress resistance and resilience should be considered integral 

components of a harmonious personality. Their development cannot be 

separated from moral values, empathy, responsibility, emotional culture, and 

humanistic education. The pedagogical task is not only to teach the child to 

endure difficulties, but also to help the child remain humane, emotionally 

alive, socially responsible, and capable of constructive interaction with the 

world. Further research should focus on longitudinal studies of childhood 

resilience, parental support programmes, and psychological-pedagogical 

interventions aimed at strengthening stress resistance in children affected by 

war and family instability. 
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Abstract. The evolving dynamics of the Indian automobile market 

have intensified the consumerization of the industry and created new 

challenges for car manufacturers. Today, consumers no longer 

demand only a car as a product, but expect a comprehensive 

experience package that includes information, interaction, trust, 

service quality, and post-purchase engagement. In this context, 

social media has become a powerful platform not only for corporate 

marketing and promotion, but also for consumer research, 

comparison, opinion formation, and decision-making. The internet 

has become a dominant source of consumer-driven communication, 

where information, feedback, opinions, reviews, and sentiments 

spread rapidly and often influence consumers more effectively than 

traditional corporate messages. This paper examines the role of 

social media in consumer buying decisions in the Indian automobile 

market, with particular attention to passenger cars. The study is 

based on an exploratory empirical survey of 300 young adults who 

are educated, technologically active, smartphone users, and active 

participants in social media platforms. The findings show that social 

media influences consumer awareness, information search, 

evaluation of alternatives, attitude formation, and post-purchase 

communication. However, the final automobile purchase decision is 

still more likely to occur offline due to the high-involvement nature 

of automobile products. The study also identifies gender-based 

differences in internet use, trust in social media, and information-

seeking behaviour. The article concludes that automobile companies 

in India should integrate traditional and digital media strategies, 

strengthen brand communities, improve online information quality, 

and use social media not only as a promotional channel but also as 

a consumer engagement and relationship-building tool. 

Keywords: competitive differentiation; social media; 

consumerization; Indian automobile industry; passenger cars; 
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automobile marketing; consumer engagement; brand reputation; 
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Introduction. Marketing has long been a cornerstone of business 

success, with many well-established companies achieving prominence 

through effective marketing strategies. An integrated communication 

strategy has played a crucial role in shaping these successes. In the past, 

traditional mass communication methods, such as television, print media, 

newspapers, magazines, and direct mail, were the primary ways to reach 

audiences. These media channels were used to deliver messages aimed at 

shaping consumer awareness, attitudes, and perceptions toward brands. 

However, as the business environment has evolved and technology has 

advanced, marketing messages have shifted to engage consumers on a deeper 

level, whether physically or emotionally. A major shift in this evolution is 

the rise of social media, which has been embraced by companies to connect 

with consumers in innovative ways. Social media refers to web-based and 

mobile platforms that facilitate two-way communication, transforming the 

interaction between companies and consumers into an engaging dialogue 

(Baruah, 2012). 

Social media takes many forms, including blogs, wikis, podcasts, video 

content, social networking platforms, microblogging platforms, and other 

online communication tools. Unlike traditional media, which was largely 

one-way communication from producer to audience, social media enables 

customers to actively participate in the creation and dissemination of content. 

This has changed the nature of marketing because consumers are no longer 

passive receivers of brand messages. They are active participants in the 

communication process. 

The concept of social media has revolutionized marketing by enabling 

brands to engage directly with consumers and encourage interaction. The 

growth of digital media has been particularly noteworthy, with digital 

advertising increasing by 44.5% in 2014 compared to 2013 (FICCI-KPMG, 

2015). This reflects the growing impact of social media on consumer 

behaviour and decision-making. 

Consumer-generated media now plays a crucial role in shaping buying 

decisions, influencing everything from brand awareness and information 

gathering to post-purchase evaluations. Social media platforms have become 

increasingly trusted sources of information, often competing with traditional 

corporate communication in credibility. Today, social media not only 

informs consumers but also influences their purchasing decisions, making it 

an essential tool for brands. 

For businesses, social media represents a low-cost promotional avenue 

that offers vast reach, connects with large audiences, and generates 

substantial traffic. It provides a platform for companies to showcase their 

products and services, engage with customers, and promote brand 

awareness. In addition to marketing, social media offers benefits in 

marketing research, public relations, customer engagement, and product 

development. Marketers are increasingly focusing on social media-driven 
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campaigns to strengthen customer relationships and foster brand loyalty in a 

constantly changing digital environment. 

The Indian automobile industry is a key driver of economic growth, 

combining innovation, technology, and creativity. In 2020-2021, the sector 

produced 26.3 million vehicles, including passenger vehicles, commercial 

vehicles, two-wheelers, and three-wheelers, marking a 16.2% increase 

compared to the previous year (SIAM, 2021). The industry accounts for 

7.1% of India’s GDP and employs more than 37 million people. India is the 

fifth-largest vehicle producer globally and is projected to become the third-

largest automobile market by 2025, with 6.5% of global vehicle sales (Make 

in India, 2021). 

As internet usage and social media grow, the automobile sector has a 

unique opportunity to connect with consumers through digital platforms. In 

2021, more than 43% of traffic to automotive websites came from search 

engines, while social media also became an important source of consumer 

engagement (Statista, 2021). Consumers use automotive websites and social 

media platforms to compare features, check prices, research companies, read 

reviews, follow new launches, and engage with brands. 

The Indian automobile industry concluded FY 2021 with a 7.2% growth 

in unit sales (ICRA Research Services, 2021). It is one of the largest 

automobile markets globally, with annual production of 26.3 million 

vehicles in FY 2020-2021, reflecting a 16.2% increase from the previous 

year. The industry contributes about 7.1% to India’s GDP (India Brand 

Equity Foundation, 2021). India is currently the fifth-largest vehicle 

producer in the world and is projected to become the third-largest automobile 

market by 2025 (Make in India, 2021). 

A study by Capgemini revealed that 78% of Indian consumers would 

be likely to purchase a vehicle from a specific car manufacturer or dealer if 

positive comments and reviews were found on social media (Economic 

Times, 2021). The increasing role of online research and web usage in 

vehicle purchases is evident, with 95% of consumers in India researching 

vehicles online in 2021, up from 86% in 2010. Given this trend, it is crucial 

for automobile companies to understand how to engage with social media 

effectively and connect with potential customers. Social media platforms 

also give existing customers a voice, allowing brands to gain valuable 

feedback and strengthen relationships with loyal consumers. 

For automobile companies, a strong digital presence and effective 

social media optimization are essential to staying competitive and 

connecting with today’s technologically active consumers. Therefore, this 

paper explores the role of social media at various stages of the consumer 

decision-making process and proposes strategies that can help automobile 

companies design comprehensive social media campaigns. These strategies 

can assist not only in attracting potential customers, but also in retaining and 

nurturing customer loyalty over the long term. 
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Literature Review. Social media has become a top priority for many 

executives at leading global companies. Decision-makers are increasingly 

looking for ways to use platforms such as Facebook, Twitter, LinkedIn, 

YouTube, and other social networking sites for profitable business purposes. 

Social media serves as an open platform for interactive communication, 

enabling individuals to become content creators and share information with 

others through dynamic engagement. 

Stokes defines social media as content created, published, and shared 

by individuals online, including blogs, images, videos, and other digital 

formats (Sharma, 2013). Strauss and Frost also describe social media as 

online tools and platforms that enable internet users to collaborate on 

content, share insights and experiences, and connect for both business and 

personal purposes (Sharma, 2013). Since its emergence, social media has 

become a preferred mode of communication, and companies have 

recognized it as a strategic marketing tool. 

Several factors have contributed to the rapid growth of social media as 

a marketing tool. These include technological advancements, such as 

expanded broadband access, improved software, and the increased 

availability of computers and mobile phones. Social factors, such as the rapid 

adoption of social media by younger age groups, and economic factors, such 

as the growing affordability of digital devices, have also played an important 

role. 

Social media plays a crucial role in delivering effective customer 

support (Sharma, 2013). It serves as an interactive platform where customers 

can share opinions about products or services. Social media is often 

perceived as more trustworthy than traditional media channels. 

Consequently, a company’s reputation is no longer controlled only by its 

corporate communications team, but is also shaped by technologically active 

customers who can quickly share positive or negative experiences. 

This creates a major challenge for organizations. Companies need to 

monitor social media actively in order to understand feedback, ideas, 

complaints, and opinions related to their products or services. Such 

monitoring allows companies to understand the role of social media in 

influencing consumer decision-making and to respond effectively to 

consumer expectations. 

The evolution of social media can be understood as part of the broader 

development of communication systems. Early long-distance 

communication methods included audio and visual forms of messaging. The 

postal system in ancient Persia, telegraph, telephone, and radio all 

contributed to the development of long-distance communication. In the 

twentieth century, the internet created a new era of digital communication. 

Early tools such as email, ARPANET, USENET, Bulletin Board Systems, 

IRC, and Napster paved the way for online interaction. In the twenty-first 

century, platforms such as Friendster, Flickr, Orkut, Facebook, Twitter, and 
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YouTube transformed online communication. Today, platforms such as 

Instagram, TikTok, Snapchat, LinkedIn, and others shape how individuals 

communicate, share content, and interact with brands. 

Social media has become an integral part of online life and has 

transformed how consumers obtain information and express opinions. 

Consumers are part of, or aspire to belong to, various online groups that may 

significantly influence their purchasing behaviour (Solomon, 2010). 

Traditionally, purchasing decisions were based largely on information from 

mass media. However, online social networks now play an important role in 

shaping customer buying behaviour (East et al., 2013). 

Several social networking groups influence consumer behaviour. 

Primary groups include people with close relationships, such as family 

members or close friends. Secondary groups are broader and may include 

several primary groups. Informal groups include individuals with common 

interests or cultural backgrounds. Formal groups are more structured and 

organized. Virtual groups include online communities, blogs, and forums 

where people connect digitally. 

Reference groups are particularly important because their opinions and 

experiences influence consumer purchase decisions. Reference groups 

influence consumers in three major ways. First, informational influence 

occurs when consumers seek information about different brands from others. 

Second, utilitarian influence occurs when consumers make decisions based 

on the satisfaction or expectations of others in their social circle. Third, 

value-expressive influence occurs when consumers choose brands that 

reflect their personal values or social identity (Solomon, 2010). 

Online word-of-mouth communication refers to the sharing of positive 

or negative experiences by consumers. It can result from satisfaction or 

dissatisfaction with a product or service. Word-of-mouth is a form of 

personal communication that influences consumer decisions regarding 

brands, products, services, companies, or organizations (Evans et al., 2009). 

Its influence is shaped by factors such as tie strength, homophily, and source 

credibility (Brown, 2007). Tie strength refers to the strength of interpersonal 

relationships within social networks. Homophily refers to similarity between 

group members. Source credibility refers to the perceived expertise and 

objectivity of the person providing information. 

Online word-of-mouth occurs through social networking sites, blogs, 

online forums, virtual communities, and review or rating websites 

(Goldsmith & Horowitz, 2006). One of its main advantages is that it allows 

consumers to gather insights from a broad range of people, not only from 

individuals they personally know. Information search is a crucial step in 

decision-making because consumers seek information to reduce uncertainty 

and perceived risk (Peterson & Marino, 2003). Many consumers rely on 

online reviews and recommendations before making purchase decisions, 

particularly when considering new products (Kim & Srivastava, 2007). 
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Thurau and Walsh (2003) identified five motivations that drive 

consumers to engage with online opinions and allow them to influence 

purchase decisions. These motivations include seeking purchase-related 

information, social orientation through information, community 

membership, incentives and rewards, and learning about new products. 

Webster (2011) found that many American social media users maintained at 

least one social media profile, while a significant proportion followed 

favorite brands, products, or companies. These findings show that online 

social networks have become important sources of product-related 

information for consumers. 

In India, social media has become a major marketing channel. As of 

2015, 75% of India’s online population could be classified as digital 

consumers, meaning they engaged with digital media in some form during 

the purchasing journey (Ernst & Young, 2015). The number of internet users 

in India reached 302 million by December 2014, while active social media 

users surpassed 106 million (Ernst & Young, 2015). India was among the 

top three countries globally in terms of Facebook users, with more than 100 

million active users on the platform (Ernst & Young, 2015). 

With this large user base, social media has moved from being a 

supplementary marketing tool to becoming a primary communication 

channel. Facebook has been the dominant platform, followed by Twitter and 

YouTube. These platforms have become important for businesses that seek 

to build a strong online presence. The three main goals that social media 

helps companies achieve are building brand awareness, disseminating brand 

news, and fostering community and customer engagement. 

In the Indian automobile market, these developments are highly 

relevant. Automobile purchases are high-involvement decisions that require 

extensive information search, comparison, and evaluation. Consumers 

increasingly use automotive websites and social media platforms to compare 

features, check prices, evaluate brand reputation, read reviews, and interact 

with companies. Therefore, the role of social media in automobile buying 

decisions requires systematic analysis. 

The influence of social media on automobile buying behaviour can be 

understood through the consumer decision-making process. Social media 

affects not only the initial awareness of automobile brands, but also 

information search, evaluation of alternatives, purchase intention, and post-

purchase communication. Since automobiles are high-involvement products, 

consumers usually combine online information with offline experience, 

particularly dealer visits and test drives. Therefore, social media should be 

considered not as a replacement for traditional sales channels, but as an 

important supporting mechanism that strengthens consumer awareness, trust, 

comparison, and engagement. 
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Figure 1. The role of social media in the consumer buying decision 

process in the automobile market 
Source: developed by the authors based on East et al. (2013), Evans et al. (2009), Goldsmith and Horowitz 

(2006), Kim and Srivastava (2007), Solomon (2010), and the survey results. 

 

Aims. The aim of this study is to examine the role of social media in 

consumer buying decisions in the Indian automobile market, with particular 

attention to the way social media influences awareness, information search, 

evaluation of alternatives, attitude formation, purchase intention, and post-

purchase communication. 

The objectives of the study are to understand the concept of social 

media marketing and its applications in the Indian automobile industry; to 

identify the influence of social media on the consumer decision-making 

process; and to suggest social media strategies for automobile companies at 

different stages of consumer decision-making. 

Methodology. An exploratory empirical study was conducted to 

examine the behaviour of young adult students in relation to the automobile 

market. The study focused on information search, brand perception, social 

media use, and decision-making processes. The main purpose was to 

understand the role and significance of social media in brand building and 

automobile marketing. 

The sample consisted of 300 young adults. The respondents were 

evenly split between genders, educated, technologically active, smartphone 

users, and active users of social media for various purposes. They were 

enrolled in BE, BBA, and BCA programs. The respondents came from 

families with substantial financial means and owned at least one bike, while 

a few also owned cars. Although the respondents were students with no 

independent income and were not directly involved in purchasing high-value 

Post-purchase behaviour (feedback, reviews, recommendations, brand community participation)

Offline or online purchase decision (test drive, dealer visit, online booking, final purchase)

Purchase intention (trust in brand, perceived quality, social proof, online engagement)

Evaluation of alternatives (price, specifications, reputation, peer reviews, online ratings)

Information search (company pages, automobile websites, YouTube reviews, comments, forums)

Social media exposure (brand posts, advertisements, influencer content, reviews)

Need recognition
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products such as cars at the time of the study, they were considered potential 

future customers. 

The study is exploratory in nature. It does not aim to generalize findings 

to all automobile consumers in India, but rather to identify behavioural 

characteristics of young, educated, and digitally active consumers. This 

makes the sample relevant for understanding future automobile buyers and 

for developing social media strategies for automobile manufacturers. 

The study uses descriptive analysis to present the findings. The results 

are structured around internet usage, traditional media consumption, 

information search for automobile products, credibility and reliability of 

social media, factors influencing purchase decisions, preferences for 

learning about automobile products, and factors encouraging consumers to 

revisit automobile social media pages. 

Results. The results show that social media plays a significant role in 

the consumer decision-making process in the Indian automobile market. 

However, its influence differs across stages of decision-making and varies 

by gender. Social media appears especially important in information search, 

comparison, review reading, attitude formation, and post-purchase 

communication. Nevertheless, traditional media, especially television, 

continues to play a strong role in shaping consumer perceptions, while actual 

automobile purchases still tend to occur offline. 

Gender differences in social media use and automobile information 

search. The first group of results shows gender-based differences in internet 

usage, mass media consumption, information search, reliability perceptions, 

and the perceived effectiveness of social media. These results are important 

because they indicate that male and female consumers may interact 

differently with digital platforms in the automobile market. 

Table 1. Gender differences in internet use and perception of social 

media 
Indicator Boys Girls Main interpretation 

Respondents spending less than 10 

hours per week on the internet 
60% 43% 

Boys were more likely to spend less than 10 

hours online, while girls were more likely to 

spend more than 10 hours online. 

Respondents spending more than 

10 hours per week on the internet 
40% 57% 

Girls reported higher internet use in terms of 

time spent online. 

Respondents spending less than 10 

hours per week on mass media 
60% 79% 

Girls spent less time on traditional mass 

media than boys. 

Respondents using the internet to 

research automobile products 
76% 37% 

Boys were more likely to use the internet for 

automobile product research. 

Respondents finding social media 

easier than mass media for 

automobile information search 

84% 58% 

Boys perceived social media as a more 

convenient source for automobile 

information. 

Respondents trusting social media 

more than mass media in case of 

product uncertainty 

56% 42% 
Boys showed higher trust in social media 

when uncertain about products. 

Respondents considering social 

media more effective in capturing 

customer attention 

88% 63% 
Boys perceived social media as more 

effective for customer attention. 

Source: Compiled by the authors based on the survey results. 
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The results presented in Table 1 show that gender differences exist in 

the way young consumers use social media for automobile-related 

information. Boys are more active in using the internet for automobile 

product research and are more likely to trust social media when uncertain 

about a product. Girls, however, spend more time online overall, but are less 

likely to use the internet specifically for automobile product research. These 

findings suggest that automobile companies should consider gender-

sensitive content strategies when designing social media campaigns. 

General perceptions of social media in automobile buying 

decisions. The second group of findings shows areas where no significant 

gender differences were found. These results demonstrate that both male and 

female respondents recognize the importance of social media in automobile-

related communication, review reading, attitude formation, and decision-

making. 

 

Table 2. General perceptions of social media in automobile buying 

decisions 
Indicator Result Main interpretation 

Respondents willing to use the internet to 

communicate and share experiences with 

automobile products 

75% 

Social media supports consumer-to-

consumer and consumer-to-company 

communication. 

Respondents interested in making an online 

purchase of an automobile 
42% 

Consumers remain hesitant to purchase 

high-value automobile products online. 

Respondents agreeing that social media is 

essential for actively seeking information about 

automobile products 

83% 

Social media is an important information-

search tool. 

Respondents believing that reviews and comments 

help customers try new automobile brands 
78% 

Online word-of-mouth affects openness 

to new brands. 

Respondents considering social media 

communication more credible than traditional 

media 

54% 

Social media has moderate credibility 

compared with traditional media. 

Respondents believing positive online comments 

can change attitudes toward automobile brands 
71% 

Positive reviews may influence brand 

perception. 

Respondents acknowledging that feedback and 

comments on social media influence automobile 

purchasing decisions 

69% 

Social media affects the purchase 

decision process. 

Respondents agreeing that social media is an 

effective platform for communication with 

consumers and companies 

77% 

Social media supports interaction and 

engagement. 

Respondents encouraged to share opinions after 

purchase through social media 
64% 

Social media supports post-purchase 

communication. 

Respondents agreeing that social media makes 

decision-making easier 
76% 

Social media simplifies information 

access and evaluation. 

Source: compiled by the authors based on the survey results. 

 

Table 2 confirms that social media has become a significant factor in 

consumer buying decisions in the automobile market. Although only 42% of 

respondents expressed interest in purchasing an automobile online, a much 

larger share recognized social media as useful for information search, review 

evaluation, communication, and decision support. This shows that social 
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media is more influential before and after the purchase than at the final 

transaction stage. 

Internet usage preferences among young consumers. The study also 

examined the main reasons respondents use the internet. Shopping did not 

emerge as one of the top three primary reasons for internet use among this 

age group. Research, email correspondence, social networking, and 

entertainment were more prominent motivations. 

 

Table 3. Internet usage preferences among respondents 
Internet usage purpose Result Main interpretation 

Respondents ranking research as the most 

important reason for internet use 
54.24% 

Research is the dominant primary purpose 

of internet use. 

Respondents ranking email correspondence 

as the most important reason 
22.03% 

Email remains an important functional 

use of the internet. 

Respondents ranking social networking as the 

most important reason 
13.56% 

Social networking is relevant, but not the 

leading primary purpose. 

Respondents ranking entertainment as the 

second most important reason 
23.73% 

Entertainment is an important secondary 

motivation. 

Respondents ranking shopping as the second 

most important reason 
18.64% 

Shopping is not the primary motivation, 

but has some relevance. 

Respondents ranking social networking as the 

third most important reason 
32.20% 

Social networking is a strong supporting 

use of the internet. 

Respondents citing research among the top 

three reasons 
26.55% 

Research remains central across ranked 

preferences. 

Respondents identifying shopping as the top 

reason 
6.78% 

Online shopping is a weak primary 

motivation for this group. 

Respondents considering shopping among the 

top three internet uses 
13.5% 

Shopping remains secondary among 

young respondents. 

Source: compiled by the authors based on the survey results. 

 

The findings in Table 3 show that the internet is used primarily as an 

information and research tool rather than as a direct shopping platform. This 

is especially relevant for automobiles, which are high-involvement and high-

value products. Young consumers may use online sources extensively to 

gather and compare information, but they remain cautious about completing 

the final purchase online. 

Preferences for learning about automobile products. The study 

found that automobile company websites and social media platforms were 

equally favoured by consumers when seeking information about automobile 

products. Television emerged as the most influential medium for learning 

about automobile brands, with 25% of respondents selecting it, followed by 

online competitions at 10% and celebrity endorsements at 8%. 

Table 4 shows that social media is important, but traditional media has 

not lost its relevance. Television remains influential in shaping awareness 

and brand perceptions. Therefore, automobile companies should not replace 

traditional media entirely but should integrate it with digital and social media 

strategies. 
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Table 4. Preferred sources and tools for learning about automobile 

products 
Source or promotional tool Result Main interpretation 

Television as the most influential 

medium for learning about automobile 

brands 

25% 

Traditional media still strongly 

influences automobile brand 

awareness. 

Online competitions 10% 
Interactive online campaigns can 

attract consumer attention. 

Celebrity endorsements 8% 
Endorsements influence a smaller but 

relevant share of respondents. 

Automobile company websites 
Not quantified in 

the source text 

Websites remain important for 

detailed product information. 

Social media platforms 
Not quantified in 

the source text 

Social media is equally favoured with 

company websites for product 

information. 

Source: compiled by the authors based on the survey results. 

 

Factors influencing online automobile purchases and page revisits. 

The study also identified the factors that may influence consumers to make 

an online automobile purchase and the factors encouraging consumers to 

revisit automobile brand social media pages. These factors are important for 

designing effective social media marketing strategies. 

 

Table 5. Factors influencing online purchase and social media page 

revisits 
Factor Result Main interpretation 

Quality of information as a factor 

influencing online automobile purchase 
36% 

Accurate and useful information is the most 

important factor for online purchase 

intention. 

Ease of navigation as a factor influencing 

online purchase 
8% 

User-friendly digital platforms support 

online purchase intention. 

Recommendations from others as a factor 

influencing online purchase 
7% 

Peer influence has a role, although it is not 

the strongest factor. 

Multiple factors influencing online purchase 29% 
Online purchase decisions are 

multidimensional. 

No listed factor influencing online purchase 10% 
Some respondents remain resistant to online 

purchase. 

Online advertising as a factor encouraging 

revisit to social media pages 
37% 

Online advertising is the strongest reason for 

revisiting automobile social media pages. 

Rewards and loyalty programs as revisit 

factors 
6% 

Incentives can support engagement, but their 

effect is limited. 

Miscellaneous factors encouraging revisit 34% 
Revisit behaviour depends on diverse 

motivations. 

No factor encouraging revisit 6% 
A small share of respondents are not 

influenced by the listed factors. 

Source: compiled by the authors based on the survey results. 

 

Table 5 shows that the quality of information is the most important factor 

influencing online automobile purchase intention. This is logical because 

automobiles are high-involvement products and consumers require detailed, 

accurate, and trustworthy information before making decisions. Online 

advertising is the most important factor encouraging respondents to revisit 
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automobile social media pages, which suggests that brands need visible, 

creative, and engaging digital communication strategies. 

Discussion. The results of the study confirm that social media has 

become an important part of the consumer decision-making process in the 

Indian automobile market. However, its role is not uniform across all stages 

of decision-making. Social media is especially influential in the early and 

middle stages of the process, including awareness, information search, 

opinion formation, comparison of alternatives, and evaluation of brands. It 

also plays an important role after the purchase because consumers use social 

media to share feedback, post reviews, and communicate with other 

consumers and companies. 

The findings show that consumers increasingly rely on social media for 

information about automobile products. A large share of respondents agreed 

that social media is an essential tool for actively seeking information about 

automobile products. Reviews and comments on social media also influence 

attitudes toward automobile brands and encourage consumers to try new 

brands. These findings support the literature on online word-of-mouth, 

which argues that consumer-generated content influences purchase decisions 

by reducing uncertainty and providing social proof (Evans et al., 2009; 

Goldsmith & Horowitz, 2006; Kim & Srivastava, 2007). 

At the same time, the results indicate that social media does not fully 

replace traditional media or offline purchasing. Television remains an 

influential medium for learning about automobile brands. This is particularly 

important in the Indian automobile market, where automobile purchases are 

high-involvement decisions and consumers still value traditional brand 

communication. The actual purchase decision also tends to happen offline, 

even when consumers use social media and websites for research and 

comparison. This confirms that for high-value products such as automobiles, 

social media functions primarily as an information, engagement, and trust-

building channel rather than as a complete substitute for physical 

dealerships. 

Gender differences in the findings are also important. Boys were more 

likely than girls to use the internet to research automobile products, to trust 

social media when uncertain about products, and to consider social media 

more effective in capturing customer attention. Girls, however, placed higher 

importance on brand reputation, while boys prioritized product 

specifications. These findings suggest that automobile companies should not 

use identical social media messages for all consumer groups. Instead, they 

should develop segmented communication strategies. For example, 

campaigns aimed at male consumers may emphasize technical 

specifications, performance, and comparative product features, while 

campaigns aimed at female consumers may place greater emphasis on brand 

reputation, safety, reliability, and user experience. 
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The finding that only 42% of respondents expressed interest in online 

automobile purchase is significant. It suggests that while young consumers 

are digitally active, they remain cautious about completing high-value 

transactions online. The automobile is a product that requires trust, physical 

inspection, test drives, and confidence in after-sales service. Therefore, 

companies should not interpret social media only as a sales channel. Instead, 

social media should be integrated with offline dealership experiences. For 

example, companies can use social media to generate interest, provide 

information, encourage test drive bookings, offer online appointment 

scheduling, and support post-purchase communication. 

The study also shows that the quality of information is the most 

important factor influencing online automobile purchase intention. 

Consumers expect accurate, complete, transparent, and easily accessible 

information about vehicle features, prices, comparisons, financing options, 

safety, and service support. If online information is incomplete or difficult 

to navigate, consumers may lose trust and return to traditional information 

channels. Therefore, automobile companies should improve website 

usability, social media content quality, and digital customer support. 

Online advertising was found to be the leading factor encouraging 

consumers to revisit automobile brand social media pages. However, online 

advertising should not be limited to promotional messages. It should be 

interactive, informative, visually appealing, and connected with consumer 

needs. Rewards and loyalty programs can also support engagement, but the 

study shows that their influence is weaker than online advertising and other 

miscellaneous factors. This means that consumers are attracted not only by 

incentives but also by relevant content, useful information, community 

interaction, and brand experience. 

Overall, the results demonstrate that social media is becoming a 

powerful tool in the Indian automobile market, but its effectiveness depends 

on how strategically companies use it. Social media should be used to build 

brand awareness, provide reliable information, encourage peer interaction, 

respond to customer concerns, support online word-of-mouth, and maintain 

long-term customer relationships. The strongest approach is not to replace 

traditional media or dealerships, but to combine traditional media, digital 

platforms, social media communities, and offline experiences into one 

integrated consumer journey. 

Conclusions. The study concludes that social media plays a significant 

role in shaping consumer buying decisions in the Indian automobile market. 

While the amount of time consumers spend online is steadily increasing, 

traditional media, particularly television, continues to hold an influential role 

in shaping consumer behaviour. Consumers actively use online platforms to 

search for information, compare alternatives, read reviews, share feedback, 

and communicate with brands. However, the actual automobile purchase 

decision tends to happen offline. 
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In the consumer decision-making process, social media primarily 

influences consumers up to the evaluation of alternatives stage. Even at this 

stage, mass media continues to play an important role in shaping perceptions. 

However, after the purchase decision has been made, consumers increasingly 

turn to online platforms to share feedback and experiences. This strengthens 

the credibility and reliability of future purchase decisions for other 

consumers. 

The study also concludes that online shopping remains a secondary 

motivation for many consumers. Most consumers prefer to conduct online 

research, evaluate alternatives, and then make their purchase in-store. When 

evaluating automobile brands, brand reputation and product specifications 

are the most influential factors. Authenticity and quality of information 

provided online are key drivers for consumers who consider online 

purchases, followed by ease of navigation and recommendations from 

others. 

Online advertising is the leading factor encouraging consumers to 

revisit automobile brand social media pages, while rewards and loyalty 

programs also play a supporting role. Younger consumers spend significant 

time on social media platforms to gather and validate information about 

products and brands, but they remain hesitant about purchasing high-value 

products such as automobiles online. 

For automobile companies, this shift signals the need for innovative 

strategies that make social media a more effective consumer engagement 

channel. Companies should recognize differences in how males and females 

use social media because these variations may influence engagement and 

decision-making processes. Social media has the potential to transform how 

automobiles are marketed and sold if companies use these platforms 

strategically. 

Automobile companies should create compelling online rewards and 

loyalty programs, design eye-catching advertising campaigns, emphasize 

brand reputation and vehicle specifications, and offer incentives for online 

engagement. They should also simplify website navigation and improve the 

online customer experience. Since automobiles are high-involvement 

products, companies should connect digital engagement with physical 

experience by offering test drives at dealerships and exclusive online 

booking benefits. 

Building strong brand communities is also important. Such 

communities can provide a space for customers to share experiences, post 

reviews, interact with companies, and support brand loyalty. By integrating 

traditional and digital media, automobile companies can create a more 

engaging and rewarding experience for consumers while strengthening long-

term brand relationships. 

The study has certain limitations. It is exploratory and focuses on a 

sample of 300 young adults who were selected because of similar 



Issue 2 (26), 2026   Public Administration and Law Review 

e-ISSN 2674-5216      print-ISSN 2733-211X 

 

145 

demographic characteristics, including age, education, digital activity, and 

social media use. The study therefore reflects the behaviour of a specific 

group rather than all automobile consumers in India. Future research should 

examine broader and more diverse samples by considering age, income, 

location, education, occupation, and actual car ownership. Further studies 

may also compare different automobile segments and analyse how social 

media affects real purchase behaviour rather than only attitudes and 

intentions. 
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