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Abstract. The article analyzes international standards on combating money laundering and
corruption crimes. The evolution of The FATF Standards, which have been revised to strengthen
global safeguards and further protect the integrity of the financial system by providing governments
with stronger tools to take action against financial crime, has been investigated. At the same time,
these new standards address new priority areas such as corruption and tax crimes. The aim of the
article is to compare international legal acts that regulate the field of anti-money laundering and
anti-corruption. The research methodology: the functional and analytical methods of comparative
legal research were used as the most appropriate. In comparison with AML/CFT law, the
international legal requirements regarding anti-corruption compliance are very general. Many
countries do not have laws and regulations on anti-corruption compliance. Companies develop
their compliance programmes based on international law, foreign law that has transnational
application. Certain provisions of the above-mentioned international legal acts, in addition to their
scope, regulate the investigation of crimes related to money laundering, terrorist financing and
corruption crimes. The main results: the implementation of international standards in national law
in some way unifies the approaches to the investigation of complex crimes, which are often
combined in a scheme, and allows the introduction of effective methods of investigating such
crimes.
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Introduction. Recent academic studies and reports from international
organizations and groups illustrate the close connections between corruption and
moneylaundering [7, p.28-29]. Corrupt officials often have to legalize criminal
proceeds because of the close scrutiny over their incomes, assets, and significant
purchases [8, p. 6]. In some cases, criminals plan the receipt of a bribe and the
laundering of this money in the framework of one scheme. The same shadow
financial infrastructure has been used for payments between participants in a corrupt
scheme and for the legalization of criminal proceeds. Under international law, there is
a clear linkage between corruption and moneylaundering.

The United Nations Convention against Corruption [9, p.17] established
obligations for States Parties to criminalize the laundering of proceeds of corruption
offences and to take measures to prevent corruption. The International standards on
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combating moneylaundering, the financing of terrorism, and proliferation [10, p.7]
stipulate that corruption and bribery should be covered as predicate offences.

Aims. The aim of the article is to compare international legal acts that regulate
the field of anti-money laundering and anti-corruption.

Methods. Functional and analytical methods of comparative legal research were
used as the most appropriate. These methods allowed the author to examine
international law and other regulations for similarities and differences between anti-
money laundering and anti-terrorist financing legislation and anti-corruption
legislation. Sources of research include international conventions, international law,
reports and other documents of international intergovernmental and non-
governmental organizations, national legislation and scientific publications [11, p.28-
29]. Specific ideas and opinions are also based on the author's many years of practical
experience in this field. This includes work in the Ukrainian Financial Intelligence
Unit (FIU) and anti-corruption bodies, as well as training for law enforcement
professionals and law enforcement officers from various jurisdictions. The purpose of
the study is to identify existing problems in regulating anti-corruption legislation and
possible ways to solve them.

Results. So let's consider the provisions of the main regulations that were first
adopted in some jurisdictions, and due to the effective action of some of their
provisions, the scope has been extended to other jurisdictions in the form of
international legal acts.

Bank Secrecy Act adopted in 1970 established requirements for recordkeeping
and reporting by private individuals, banks and other financial institutions. This act
was designed to help identify the source, volume, and movement of currency and
other monetary instruments transported or transmitted into or out of the United States
or deposited in financial institutions

It required banks to (1) report cash transactions over $10,000 using the Currency
Transaction Report; (2) properly identify persons conducting transactions; and (3)
maintain a paper trail by keeping appropriate records of financial transactions [12].

The Bank Secrecy Act (BSA), 31 USC 5311 et seq., sets out requirements for
programs, record keeping, and reporting for national banks, federal savings
associations, federal affiliates, and foreign banking institutions.

The BSA was subsequently amended to reflect the provisions of the USA
PATRIOT Act, which requires each bank to adopt a customer identification program
as part of its BSA compliance program. In addition to using information provided by
banks to investigate money laundering and terrorist financing, US law enforcement
agencies also provide banks with access to resources and tools that can be used to
strengthen BSA / AML risk management programs. [13]

In 1977, in order to make it illegal for certain classes of individuals and legal
entities to make payments to foreign government officials to assist in obtaining or
maintaining a business, the Foreign Corruption Act ("FCPA™) was passed, as

amended, 15 U.S.C. §§ 78dd-1 and others.
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Specifically, the anti-bribery provisions of the FCPA prohibit the willful use of
the mails or any means of instrumentality of interstate commerce corruptly in
furtherance of any offer, payment, promise to pay, or authorization of the payment of
money or anything of value to any person, while knowing that all or a portion of such
money or thing of value will be offered, given or promised, directly or indirectly, to a
foreign official to influence the foreign official in his or her official capacity, induce
the foreign official to do or omit to do an act in violation of his or her lawful duty, or
to secure any improper advantage in order to assist in obtaining or retaining business
for or with, or directing business to, any person. [5]

Thus, the requirements of the FCPA clearly define the conditions for proper
accounting and make it easy to navigate in reporting documents through a
standardized approach and unification of reporting.

40 recommendations of the Financial Operations Working Group (FATF) (1990,
last revision in 2016): the FATF recommendations provide a comprehensive and
coherent system of measures to be implemented by countries to combat money
laundering and terrorist financing, as well as the financing of the proliferation of
weapons of mass destruction. Countries have different structures of legal,
administrative and operational systems and different financial systems, and therefore
not all can take identical measures to address these threats. Thus, the FATF
Recommendations set international standards that countries must implement through
measures tailored to specific circumstances. The FATF Recommendations set out the
basic measures that countries should take to:

- risk identification and policy development and coordination at the national
level;

- prosecution of money laundering, terrorist financing and financing the
proliferation of weapons of mass destruction;

- application of safeguards for the financial sector and other identified sectors;

- establishing the powers and responsibilities of the competent authorities (e.g.
investigative, law enforcement and supervisory authorities) and other institutional
arrangements;

- increasing the transparency and accessibility of information on beneficial
ownership of legal entities;

- as well as promoting international cooperation. [14, p.11]

Significant impact on the effectiveness of the country's AML /CFT measures
includes the sophistication and complexity of the regulatory and supervisory regime
in the country; the level of corruption and the impact of anti-corruption measures; or
the level of financial exemptions. Such factors may affect the risks of AML/CFT and
increase or decrease the effectiveness of AML/CFT measures. [14, p.14]

Thus, in this context, the effectiveness of the fight against money laundering and
terrorist financing is closely linked to the general level of crime in society.

According to the FATF Recommendations, countries must ensure that
designated law enforcement agencies are responsible for investigating money
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laundering and terrorist financing within the framework of national anti-money
laundering and anti-terrorist financing policies. In all cases involving major revenue-
generating crimes, these designated law enforcement agencies should, on their own
Initiative, conduct a parallel investigation into the prosecution of money laundering,
predicate offenses and terrorist financing. This should include cases where a related
predicate offense is committed outside their jurisdiction. Countries should ensure that
their competent authorities are responsible for the prompt identification, monitoring
and initiation of action to freeze and confiscate property that is, may be, or is
suspected of being criminal proceeds. Where appropriate, countries should also use
permanent or temporary multidisciplinary teams that specialize in financial or asset
investigations. Where appropriate, countries should ensure that joint investigations
are conducted with the relevant competent authorities of foreign countries. [14,
p.140]

Anti-corruption authorities are empowered to investigate money laundering and
terrorist financing offenses or related to corruption offenses in accordance with FATF
Recommendation 30, and should have sufficient authority to detect, monitor and
initiate the freezing and seizure of assets.

"USA Patriot Act" (full title: Uniting and Strengthening America by Providing
Appropriate Tools Required to Intercept and Obstruct Terrorism Act of 2001)
terrorism "2001") - a federal law passed in the United States in October 2001, gave
the government and police broad powers to oversee citizens. [15]

It was adopted after the terrorist attack of September 11, 2001. The law, in
particular, expanded the FBI's rights to eavesdrop and electronic surveillance, which
many saw as a violation of the Fourth Amendment to the US Constitution. The
rationale for this act was the implementation of the principle that in order to
effectively combat crime, it is necessary to make the potential gain from committing
a crime less than the potential damage from punishment. This primarily concerns the
deprivation of criminals of proceeds from crime.[16]

Since 2015, law enforcement powers to collect information have been somewhat
limited (Instead of US Patriot Act now US Freedom Act is in force) - now
surveillance is possible only with the court decision. The right to monitor and collect
information introduced in Ukraine on the same principle.

Today, the main global document regulating the prevention, investigation and
prosecution of corruption and the suspension of operations (freezing), arrest,
confiscation and recovery of proceeds of crime is the UN Convention against
Corruption, adopted at the 58th session of the UN General Assembly in October
2003, which established the theoretical basis for the adaptation of national legislation
and defined the fundamental principles of anti-corruption policy of the member states
of this international treaty.

The beginning of the development of international legal regulation in the field of
anti-corruption can be considered the adoption on 15 December 1975 of UN General

Assembly Resolution 3514 (XXX). The document calls on the governments of all
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countries to take the necessary measures at the national level to prevent and combat
corruption, which they deem appropriate, including legislation.

The tasks set by the resolution are clarified and detailed in various documents
adopted within the UN. In particular:

- UN General Assembly resolution on combating corruption of 12 December
1996 (A / RES /51/59); [17]

- UN Declaration against Corruption and Bribery in International Commercial
Transactions (1996); [18]

- Guidelines for the effective implementation of the Code of Conduct for Law
Enforcement Officials (1989); [19]

- The International Code of Conduct for Public Officials (1996) contains
recommendations that public officials must comply with in order to perform their
duties properly. [20]

These documents are of a recommendatory nature, but they have played a key
role in the preparation of international legal acts that have established international
standards for preventing and combating corruption.

According to the Article 30 of UNCAC: “Each State Party shall make the
commission of an offence established in accordance with this Convention liable to
sanctions that take into account the gravity of that offence. Each State Party shall take
such measures as may be necessary to establish or maintain, in accordance with its
legal system and constitutional principles, an appropriate balance between any
immunities or jurisdictional privileges accorded to its public officials for the
performance of their functions and the possibility, when necessary, of effectively
investigating, prosecuting and adjudicating offences established in accordance with
this Convention.” [3, p.23]

In order to combat corruption effectively, each State Party shall, to the extent
permitted by the basic principles of its domestic legal system and in accordance with
the conditions prescribed by its domestic law, take such measures as may be
necessary, within its means, to allow for the appropriate use by its competent
authorities of controlled delivery and, where it deems appropriate, other special
investigative techniques, such as electronic or other forms of surveillance and
undercover operations, within its territory, and to allow for the admissibility in court
of evidence derived there from. (Article 50 UNCAC) [3, p.41]

According to the Article 53 of UNCAC each State Party shall, in accordance
with its domestic law: take such measures as may be necessary to permit another
State Party to initiate civil action in its courts to establish title to or ownership of
property acquired through the commission of an offence established in
accordance with this Convention; take such measures as may be necessary to permit
its courts to order those who have committed offences established in accordance with
this Convention to pay compensation or damages to another State Party that
has been harmed by such offences; and take such measures as may be necessary to

permit its courts or competent authorities, when having to decide on confiscation, to
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recognize another State Party’s claim as a legitimate owner of property acquired
through the commission of an offence established in accordance with this
Convention. [3, p.43]

The most important steps of the Council of Europe in the fight against
corruption should be the development of modern anti-corruption standards, European
anti-corruption conventions and the establishment of a specialized body for
monitoring anti-corruption standards in Council of Europe member states - GRECO.

These are, in particular, the Criminal Law Convention on Corruption [21], the
Civil Law Convention on Corruption [22] and the Additional Protocol to the Criminal
Law Convention on Corruption [23].

The Criminal Law Convention on Corruption is a key international legal
instrument of the Council of Europe, which defines the grounds for criminalization of
corrupt practices, the list of them, the types and scope of international legal
assistance, as well as international control measures.

The purpose of the Civil Convention against Corruption is to introduce effective
means of "legal protection of persons harmed by acts of corruption, to enable such
persons to defend their rights and interests, including the possibility of obtaining
compensation for the damage caused." [21]

As of April 1, 2013, financial institutions must use the BSA Electronic
Reporting System "On Bank Secrecy" to report suspicious activity. Under the Bank
Secrecy Act (BSA), financial institutions are required to assist U.S. government
agencies in detecting and preventing money laundering, such as:

- keep records of cash purchases of negotiable instruments,

-file reports of cash transactions exceeding $10,000 (daily aggregate amount),
and

-report suspicious activity that might signal criminal activity (e.g., money
laundering, tax evasion)

An amendment to the BSA incorporates provisions of the USA Patriot Act,
which requires every bank to adopt a customer identification program as part of its
BSA compliance program. [13]

As already mentioned, almost all countries have adopted national laws on
combating money laundering and terrorist financing. Financial institutions and
certain non-financial enterprises and professions have mandatory obligations to
implement anti-money laundering and anti-terrorist financing systems that fully
comply with these laws. In contrast, many countries do not have national laws and
regulations that set formal requirements for compliance with anti-corruption
standards. In such jurisdictions, the FCPA and the UK Bribery Act effectively replace
national law, and companies develop anti-corruption programs under the influence of
these laws and in accordance with them, together with the rules and guidelines
adopted by the US and / or UK authorities.
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Corruption risks are an additional factor that encourages the integration of
FCPA requirements into anti-corruption programs. But such programs do not always
take into account the national and local specifics of different countries. [25]

The lack of national laws and regulations on compliance with anti-corruption
requirements raises two problems. Anti-corruption acts developed solely in
accordance with foreign standards or copied from foreign law may not always be
sufficient for a particular country. Statistics show a very active use of FCPA [26] and
the UK Bribery Act to companies from different countries and industries. A recent
report by the Anti-Corruption Committee of the International Bar Association (IBA)
confirmed the risk of numerous legal actions and stressed the need to discuss
conflicts between jurisdictions. [27, p.26]

In Ukrainian legislation, due to the "approximate copying” of norms from
foreign regulations and in order to selectively bring into line with international
standards of individual national legislation, there are still inconsistencies in national
regulations, which causes problems with both the definition and with the
investigation of crimes.

For example, in the Law on Combating Money Laundering and Terrorist
Financing, the definition of PEP includes senior civil servants [14, p. 4-5], while in
compliance with anti-corruption rules, companies pay special attention to relations
with any civil servants. Moreover, the definition of a public official varies from
country to country. The catalog of risks in the fight against money laundering and
terrorist financing is much broader than in compliance with anti-corruption norms, as
the regulation of anti-money laundering and terrorist financing is aimed at preventing
and combating money laundering. However, corruption is a money laundering
offense. As a result, the association of the user or beneficial owner with a jurisdiction
with a high level of corruption is usually included in the AML / CFT risk catalogs.

Detection of suspicious transactions is probably not a top priority of anti-
corruption standards, as is the case with AML/CFT. However, careful analysis of
financial transactions can also be an effective way to prevent corruption. The scope
of reporting obligations on compliance with anti-corruption rules depends on the
country's legal provisions. National criminal law may impose an obligation to report
corruption offenses involving serious or organized crime or by providing for a certain
threshold of imprisonment as a liability. In other cases, disclosure depends on anti-
corruption policy. In accordance with anti-money laundering and anti-terrorist
financing rules, financial institutions and certain non-financial enterprises and
professions are required to report controlled transactions in accordance with national
law and to report suspicious transactions identified in the anti-money laundering and
anti-terrorist financing program. Thus, both types of compliance involve a
combination of binding reporting obligations and discretionary reporting. The
similarities described above in compliance programs provide an opportunity for
cooperation between law enforcement officers or units responsible for combating

money laundering and terrorist financing and combating corruption. [1, p.17-18]
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International standards have greatly influenced the rules and procedures for
investigating money laundering and terrorist financing crimes. According to the latest
revised recommendations of the FATF, the investigation of such crimes requires
cooperation from law enforcement agencies. Motivation of law enforcement agencies
to conduct investigations involves, in particular, optimization of organizational and
functional structure, namely:

- study of European experience in improving the skills and professional skills of
law enforcement personnel;

- increasing the analytical resources of law enforcement agencies by establishing
an efficient and timely exchange of information, expanding the use of information
solutions, methods of analysis and processing of data sets, systems of analysis and
risk management;

- review of approaches to the system of personnel selection, development of
knowledge, skills and abilities of employees, their stimulation and encouragement to
honest and proactive performance of duties, based on the best world practices;

- elimination of duplication of functions related to combating economic crimes.

So, the key tasks of the investigation are:

- detection of criminal proceeds, search for assets and application of the
procedure of confiscation of assets using security measures, such as suspension /
arrest (if there are grounds), including:

- establishing the origin of funds or other assets received from or related to
illegal activities;

- tracking the movement of cash or other assets related to illegal activities;

- establishing the location, relocation, change of form (transformation) of assets,
as well as the acquisition, possession or use of funds or other assets obtained as a
result of committing a socially dangerous illegal act;

- establishment of assets for future confiscation.

- initiating pre-trial investigations in criminal proceedings for money laundering
(if there are grounds), in particular: establishing methods of concealment or disguise
of illegal origin of funds or other assets, disclosure of financial and economic
organized structures, undermining transnational criminal ties and obtaining
information on types and nature criminal schemes; identification of persons who own
such funds, assets or rights to such funds or assets.[10]

Given the growing risk of organized crime entering the economy, financial
investigation is an important tool for a modern and effective response to criminal
threats, including terrorist financing.

It can provide new evidence of criminal activity, prosecute entire criminal
networks, including their transnational consequences, and is key in developing
preventive and proactive action through the development of detection and control
tools.
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Financial investigation has a preventive and preventive added value. It is an
important tool for detecting money laundering, terrorist financing and other serious
crimes. It can be used against all criminal markets.

In many cases, financial investigations are needed to develop evidence against
high-level sophisticated criminals in order to deactivate transnational and organized
criminal networks. Financial investigations can also facilitate national risk
assessment in the relevant jurisdiction, as it provides knowledge about the structures
of crime.

Its benefits are evident in facilitating the investigation of criminal cases against
all serious and organized criminals by:

- defining motives, associations and connections with people and places;

- identify the use of other services, such as telephones, transport and facilities
that are relevant to the case;

- search or identification of suspects, witnesses or victims;

- providing information on the movement of the suspect (active, covert use of
financial information);

- providing information to address the problem of fruitful and priority offenders,
when no previous method has been successful;

- search for persons, including the missing.

More mobile, more flexible and better integrated into international criminal
networks, organized criminals are now seeking, given the increasing pressure from
law enforcement, to better penetrate the legal sphere in order to develop their illegal
activities.

The advantages of the economic and financial spheres are obvious. There are no
fingerprints, no DNA traces, no crime scene and no witness, so there is no evidence
and therefore no conviction. However, as criminals have learned to rely on financial
transactions and economic relations, the financial system and the general economic
environment now provide concrete opportunities to fight organized criminals.

If the intrusion into the legitimate economy of modern criminal threats is clearly
recognized, white-collar crimes remain difficult to investigate and criminals difficult
to prosecute. Hence the growing gap between the evolution of modern criminals and
the reaction of law enforcement agencies. Thus, there is a need to expand the
capabilities and know-how of investigations.

EU countries have agreed to make financial investigations a fundamental
component of all counter-terrorism investigations (revised EU Terrorist Financing
Strategy). Discussions on the implementation of some international agreements (such
as the UN Convention against Corruption, the Council of Europe Convention on
Action against Crime or the G8 Marine Cocaine Action Plan) also emphasize the
need to strengthen financial investigations and financial crime analysis at all stages of
criminal investigations and prosecutions.

Despite the implementation of money laundering legislation, the results of
convictions are unsatisfactory. The European Commission intends to support the
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integration of financial investigation and analysis of financial crimes, so that it
becomes a standard part of the investigation, law enforcement techniques in all
Member States in all cases of serious and organized crime (not just financial crimes).
Based on the Report of the 5-th Round of MONEYVAL Mutual Evaluation,
Ukraine's law enforcement agencies disagreed on the meaning of the term "financial
Investigation” - money laundering investigation, or investigation of other financial
offenses, or investigation of cases related to illegal income from offenses. In addition,
there are no general instructions on when to initiate a financial investigation and what
Its purpose is.

Conclusions. Thus, the implementation of international standards in national
law in some way unifies the approaches to the investigation of complex crimes,
which are often combined in a scheme, and allows the introduction of effective
methods of investigating such crimes. According to the FATF Recommendations,
financial investigations typically lead to the detection of other, previously unknown
crimes, as well as assets that have been acquired for proceeds of crime and, as a
result, may be subject to confiscation [10]. Taking into account international
standards, Ukraine managed to build a preventive APC / FT and anti-corruption
system. In the context of reforming the anti-corruption system, Ukraine has now
formed a legal framework that generally meets international standards developed in
international treaties and the practice of many foreign countries.
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