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Abstract. Financial and anti-fraud resilience has become a
critical condition for organisational sustainability, financial
stability and public trust in the digital economy. Fraud is
increasingly adaptive, technologically enabled and socially
manipulative, involving cyber-enabled fraud, payment scams,
identity theft, business email compromise, insider misconduct,
corruption, cryptocurrency fraud and social engineering.
Therefore, fraud should be analysed not only as a compliance
violation or criminal act, but also as a systemic resilience
challenge that affects organisations, consumers and financial
institutions. The objective of this article is to develop an
integrated analytical framework for financial and anti-fraud
resilience and to identify the governance, regulatory,
technological and organisational mechanisms that enable
institutions to prevent, detect, respond to and recover from fraud-
related financial shocks. The study applies qualitative conceptual
analysis, regulatory document analysis and secondary statistical
analysis. The research is based on verified reports, standards
and regulatory materials produced by ACFE, COSO, the Basel
Committee on Banking Supervision, FATF, EBA, ECB, ENISA,
FTC, FBI IC3 and UK Finance. The article proposes the
Financial and Anti-Fraud Resilience Chain, which includes
preparedness, prevention, detection, response, recovery, and
learning. It also develops the Financial and Anti-Fraud
Resilience Architecture, consisting of governance, control,
intelligence, response and learning layers. The results show that
effective resilience requires board oversight, ethical culture,
fraud risk assessment, internal controls, strong authentication,
transaction  monitoring, whistleblowing channels, AML
integration, incident response, customer protection and post-
incident learning. Financial resilience and anti-fraud resilience
are mutually dependent. Fraud weakens financial stability, while
weak financial resilience reduces the capacity to invest in fraud
prevention, detection and recovery systems. Further research
should focus on Al-based fraud detection, behavioural
vulnerabilities in authorised scams, reimbursement models,
fraud risks in instant payments and cryptocurrencies, and the
impact of deepfakes and synthetic identities on financial security.
Keywords: financial resilience; anti-fraud resilience; fraud risk
management; financial crime; cyber-enabled fraud; internal
controls; operational resilience; payment fraud, digital financial
security; money laundering; fraud detection, institutional trust.
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Introduction. Financial and anti-fraud resilience has become a
strategic priority for organisations, financial institutions, regulators and
societies. In the digital economy, fraud is no longer limited to isolated acts
of deception, internal theft or falsified documents. It has evolved into a
complex and adaptive system of risks involving cyber-enabled fraud,
authorised push payment scams, identity theft, social engineering, insider
misconduct, corruption, payment manipulation, synthetic identities, business
email compromise, cryptocurrency fraud and platform-enabled deception.
As a result, financial resilience and anti-fraud resilience must be understood
together.

Financial resilience refers to the ability of an organisation, financial
system or household to withstand financial shocks, preserve liquidity,
maintain critical operations and recover after disruption. Anti-fraud
resilience refers to the ability to prevent, detect, respond to and learn from
fraudulent activity. These two forms of resilience are interconnected. Fraud
weakens financial stability, destroys trust, increases operational costs,
reduces consumer confidence and may trigger legal, reputational and
regulatory consequences. At the same time, financially weak organisations
are more vulnerable to fraud because they may underinvest in internal
controls, cybersecurity, staff training, monitoring and investigation capacity.

The scale of the problem is significant. The Federal Trade Commission
reported that U.S. consumers lost more than $12.5 billion to fraud in 2024, a
25% increase compared with the previous year (Federal Trade Commission,
2025). The FBI Internet Crime Complaint Center reported $16.6 billion in
losses from internet crime in 2024, with investment fraud involving
cryptocurrency producing the largest losses, more than $6.5 billion (Federal
Bureau of Investigation, 2025). In Europe, the European Banking Authority
and the European Central Bank reported that payment fraud across the
European Economic Area amounted to €4.3 billion in 2022 and €2.0 billion
in the first half of 2023 (European Banking Authority & European Central
Bank, 2024). In the United Kingdom, UK Finance reported that £1.17 billion
was lost to fraud in 2023 (UK Finance, 2024).

These figures show that fraud is not only a criminal or compliance issue.
It is a resilience issue. Organisations and financial systems must be able not
only to comply with rules, but also to anticipate evolving schemes, detect
weak signals, protect customers, maintain operations, cooperate with
regulators and recover trust after incidents. Therefore, the central argument
of this article is that financial and anti-fraud resilience should be built as an
integrated governance system, combining financial controls, operational
resilience, cybersecurity, behavioural awareness, data analytics, regulatory
compliance and institutional learning.

Literature review. The academic and professional literature on fraud
has traditionally focused on motivation, opportunity and rationalisation. The
fraud triangle, developed from the work of Cressey, explains fraudulent
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behaviour through pressure, opportunity and rationalisation (Cressey, 1953).
Later models, including the fraud diamond, added capability as an important
factor because not every person with pressure, opportunity and
rationalisation can successfully commit fraud (Wolfe & Hermanson, 2004).
These models remain relevant because they show that fraud prevention must
reduce opportunities, change incentives, strengthen ethical culture and limit
the capacity to exploit weaknesses.

However, the digital transformation of finance requires a broader
approach. Fraud is increasingly organised, data-driven, technologically
enabled and cross-border. Social engineering allows criminals to manipulate
victims into authorising transactions themselves. Business email
compromise exploits trust relationships within organisations. Phishing,
smishing and deepfake techniques reduce the effectiveness of traditional
authentication. Cryptocurrency and virtual assets create new channels for
laundering proceeds and moving funds quickly. Therefore, anti-fraud
systems must combine internal control, cyber resilience, behavioural risk
management and intelligence-led monitoring.

The Association of Certified Fraud Examiners defines occupational
fraud as fraud committed by individuals against their employing
organisations. Its 2024 Report to the Nations is based on 1,921 real cases
from 138 countries and territories and estimates that organisations lose
approximately 5% of revenue to fraud each year (Association of Certified
Fraud Examiners, 2024). The report also shows that asset misappropriation
is the most common occupational fraud category, while financial statement
fraud is less frequent but more costly. This confirms that organisations need
differentiated controls for different fraud types.

The COSO and ACFE Fraud Risk Management Guide provides a
structured approach to fraud risk governance. It emphasises governance,
fraud risk assessment, prevention, detection, investigation and corrective
action (COSO & Association of Certified Fraud Examiners, 2023). This
approach is important because it moves fraud management from reactive
investigation to enterprise-wide risk management. Fraud resilience is not
achieved only by detecting fraud after losses occur. It requires a permanent
system of controls, accountability and learning.

Operational resilience literature also contributes to the topic. The Basel
Committee on Banking Supervision defines operational resilience as the
ability of a bank to deliver critical operations through disruption (Basel
Committee on Banking Supervision, 2021). Although Basel’s principles
focus on banking and operational disruptions, they are directly relevant to
financial and anti-fraud resilience because fraud incidents can disrupt
payment systems, customer access, internal operations, liquidity
management and public confidence. The Basel approach emphasises
governance, operational risk management, business continuity, third-party
dependency management, incident management and testing.
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Regulatory literature increasingly connects fraud, cybersecurity and
digital operational resilience. In the European Union, the Digital Operational
Resilience Act requires financial entities to manage information and
communication technology risks, report major incidents, test digital
resilience and manage third-party ICT risks (European Parliament & Council
of the European Union, 2022). DORA became applicable in January 2025
and reflects a shift from narrow I'T compliance to systemic digital resilience.
This is particularly relevant because fraud often exploits digital channels,
third-party dependencies and weak authentication processes.

The FATF perspective adds another dimension: fraud proceeds often
become money laundering risks. FATF research on methods and trends
shows that criminals exploit digitalisation, cyber-enabled crime, virtual
assets and cross-border structures to move and conceal illicit funds
(Financial Action Task Force, 2024). Thus, anti-fraud resilience must be
integrated with anti-money laundering and counter-terrorist financing
controls. Fraud detection cannot end at the point of loss recognition. It must
include tracing funds, suspicious activity reporting, customer due diligence
and cooperation with law enforcement.

Finally, consumer protection literature shows that fraud resilience is not
limited to organisations. Individuals and households are also affected. Fraud
may cause not only direct financial loss, but also psychological harm, shame,
distrust and reduced willingness to use digital services. Therefore, financial
and anti-fraud resilience must include consumer education, safe digital
design, reimbursement rules, rapid reporting channels and victim support.

Aims. The aim of this article 1s to develop an integrated analytical
framework for financial and anti-fraud resilience and to identify the
governance, regulatory, technological and organisational mechanisms that
enable institutions to prevent, detect, respond to and recover from fraud-
related financial shocks.

Methodology. The article uses qualitative conceptual analysis,
regulatory document analysis and secondary statistical analysis. The
research i1s based on verified reports, standards and regulatory materials
produced by international organisations, financial regulators, professional
anti-fraud associations and public enforcement agencies.

The sources include the ACFE Report to the Nations, COSO and ACFE
Fraud Risk Management Guide, Basel Committee principles for operational
resilience, FATF materials on financial crime risks, EBA and ECB payment
fraud reports, ENISA cybersecurity threat landscape reports, FTC Consumer
Sentinel Network data, FBI IC3 Internet Crime Report, UK Finance Annual
Fraud Report and EU DORA regulatory materials.

The methodology is based on functional analysis rather than simple
comparison by country. The article identifies the institutional functions
required for resilience and organises them into a resilience chain. This
approach is wused because fraud evolves dynamically and crosses
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organisational, technological and jurisdictional boundaries. Therefore, the
central question is not only where fraud happens, but how institutions can
build capabilities to withstand and adapt to it.

The chain shows that resilience is not a single control or one-time
compliance exercise. It is a continuous cycle in which organisations prepare
for fraud risks, prevent avoidable losses, detect suspicious activity, respond
quickly, recover financial and operational stability, and transform experience
into improved controls.

Results. Financial resilience and anti-fraud resilience overlap, but they
are not identical. Financial resilience concerns the ability to maintain
financial viability under pressure. It includes liquidity, capital adequacy,
revenue stability, cost control, insurance, contingency planning and
continuity of critical operations. Anti-fraud resilience concerns the ability to
resist fraud attempts, reduce exposure, detect anomalies, protect victims,
investigate incidents and learn from failures.

The relationship between these concepts is reciprocal. Fraud can
weaken financial resilience by creating direct losses, legal costs, regulatory
fines, compensation obligations and reputational damage. Weak financial
resilience can weaken anti-fraud controls because organisations under
financial pressure may reduce spending on compliance, audit, security and
training. Therefore, resilience must be designed as an integrated system.

Table 1. Relationship between financial resilience and anti-fraud

resilience
Dimension Financial resilience Anti-fraud resilience Integrated effect
Preserve financial Prevent and reduce fraud Protection of financial
Core purpose - .
stability losses continuity and trust
Liquidity shocks, Internal fraud, external Reduced vulnerability
Main risks revenue decline, scams, cyber-enabled fraud, to financial crime
operational disruption payment manipulation shocks
Main Capital buffc.srs, liquidity Fnte.rnal .contr(.)ls, 4 Stronger capacity to
instruments planmpg, insurance, monitoring, investigation, absorb anFl rgspond to
continuity plans reporting, staff awareness fraud incidents
Governance Board oversight of Board oversight of fraud risk Enterprise-wide
focus financial risk and ethical culture resilience governance
Main outcome Ability to withstand Ability to resist and recover . S.ust.ainable
financial pressure from fraud institutional trust

Source: developed by the author based on Basel Committee on Banking Supervision (2021), COSO and
Association of Certified Fraud Examiners (2023), and Association of Certified Fraud Examiners (2024).

Fraud as an adaptive risk. Fraud is adaptive because fraudsters
respond to controls. When authentication improves, criminals may move
from unauthorised access to authorised payment manipulation. When
organisations strengthen technical controls, criminals may use social
engineering. When card fraud becomes harder, fraudsters may target instant
payments, investment platforms or cryptocurrency channels. This adaptive
nature makes fraud resilience different from static compliance.
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The EBA and ECB report confirms that strong customer authentication
has had a beneficial effect on fraud levels, especially in card fraud, but
payment fraud remains significant across the European Economic Area
(European Banking Authority & European Central Bank, 2024). This
suggests that technical safeguards are necessary, but fraudsters continuously
shift tactics toward areas where human behaviour, urgency, trust and digital
complexity can be exploited.

ENISA also identifies the financial sector as a major target for cyber
threats. Its financial sector threat landscape highlights mobile malware fraud,
smishing, malicious applications and attacks against digital banking users
(ENISA, 2025). This confirms that anti-fraud resilience must include cyber
threat intelligence, customer behaviour monitoring and digital literacy.

Statistical evidence on fraud losses. Verified international data show
the scale and diversity of fraud-related losses.

Table 2. Selected verified statistical evidence on fraud and financial

crime

Indicator Value Source
Reported U.S. consumer fraud losses in More than $12.5 billion Federal.Tr.ade
2024 Commission
Increase in reported U.S. fraud losses 250, Federal Trade
compared with 2023 ° Commission
FBI IC3 reported internet crime losses $16.6 billion Federal ].Bure.au of
in 2024 Investigation
Largest FBI IC3 loss category in 2024 Cryptocurrency-related investment Federal Bureau of

fraud, over $6.5 billion Investigation
EEA payment fraud in 2022 €4.3 billion EBA and ECB
5(])5212 payment fraud in the first half of €2.0 billion EBA and ECB
UK fraud losses in 2023 £1.17 billion UK Finance
ACFE 2024 occupational fraud study 1,921 cases from 138 countries and ACFE
territories

Estimated  annual organisational 50, ACFE
revenue lost to fraud
Asset _misappropriation share  of 89% ACFE
occupational fraud cases
Corruption share of occupational fraud 48% ACFE
cases
F1nanc1§l statement fraud share of 59, ACFE
occupational fraud cases

Source: compiled by the author based on Federal Trade Commission (2025), Federal Bureau of
Investigation (2025), European Banking Authority and European Central Bank (2024), UK Finance (2024),
and Association of Certified Fraud Examiners (2024).

The data show three important patterns. First, consumer and cyber-
enabled fraud losses are rising rapidly. Second, payment fraud remains a
material risk even in highly regulated markets. Third, occupational fraud
remains a persistent organisational risk, with internal controls and ethical
culture playing decisive roles.
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The Financial and Anti-Fraud Resilience Architecture. Based on the
analysis, financial and anti-fraud resilience can be systematised into five

institutional layers.

Table 3. Financial and Anti-Fraud Resilience Architecture

lines model

Layer Purpose Key instruments Resilience contribution
Governance Establish accountability Boa?d over'51ght, fra}ud risk Defines responsibility
. . appetite, ethics policies, three .
layer and risk ownership and strategic control

Control layer

Reduce opportunities
for fraud

Segregation of duties,
approvals, reconciliations,
access controls, strong

Prevents avoidable
losses

authentication
Data analytics, transaction
monitoring, whistleblowing,
threat intelligence, customer
behaviour analytics
Incident response,
investigations, reporting,
freezing funds, law
enforcement cooperation
Root cause analysis, control
redesign, staff training,
scenario testing, lessons
learned
Source: developed by the author based on COSO and Association of Certified Fraud Examiners (2023),
Basel Committee on Banking Supervision (2021), European Parliament and Council of the European Union
(2022), and ENISA (2025).

Detect anomalies and
emerging threats

Improves early

Intelligence layer detection

Reduces financial and
reputational damage

Limit harm after fraud

Response layer
occurs

Improve the system
after incidents

Builds adaptive

Learning layer e
glay resilience

This architecture differs from traditional compliance models because it
treats fraud as a dynamic system risk. The governance layer ensures
responsibility. The control layer reduces exposure. The intelligence layer
identifies weak signals. The response layer limits harm. The learning layer
creates adaptation.

Prevention mechanisms. Fraud prevention begins with governance.
The board and senior management must define fraud risk appetite, establish
ethical expectations and ensure that fraud risk is included in enterprise risk
management. COSO and ACFE emphasise that fraud risk management
requires governance, fraud risk assessment, prevention, detection,
investigation and corrective action (COSO & Association of Certified Fraud
Examiners, 2023).

Prevention also requires internal controls. Segregation of duties, dual
authorisation, vendor verification, employee screening, access management,
transaction limits and reconciliation processes reduce fraud opportunities.
However, controls must be risk-based. Excessive control may reduce
operational efficiency, while weak control increases fraud exposure.

Digital fraud prevention requires strong customer authentication, secure
onboarding, device intelligence, transaction risk analysis, confirmation of
payee, customer warnings and behavioural analytics. The EBA and ECB
report confirms the beneficial impact of strong customer authentication on
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fraud levels (European Banking Authority & European Central Bank, 2024).
However, authentication alone cannot prevent authorised scams because
victims may be manipulated into approving transactions.

Human-centred prevention is equally important. Fraudsters exploit
emotions such as fear, urgency, greed, trust, shame and hope. Therefore, staff
and customer education should focus not only on technical rules, but also on
behavioural red flags: pressure to act quickly, requests for secrecy, unusual
payment instructions, unexpected changes in bank details, emotional
manipulation and promises of unrealistic returns.

Detection mechanisms. Fraud detection depends on the ability to
identify abnormal patterns. Traditional detection relies on internal audit,
management review, reconciliations and whistleblowing. Digital detection
uses data analytics, machine learning, network analysis, device
fingerprinting, geolocation anomalies, behavioural biometrics and
transaction monitoring.

The ACFE has consistently found that tips are among the most common
detection methods in occupational fraud cases, which confirms the
importance of whistleblowing channels and speak-up culture (Association of
Certified Fraud Examiners, 2024). A hotline is not merely a reporting tool.
It is a signal that the organisation expects transparency and protects those
who report concerns.

Detection must also be linked to anti-money laundering monitoring.
Fraud proceeds often move quickly through mule accounts, cryptocurrency
wallets, shell companies or cross-border transfers. FATF emphasises the
importance of understanding evolving criminal methods and applying risk-
based mitigation measures (Financial Action Task Force, 2024). Therefore,
fraud teams and AML teams should not work in isolation.

Response and recovery mechanisms. Fraud response must be fast,
coordinated and evidence-based. The first priority is containment: stopping
transactions, freezing accounts, preserving evidence and preventing further
loss. The second priority is investigation: identifying the fraud mechanism,
responsible actors, control failures and affected parties. The third priority 1s
reporting: notifying regulators, law enforcement, insurers, customers and
internal governance bodies when required. The fourth priority is recovery:
recovering funds, compensating victims where appropriate, restoring
operations and rebuilding trust.

Operational resilience principles are especially relevant in this stage.
Basel’s principles focus on the ability to deliver critical operations through
disruption (Basel Committee on Banking Supervision, 2021). Fraud
incidents may not always stop operations, but severe incidents can affect
customer access, liquidity, payment processing and public confidence.
Therefore, fraud response should be connected with business continuity
planning and crisis communication.

37



Issue 2 (26), 2026 Public Administration and Law Review
e-ISSN 2674-5216 print-ISSN 2733-211X

In the EU financial sector, DORA strengthens this connection by
requiring financial entities to manage ICT risks, classify and report incidents,
test resilience and manage third-party providers (European Parliament &
Council of the European Union, 2022). This is important because many fraud
incidents involve technological systems, outsourced platforms or digital
service providers.

Learning and adaptation. The final stage of resilience is learning.
Organisations often focus on closing an individual case, but resilience
requires deeper analysis. After a fraud incident, the organisation should ask
several questions: What vulnerability was exploited? Was it a control failure,
governance failure, human factor, technological weakness or external
dependency? Were warning signs ignored? Was the response timely? Did
staff understand reporting procedures? Did customers receive effective
warnings? Did third parties contribute to the risk?

Learning requires root cause analysis, control redesign, staff retraining,
updated risk scenarios, board reporting and testing. Fraud scenarios should
be included in stress testing and crisis simulations. This is particularly
important because fraud schemes evolve quickly and may combine cyber
intrusion, social engineering, insider assistance and money laundering.

Discussion. The results demonstrate that financial and anti-fraud
resilience should be understood as an integrated governance capability rather
than a set of isolated controls. The main challenge is that fraud is adaptive,
cross-functional and increasingly digital. It does not respect organisational
boundaries between finance, compliance, cybersecurity, operations,
customer service and legal departments. Therefore, resilience requires
coordination across all these areas.

The first major implication is that compliance is necessary but
insufficient. Organisations may formally comply with regulations and still
remain vulnerable if controls are poorly designed, staff are not trained, data
are fragmented, whistleblowers are not protected or customer warnings are
ineffective. Fraud resilience requires an operational culture in which
prevention and detection are embedded in daily processes.

The second implication 1s that fraud risk must be treated as a board-
level risk. Fraud can create direct financial losses, regulatory sanctions,
litigation, reputational harm and loss of trust. Boards should therefore
receive regular information on fraud typologies, loss trends, control
weaknesses, investigation outcomes and emerging threats. Fraud risk
appetite should be explicit and linked with internal controls, digital strategy
and customer protection.

The third implication concerns data. Fraud detection increasingly
depends on high-quality, timely and interoperable data. However, data
analytics alone cannot solve fraud. Algorithms may identify suspicious
patterns, but human expertise is needed to interpret context, understand
deception, investigate intent and avoid unfair treatment of customers.
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Therefore, the future of fraud resilience lies in combining technology with
professional judgement.

The fourth implication concerns customers and citizens. Fraud
prevention cannot be shifted entirely onto victims. Many scams are designed
by professional criminals who exploit psychological pressure, trusted brands
and digital complexity. Financial institutions, platforms, telecom providers
and regulators should share responsibility for prevention. This includes safer
system design, confirmation tools, transaction warnings, rapid reporting,
reimbursement frameworks and public education.

The fifth implication concerns the relationship between fraud and cyber
risk. Phishing, ransomware, malware, account takeover and business email
compromise demonstrate that cyber incidents and fraud losses are
increasingly connected. ENISA’s threat landscape identifies phishing,
malware, ransomware and social engineering as persistent threats (ENISA,
2024, 2025). Therefore, anti-fraud resilience should be integrated with
cybersecurity and digital operational resilience.

The sixth implication concerns third-party risk. Financial institutions
increasingly rely on cloud providers, payment processors, fintech partners,
data vendors and outsourced service providers. DORA addresses this issue
by strengthening ICT third-party risk management in the EU financial sector
(European Parliament & Council of the European Union, 2022). Fraud
resilience requires visibility over third-party controls, incident response
procedures, contractual obligations and concentration risks.

The seventh implication concerns social trust. Fraud weakens trust not
only in individual organisations, but also in financial systems and digital
transformation. If consumers believe that online banking, digital payments
or investment platforms are unsafe, they may reduce participation in the
digital economy. Thus, anti-fraud resilience supports financial inclusion and
digital confidence.

The article’s analytical contribution is the Financial and Anti-Fraud
Resilience Chain. It shows that resilience is built through six connected
stages: preparedness, prevention, detection, response, recovery, and
learning. If any stage is weak, the whole system becomes vulnerable. For
example, strong detection without recovery may leave victims unsupported.
Strong prevention without learning may become obsolete. Strong response
without preparedness may be slow and fragmented.

Conclusions. Financial and anti-fraud resilience is a critical condition
for organisational sustainability, financial stability and public trust in the
digital economy. Fraud has become more adaptive, technologically enabled
and socially manipulative. It affects organisations, consumers, financial
institutions and public systems. Therefore, fraud should be treated not only
as a compliance violation or criminal act, but also as a resilience challenge.

The article shows that financial resilience and anti-fraud resilience are
mutually dependent. Fraud undermines financial resilience through losses,
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fines, compensation costs and reputational damage. Weak financial
resilience undermines anti-fraud capacity by reducing investment in
controls, monitoring and training. Effective resilience requires their
integration into one governance system.

The proposed Financial and Anti-Fraud Resilience Chain includes
preparedness, prevention, detection, response, recovery, and learning. This
chain allows organisations to move from reactive fraud management to
adaptive resilience. The Financial and Anti-Fraud Resilience Architecture
further identifies five layers: governance, control, intelligence, response and
learning. Together, these models provide a practical framework for
organisations and regulators.

The analysis confirms that effective anti-fraud resilience requires board
oversight, ethical culture, fraud risk assessment, internal controls, strong
authentication, data analytics, whistleblowing channels, AML integration,
incident response, customer protection and post-incident learning. It also
requires cooperation between financial institutions, regulators, law
enforcement, technology providers, platforms and consumers.

Further research should focus on measuring the effectiveness of anti-
fraud resilience frameworks, evaluating Al-based fraud detection, assessing
behavioural vulnerabilities in authorised scams, comparing reimbursement
models, analysing fraud risks in instant payments and cryptocurrencies, and
studying the psychological and social consequences of fraud victimisation.
Special attention should also be given to the role of artificial intelligence,
deepfakes and synthetic identities in future fraud ecosystems.
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