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Abstract. The rapid development of digital technologies has
transformed traditional contracting practices and increased the use of
electronic documents and electronic signatures. Electronic signatures
now perform the legal function of identifying the signer, confirming
consent, ensuring the integrity of electronic documents and supporting
the evidentiary value of electronic contracts. However, because
electronic signatures are created, transmitted and verified through
digital systems, they remain exposed to cyber threats, including
identity theft, unauthorised access, data alteration, misuse of private
keys and attacks on certification infrastructure. The objective of this
article is to analyse the legal and technical mechanisms used to protect
electronic signatures from cyber threats in electronic contracts and to
determine how such mechanisms support trust, identity verification
and evidentiary reliability. The study applies qualitative legal analysis
and comparative legal analysis. It examines international model laws,
regional regulations, national legislation and legal doctrine related to
electronic signatures, electronic certification and electronic contracts.
The analysed sources include the UNCITRAL Model Laws, European
Directive 1999/93/EC, Regulation (EU) No. 910/2014, French
legislation, Egyptian Law No. 15 of 2004, Iraqi Law No. 78 of 2012
and Algerian Law No. 15-04 of 2015. The article identifies three main
groups of protection mechanisms: electronic certification certificates,
encryption mechanisms and evidentiary mechanisms. Certification
certificates confirm the link between the signer and signature creation
data. Encryption protects confidentiality, integrity and secure
verification through private and public keys. Evidentiary mechanisms
require signer identification, exclusive control over the signature tool,
connection between the signature and the signed document, detection
of later modifications and long-term preservation. Effective protection
of electronic signatures requires an integrated combination of legal
regulation, licensed certification authorities, cryptographic tools,
identity verification and preservation procedures. Further research
should focus on cross-border recognition of electronic signatures,
cybersecurity standards for certification authorities, electronic
signatures in public procurement, judicial assessment of electronic
evidence and the impact of emerging technologies on digital trust
services.
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Introduction. Today, humanity faces many challenges, particularly in
the context of rapid digital development. The most significant challenges of
this progress are connected with the widespread use of modern technologies
in almost all fields of social, economic and legal activity. These technologies
are often used in the absence of sufficient safeguards, which exposes
individuals, institutions and electronic systems to numerous risks. These
risks are intensified by the growing phenomenon of cybercrime, which
targets personal data, financial assets, electronic systems and reputational
interests.

The widespread adoption of modern technologies in various sectors,
especially in contracting processes, is explained by the advantages and
benefits they offer, such as saving time, reducing effort and enabling remote
interaction between contracting parties. Contracting now frequently takes
place through electronic documents authenticated by electronic signatures.
Communication between contracting parties is conducted remotely through
electronic means, often with the complete absence of physical presence. This
has made electronic contracting increasingly attractive to individuals,
enterprises and public authorities.

Cybercrimes have diversified and include crimes against electronic
systems, such as stealing personal data stored within them, sabotaging
electronic systems or forging the information they contain. They also include
crimes targeting financial assets and reputations. These crimes cause
significant harm to individuals and institutions. In this context, the electronic
signature is the mechanism that gives electronic documents their legal status
and attributes them to their owners.

Initially, there was considerable apprehension regarding electronic
signatures, similar to the general fear associated with any new technology.
However, with the continuous advancement of information and
communication technologies and the increasing issuance of legislation
protecting electronic transactions, this fear has gradually decreased.
Electronic signatures have become widely accepted and, in many areas, even
more practical than traditional signatures.

According to the regulations of countries that recognise electronic
transactions for concluding contracts, the use of electronic signatures has
become necessary for authenticating documents exchanged between
contracting parties. In public procurement, for example, electronic
communication and electronic submission procedures require reliable
mechanisms of identification, authentication and proof. Nevertheless,
electronic signatures remain vulnerable to breaches because they are created,
transmitted and verified through electronic systems connected to the internet,
which is exposed to different types of cyberattacks.

Therefore, the central research question of this article is: what legal and
technical mechanisms have legislations established for creating and proving
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electronic signatures in the face of cyber threats and for instilling trust among
contracting parties?

To answer this question, the article analyses two main dimensions. The
first concerns mechanisms for creating electronic signatures, including
electronic certification certificates and encryption. The second concerns
mechanisms for proving electronic signatures, especially verification of the
signer’s identity, exclusive control over the signature tool and preservation
of the electronic signature.

Literature review. The legal literature on electronic signatures is
closely connected with the transformation of traditional paper-based
contracting into electronic contracting. As electronic documents replaced
traditional paper documents, the traditional handwritten signature was
replaced by the electronic signature. This transition required a rethinking of
legal proof, identity verification, integrity of documents and non-
repudiation.

The UNCITRAL Model Law on Electronic Commerce of 1996
recognised the functional equivalence between paper-based and electronic
communications. It considered that a signature may perform several
functions, including identifying the person, confirming the person’s
involvement in the act of signing, establishing a connection between the
person and the content of the document, and confirming the intention to be
bound by the content of the signed document (UNCITRAL, 1996). These
functions became essential for recognising the legal validity of electronic
signatures.

The UNCITRAL Model Law on Electronic Signatures further
developed this approach by establishing the conditions under which an
electronic signature may be considered reliable. Article 7 recognises the
possibility of designating persons, devices or authorities to determine
whether electronic signatures comply with reliability requirements, provided
that such designation is consistent with internationally recognised standards
(UNCITRAL, 2011). Article 12 also addresses the cross-border recognition
of electronic signatures and certificates, stating that no consideration should
be given solely to the geographic location where the certificate was issued
or where the signature was created, provided that an equivalent level of
reliability is achieved (UNCITRAL, 2011).

European legislation has played a central role in establishing standards
for electronic signatures and trust services. Directive 1999/93/EC introduced
a legal framework for electronic signatures and recognised the importance
of linking the signature to the signer, identifying the signer, ensuring that the
signature is created using means under the signer’s sole control and making
it possible to detect subsequent changes to the signed data (European
Parliament and Council of the European Union, 1999). Later, Regulation
(EU) No. 910/2014, known as the eIDAS Regulation, created a
comprehensive framework for electronic identification and trust services for
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electronic transactions in the internal market (European Parliament and
Council of the European Union, 2014). This regulation distinguishes
between simple, advanced and qualified electronic signatures and gives
particular importance to qualified certificates and trust service providers.

French legislation also reflects the movement toward recognising
electronic writing and electronic signatures as legally valid forms of proof.
Article 1316-4 of the French Civil Code, later replaced by Article 1367,
recognised the electronic signature as a reliable identification process that
ensures the connection between the signer and the act to which the signature
relates (French Ordinance No. 2016-131, 2016). Decree No. 2001-272 of
March 30, 2001 further regulated the conditions for implementing electronic
signatures and preserving their reliability (Decree No. 2001-272,
2001/2017).

Arab legislations have also addressed electronic signatures. Egyptian
Law No. 15 of 2004 defined the electronic certification certificate as a
certificate issued by a licensed certification authority proving the link
between the signer and the data used to create the signature (Egyptian Law
No. 15/2004, 2004). The Executive Regulations of this law further explained
encryption and public-key cryptography as technical systems used to secure
electronic data and signature creation data (Executive Regulations of
Egyptian Law No. 15/2004, 2005). Iraqi Law No. 78 of 2012 similarly
defined the electronic certification certificate as a document issued by a
certification authority to prove the attribution of the electronic signature to
the signer (Iraqi Law No. 78/2012, 2012).

Algerian Law No. 15-04 of 2015 also established a legal framework for
electronic signatures and certification services. It used the concept of the
electronic certification service provider, defined as any natural or legal
person who grants electronic certificates and may provide other electronic
certification services after obtaining a licence from the competent economic
authority (Algerian Law No. 15-04, 2015). The law also defines the
certificate holder and the trusted third party, and it specifies responsibilities
of certification service providers and certificate holders.

The literature and legal sources therefore show that protecting
electronic signatures requires an integrated approach. This approach
combines legal recognition, certification, encryption, identity verification,
preservation, responsibility of certification service providers, and the
possibility of cross-border recognition.

Aims. The aim of this article is to analyse the legal and technical
mechanisms used to protect electronic signatures from cyber threats in
electronic contracts. To achieve this aim, the article first examines the role
and legal importance of electronic signatures in electronic contracting. It
then analyses electronic certification certificates as a key mechanism for
ensuring the authenticity and reliability of electronic signatures, followed by
an examination of encryption as a technical tool for protecting signature data
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and electronic documents. The study also compares selected legislative
approaches, including the UNCITRAL, European Union, French, Egyptian,
Iraqi and Algerian frameworks, in order to identify common principles and
differences in the regulation of electronic signatures. Particular attention is
paid to the mechanisms through which electronic signatures acquire
evidentiary value, especially signer identification, exclusive control over the
signature creation tool and preservation of the electronic signature. On this
basis, the article formulates conclusions and recommendations aimed at
strengthening the legal protection of electronic signatures against cyber
threats.

Methodology. This study applies qualitative legal analysis and
comparative legal analysis. It is based on the examination of international
model laws, regional regulations, national legislation, legal doctrine and
selected judicial and administrative references related to electronic
signatures and electronic contracts.

The research uses a doctrinal legal method to analyse the concepts, legal
definitions and legal conditions governing electronic signatures. It also uses
a comparative method to identify similarities and differences between
selected legal systems. The analysed legal sources include the UNCITRAL
Model Law on Electronic Commerce, the UNCITRAL Model Law on
Electronic Signatures, European Directive 1999/93/EC, Regulation (EU)
No. 910/2014, French legal provisions on electronic signatures, Egyptian
Law No. 15 0f 2004 and its Executive Regulations, Iraqi Law No. 78 0f 2012,
and Algerian Law No. 15-04 of 2015.

The article is structured according to two main analytical dimensions.
The first dimension concerns mechanisms for creating electronic signatures,
including electronic certification certificates and encryption. The second
dimension concerns mechanisms for proving electronic signatures, including
verification of the signer’s identity, exclusive control over the signature tool,
electronic certification and preservation of electronic signatures.

Results. Electronic certification certificates play a central role in
protecting electronic signatures. They establish the link between the signer
and the data used to create the signature. This link is essential because
electronic signatures do not have a physical form and therefore require a
trusted technical and legal mechanism to confirm identity, integrity and non-
repudiation.

The table 1 shows that different legal systems recognise certification as
a central mechanism for protecting electronic signatures. Although
terminology differs, the common purpose is to confirm the link between the
signer and the signature creation data.
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Table 1. Legal definitions and functions of electronic certification

certificates
Legal source Definition or legal approach Main function
UNCITRAL Model | Allows the designation of persons, devices or | Establishes reliability
Law on Electronic | authorities to determine whether electronic and international
Signatures signatures comply with reliability requirements standards

Defines the electronic certification certificate as a

Egyptian Law No. | certificate issued by a licensed certification | Proves the link between
15 of 2004 authority proving the link between the signer and | signer and signature data

signature creation data

Defines the electronic certification certificate as a

Iraqi Law No. 78 of | document issued by a certification authority to | Attributes the signature

2012 prove attribution of the electronic signature to the to its owner
signer

Regulates certification
services and certificate
issuance
Creates a harmonised

eIDAS Regulation | Establishes trust services and recognises simple, EU framework for

No. 910/2014 advanced and qualified electronic signatures electronic identification
and trust services
Source: compiled by the author based on UNCITRAL (2011), Egyptian Law No. 15/2004 (2004), Iraqi Law
No. 78/2012 (2012), Algerian Law No. 15-04 (2015), and Regulation (EU) No. 910/2014 (European
Parliament and Council of the European Union, 2014).

Algerian Law No. | Uses the concept of electronic certification service
15-04 of 2015 provider and trusted third party

In Algeria, the electronic certification service provider is responsible
for granting electronic certificates and may provide other services in the field
of electronic certification after obtaining a licence from the competent
authority. The certificate holder is the natural or legal person who obtains an
electronic certification certificate from a certification service provider or
trusted third party. In public procurement, this may include a public
purchaser or economic operator using electronic signatures within electronic
transactions.

A trusted third party is a legal entity that issues qualified electronic
certification certificates and may provide other electronic certification
services for participants in the government sector. Therefore, the trusted third
party is entrusted by a governmental authority with granting electronic
certification certificates on its behalf (Algerian Law No. 15-04, 2015).

An electronic signature certificate functions as an electronic identity
document. It verifies the identity of the signer, protects the integrity of
exchanged documents and guarantees non-repudiation. It is usually provided
on an external electronic medium such as a USB device or smart card. It links
electronic signature data to a natural or legal person.

The licensing of certification authorities is also important. Egyptian
Law No. 15 of 2004 states that it is not permitted to issue electronic
certification certificates without a licence from the competent authority. This
licence is subject to procedures, rules and guarantees set by the law and its
executive regulations (Egyptian Law No. 15/2004, 2004). The same logic
appears in other legal systems, where certification service providers must
comply with technical, administrative and legal requirements.
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The practical steps for obtaining an electronic signature certificate
usually include having a valid email address and appropriate technological
equipment, requesting the certificate from the certification authority,
reviewing the required supporting documents, submitting those documents
to the registration authority and personally collecting the certificate from the
registration authority.

In the field of public procurement, electronic signature requirements are
stricter. In European Union countries, electronic signature certificates for
public procurement have been affected by the eIDAS framework. Since
October 1, 2018, public purchasers or economic operators wishing to engage
in electronic contracting have been required to use advanced electronic
signatures compliant with the eIDAS Regulation (European Parliament and
Council of the European Union, 2014). In practice, electronic signature
formats may include XAdES, CAdES and PAdES.

Encryption as a technical mechanism for protecting electronic
signatures. Encryption is a key technical mechanism used to protect
electronic signatures and electronic documents. It makes data unreadable to
unauthorised persons and protects confidentiality, integrity and secure
transmission.

The table 2 demonstrates that encryption protects electronic signatures
by combining identity verification, confidentiality, integrity and control over
signature creation data. The use of private and public keys is particularly
important because it allows the signer to create the signature and the recipient
to verify it.

Table 2. Encryption mechanisms and their role in protecting electronic

signatures
Element Description Protective role
. A confidential key held by the Allows creation of the electrom(.: s1gn’amre
Private key . and must remain under the signer’s
signer .
exclusive control
. A key made available for Allows recipients or systems to verify the
Public key . . .
verification electronic signature
Asymmetric Uses two related keys, one Supports secure signing, verification and
encryption private and one public identity confirmation
. . Uses the same key for Protects confidentiality of data
Symmetric encryption . . ..
encryption and decryption transmission
Encrypted USB key or Physical electronic medium Protects the private key from unauthorised
smart card used to store signature data access
Certification authority The authority signs the Confirms integrity of the certificate and
signature certificate with its private key accuracy of information

Source: compiled by the author based on Egyptian Law No. 15/2004 (2004), the Executive Regulations of
Egyptian Law No. 15/2004 (2005), Algerian Law No. 15-04 (2015), and www.marche-public.fr (2020).

An electronic certificate is a personal digital identity belonging to a
member of a company, administration or other organisation. It usually
consists of three inseparable elements. The first element includes
information related to the identity of the owner, such as name, position,
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service, email address, organisation, certificate validity period, identity of
the certification authority, authorised functions, access address to the
certification authority’s issuance policy and the address of the list of revoked
certificates. The second element is the private key, and the third element is
the public key.

The certificate necessary for electronic transactions consists of a public
key and an associated private key. The private key must remain confidential.
This system is known as an asymmetric key certificate. It is often provided
through an encrypted USB key or smart card.

The issuing authority signs the certificate with its private key, thereby
ensuring the integrity of the certificate and the accuracy of the information
contained in it. Before issuing the certificate, the authority verifies the link
between the future signer and the certificate. This verification may involve
checking identity documents, meeting the user face-to-face or confirming the
accuracy of the information submitted by the applicant.

Encryption may be symmetric or asymmetric. Symmetric encryption
uses the same key for encryption and decryption. Asymmetric encryption
uses a public key and a private key. The public-key cryptography system
allows any natural or legal person to have two separate keys: a public key
that is electronically available and a private key that is kept confidential
(Executive Regulations of Egyptian Law No. 15/2004, 2005).

In Algeria, the legislator did not provide a separate definition of
encryption, but referred to it when discussing verification data of electronic
signatures, describing such data as codes, public encryption keys or any other
data used to verify the electronic signature (Algerian Law No. 15-04, 2015).

The conclusion from this part is that encryption is not merely a technical
tool. It is also a legal mechanism because it supports the evidentiary value of
the electronic signature by protecting the private key, ensuring the link
between the signer and the signed document and enabling verification by the
recipient.

Mechanisms for proving electronic signatures. Electronic signatures
must not only be created securely. They must also be capable of proof. For
an electronic signature to have legal effect, the identity of the signer must be
verified, the signer must have exclusive control over the signature tool and
the signature must be preserved in conditions that guarantee integrity.

The table 3 confirms that proving an electronic signature depends on
both legal and technical conditions. A signature that cannot identify the
signer, cannot demonstrate exclusive control or cannot guarantee integrity
cannot provide sufficient evidentiary value.
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Table 3. Evidentiary conditions for electronic signatures

Condition Legal meaning Main legal sources
Identification of the The signature must make it possible to UNCITRAL Model Law on
. . . . Electronic Commerce, French
signer identify the person who signed

Civil Code, eIDAS Regulation

Exclusive control

The signer alone must control the signature
creation tool

Directive 1999/93/EC, Egyptian
Law No. 15/2004

Link to the signed act

The signature must be connected with the
electronic document or contract

French Civil Code, UNCITRAL
Model Law

Integrity of the Any later modification of the document or | Directive 1999/93/EC, Egyptian
document signature must be detectable Law No. 15/2004
Certification A competent authority confirms the link | Egyptian, Iraqi and Algerian
certificate between signer and signature data laws

’ The electronic mgngture and 'data must be French Civil Code, Decree No,
Preservation stored under conditions ensuring long-term

. . 2001-272, legal doctrine
integrity

Source: compiled by the author based on UNCITRAL (1996), Directive 1999/93/EC (European Parliament
and Council of the European Union, 1999), Egyptian Law No. 15/2004 (2004), French Law No. 2000-230
(2000), Decree No. 2001-272 (2001/2017), and Algerian Law No. 15-04 (2015).

The first evidentiary condition is verification of the signer’s identity.
For the electronic signature to produce legal effects, it must reflect the
identity of its owner. This does not mean that the electronic signature
replaces a personal identification card. Rather, the electronic signature must
be under the sole control of the signer, and its use must be supported by a
certificate issued by a competent authority, functioning as an electronic
identification card (Hejazi, 2003).

A secured electronic signature verifies the identity of the signer through
a unique electronic code specific to the individual. This code is processed
electronically and distinguishes the person from others. A trusted
certification authority may be used to verify the identity of the person using
the electronic signature (Sareity, 2006).

The second evidentiary condition is exclusive control over the
electronic signature tool. Directive 1999/93/EC requires that an advanced
electronic signature be linked to the signer, capable of identifying the signer,
created using means that the signer can maintain under their sole control and
linked to the signed data in such a way that any later change is detectable
(European Parliament and Council of the European Union, 1999). Egyptian
Law No. 15 of 2004 similarly requires that the electronic signature be linked
solely to the signer, that the signer alone control the electronic medium and
that any modification or alteration of the electronic document or signature be
detectable (Egyptian Law No. 15/2004, 2004).

The third evidentiary condition is the electronic issuance of a certificate
or identification document for the signer. French law recognises electronic
writing as admissible evidence if the person from whom it originates can be
identified and if the writing is created and stored in conditions that guarantee
integrity (French Law No. 2000-230, 2000). The French system
distinguishes between simple electronic certificates and qualified electronic
certificates. A simple certificate confirms the validity of electronic signature
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data and its link to the signer, while a qualified certificate contains additional
information and offers greater security (Salim, 2004; Al-Mari, 1998).

The fourth evidentiary condition is preservation. For electronic writing
to have the same probative value as paper-based writing, it must be preserved
under conditions ensuring its integrity. The French legislator emphasised this
in Article 1316 of the Civil Code, which recognises the evidentiary value of
electronic writing when it is created and stored in conditions that guarantee
integrity (French Law No. 2000-230, 2000).

Preservation is especially important because electronic messages may
be exposed to alteration, unauthorised access, deletion or addition between
the moment of sending and the moment of receipt. Preserving the electronic
signature means ensuring that it remains exactly as it was when issued by its
source until it reaches the recipient and throughout the period required for
legal proof (Hejazi, 2003).

The preservation of an electronic signature should extend beyond the
duration of the electronic contract. This is necessary to prevent future
disputes and to allow reference to electronic documents and signatures
during the statutory limitation period. Long-term preservation requires
electronic media capable of protecting data from damage, alteration or
destruction (Kandil, 2004).

Discussion. The analysis shows that protecting electronic signatures
from cyber threats requires a combination of legal recognition, certification,
encryption, identity verification and preservation. No single mechanism is
sufficient by itself. Certification confirms the link between the signer and the
signature creation data. Encryption protects confidentiality and integrity.
Identity verification confirms attribution. Exclusive control prevents
unauthorised use. Preservation guarantees evidentiary value over time.

One of the main findings is that legislation increasingly recognises the
electronic signature as functionally equivalent to a traditional signature.
However, this equivalence is conditional. It depends on reliability, identity
verification, integrity of the signed document and the ability to detect
subsequent modifications. This is consistent with the UNCITRAL functional
equivalence approach and with European legal standards (UNCITRAL,
1996; European Parliament and Council of the European Union, 2014).

Another important issue is the role of certification authorities. These
authorities serve as trusted intermediaries between the signer and the
recipient. They verify identity, issue certificates and may be responsible for
damage caused by inaccurate information or failure to revoke certificates.
Algerian Law No. 15-04 explicitly regulates the responsibilities of electronic
certification service providers and certificate holders. The certification
service provider may be responsible for damage caused to persons who relied
on the certificate if the information contained in the certificate was
inaccurate or if the service provider failed to revoke the certificate when
required (Algerian Law No. 15-04, 2015).

113



Issue 2 (26), 2026 Public Administration and Law Review
e-ISSN 2674-5216 print-ISSN 2733-211X

The certificate holder also has responsibilities. Once the certificate is
issued, the holder is responsible for maintaining the confidentiality of the
signature creation data. If the confidentiality of the signature creation data is
in doubt, or if the data no longer corresponds to the information in the
certificate, the holder must request revocation. The holder must also not use
the certificate for purposes other than those for which it was issued (Algerian
Law No. 15-04, 2015).

The comparison between legal systems reveals that European Union
countries have developed a more differentiated system by distinguishing
between simple, advanced and qualified electronic signatures. They have
also developed special rules for electronic identification and trust services,
especially through the eIDAS Regulation. In contrast, several Arab
legislations regulate electronic signatures generally, without always
distinguishing between civil electronic transactions and public procurement
transactions.

This distinction is important because public procurement requires
higher levels of reliability, transparency and security. Public contracts
involve public funds, administrative accountability and public interest.
Therefore, the use of qualified certificates, advanced signatures and secure
platforms is especially important in this field.

The protection of electronic signatures also depends on technical
literacy and organisational readiness. Contracting parties must understand
how certificates, private keys, public keys, smart cards, encrypted USB
devices and revocation lists function. Without proper use, even a legally
valid system may become vulnerable.

Cyber threats make these protections essential. Electronic signatures
may be exposed to theft of private keys, identity fraud, certificate misuse,
unauthorised access, alteration of electronic documents and attacks on
certification infrastructure. Therefore, electronic signature protection must
be continuously updated in response to technological change and evolving
cybercrime methods.

Conclusions. The study of electronic signatures and their protection
against cyber threats leads to several conclusions.

First, the creation and validation of an electronic signature require an
electronic certification certificate issued by a licensed certification authority.
This certificate confirms the link between the signer and the signature
creation data.

Second, no entity should be allowed to issue electronic certification
certificates without a licence granted by the competent state authority.
Licensing ensures that certification authorities comply with technical, legal
and administrative guarantees.

Third, obtaining an electronic certification certificate requires several
practical steps, including having a valid email address and appropriate
technological equipment, requesting the certificate from the certification
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authority, submitting supporting documents to the registration authority and
personally receiving the certificate.

Fourth, in countries that rely on electronic transactions for concluding
contracts, electronic signing has become essential for the enforceability and
validity of electronic contracts, especially in public procurement.

Fifth, the electronic certificate functions as a personal digital identity.
It includes information about the owner, the organisation, the validity period,
the certification authority, the authorised functions, the private key and the
public key.

Sixth, encryption is a central mechanism for protecting electronic
signatures. It protects confidentiality, secures the private key, enables
verification through the public key and supports the integrity of electronic
documents.

Seventh, electronic signatures have evidentiary mechanisms. A secure
electronic signature verifies the signer’s identity through a unique electronic
code. It is also possible to rely on a certification authority to verify the
identity of the signer.

Eighth, the signer must have exclusive control over the electronic
signature tool. It must also be possible to detect any modification or
alteration of the electronic document or electronic signature.

Ninth, preservation is essential for the evidentiary value of electronic
signatures. Electronic signatures and electronic documents must be stored
under conditions that protect them from alteration, deletion, destruction or
unauthorised access for the full legal period during which disputes may arise.

Based on these conclusions, several recommendations can be made.
Legislators should continue to enact laws and regulations that provide
sufficient guarantees for the use of electronic signatures. These laws should
strengthen the authority and accountability of certification service providers
and certificate holders. They should also impose stricter penalties on those
who violate electronic systems, attack certification infrastructure or misuse
electronic signature data.

It is also necessary to establish specialised regulatory bodies in the field
of electronic system protection. These bodies should detect violations,
supervise certification authorities, monitor the use of electronic certificates
and hold accountable those who unlawfully attack electronic systems or
information.

Finally, legal protection should be accompanied by technical
safeguards, public awareness and professional training. The effectiveness of
electronic signatures depends not only on legislation, but also on the ability
of users, public authorities, companies and courts to understand and apply
the technical and legal mechanisms that ensure trust in electronic contracts.
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