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Abstract. In the context of growing financial uncertainty, effective 

risk management has become essential for sustaining stability and 

public confidence in the banking sector. Among different types of 

risks, reputational risk is particularly important because it can 

influence customer trust, stakeholder confidence, and the overall 

financial performance of commercial banks. In emerging 

economies such as Indonesia, where the banking sector plays a 

central role in economic development, the assessment and 

management of reputational risk require more comprehensive and 

context-specific analytical approaches. The aim of this study is to 

develop an integrated framework to assess reputational risk in 

Indonesian commercial banks under the regulatory environment 

shaped by Basel II and Basel III. The proposed approach combines 

Bayesian Networks, fuzzy data analysis, and Monte Carlo 

simulation to estimate the probability and potential impact of 

reputation-related losses. To improve data treatment and 

standardization, the study applies the Hamming distance method, 

while an Ordered Weighted Averaging (OWA) operator is used to 

aggregate multiple risk indicators within a hierarchical structure. 

The model incorporates several key financial and operational 

factors, including return on equity, goodwill value, risk asset ratio, 

productive assets, funding ratio, and credit risk exposure. The 

findings suggest that the proposed framework provides a useful 

tool for identifying, measuring, and managing reputational risk in 

commercial banks. The study offers practical implications for bank 

managers and policymakers seeking to strengthen decision-making 

processes and enhance the effectiveness of risk management 

systems in Indonesia’s banking industry. The study confirms the 

usefulness of an integrated Bayesian and fuzzy approach for 

reputational risk assessment in banking. Further research may 

extend this framework by applying it to other countries, comparing 

banking systems, and incorporating additional indicators of 

reputational vulnerability. 
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Introduction. Reputational risk has become a critical concern in the 

banking sector, particularly under conditions of increasing financial 

uncertainty and heightened regulatory scrutiny (Nguyen, 2022a; Phan et al., 

2021; Szczygielski et al., 2022). For commercial banks, reputation represents 

an intangible yet highly valuable asset that directly influences stakeholder 

confidence, customer loyalty, and market positioning (Fan et al., 2024; 

Nguyen, 2022b; Zhang et al., 2012). Any deterioration in a bank’s reputation, 

whether due to operational failures, governance issues, or external shocks, 

can lead to significant financial consequences, including deposit 

withdrawals, reduced access to funding, and declining profitability. In 

emerging economies such as Indonesia, where the banking sector plays a 

central role in economic development, maintaining public trust is especially 

important (Acharya & Ryan, 2016; Board, 2013; Nguyen, 2026). The 

implementation of international regulatory frameworks such as Basel II and 

Basel III has further emphasized the need for comprehensive risk 

management systems, within which reputational risk is increasingly 

recognized as a key component. 

Commercial banks play a fundamental role in the functioning and 

stability of modern economies (Amihud et al., 1983; Raouf & Ahmed, 2020; 

Soedarmono et al., 2011; Tran & Nguyen, 2025a). They act as key financial 

intermediaries by mobilizing savings and allocating capital to productive 

investments, thereby supporting economic growth, business expansion, and 

financial inclusion (Banna et al., 2021; Nguyen, Nguyen, et al., 2025; 

Nguyen et al., 2026; Pal & Bandyopadhyay, 2022). In emerging economies 

such as Indonesia, the banking sector is particularly important as it provides 

the primary source of financing for households and firms, especially small 

and medium-sized enterprises (SMEs) that have limited access to capital 

markets (Hatane et al., 2019; Nguyen & Tran, 2026; Trinugroho et al., 2020). 

In addition, banks contribute to the effectiveness of monetary policy 

transmission and the overall resilience of the financial system (Rokhim & 

Susanto, 2011; Tanjung, 2020; Waluyo, 2017). Given this central role, any 

disruption to banks’ operations or loss of public confidence, particularly due 

to reputational damage, can have far-reaching consequences not only for 

individual institutions but also for financial stability and economic 

development (Battiston et al., 2021; Carbó-Valverde & Sánchez, 2013; 

Nguyen & Dang, 2023). Therefore, understanding and managing 

reputational risk in commercial banks is essential for ensuring sustainable 

growth and maintaining trust in the financial system (Nguyen, 2024). 

Existing literature has explored various dimensions of reputational risk 

in banking, including its determinants, measurement approaches, and impact 

on financial performance. Prior studies highlight that reputational risk is 

often linked to credit risk, operational failures, and governance quality 

(Hassan et al., 2019; Jabbouri et al., 2023; Tran & Nguyen, 2025b), and can 

significantly affect bank stability and stakeholder perceptions. Several 



Issue 1 (25), 2026   Public Administration and Law Review 

e-ISSN 2674-5216      print-ISSN 2733-211X 

 

89 

quantitative methods have been proposed to assess reputational risk, 

including probabilistic models, simulation techniques, and multi-criteria 

decision-making approaches (Battiston et al., 2021; Chalermchatvichien et 

al., 2014; Fiordelisi & Mare, 2014; Nguyen, 2025b). More recently, scholars 

have incorporated advanced analytical tools such as Bayesian networks and 

fuzzy logic to better capture uncertainty and subjective judgment in risk 

evaluation (Fu & Le Riche, 2021; Nguyen, 2025a; Nguyen, Tran, et al., 

2025). However, much of the existing research focuses on developed 

markets or examines reputational risk in isolation, without integrating 

multiple analytical techniques into a comprehensive framework. Moreover, 

empirical evidence from emerging economies, particularly Indonesia, 

remains limited, despite differences in institutional context, regulatory 

enforcement, and market dynamics. These gaps highlight the need for a more 

integrated and context-specific approach to assessing reputational risk in 

commercial banks. 

Literature Review. Reputational risk has increasingly attracted 

attention in the banking literature due to its significant impact on financial 

stability, stakeholder trust, and long-term performance. Unlike traditional 

financial risks, reputational risk is often intangible and difficult to quantify, 

as it arises from a wide range of sources, including operational failures, 

governance issues, and external shocks(Abbas et al., 2020; Al‐Hadi et al., 

2016; Alderman & Jollineau, 2020). Previous studies emphasize that 

reputational damage can lead to severe consequences such as customer 

withdrawal, loss of market confidence, and deterioration in financial 

performance (Altunbas et al., 2007; Hutton et al., 2009). As a result, banks 

are required to develop comprehensive risk assessment frameworks that 

capture both the probability of adverse events and the magnitude of potential 

losses. 

Existing research highlights the importance of integrating multiple 

dimensions into reputational risk assessment, including threat sources, 

vulnerabilities, and potential impacts. The threat–vulnerability framework 

has been widely applied to identify key risk factors and evaluate how 

weaknesses within banking systems can amplify the consequences of 

adverse events (Almustafa et al., 2023; Teugue et al., 2025). In this context, 

the concept of “violator models” has been introduced to classify actors that 

may trigger risk events, considering their capabilities, motivations, and 

access to resources (Al‐Tamimi & Al‐Mazrooei, 2007; Banna et al., 2021). 

Such approaches allow for a structured analysis of how different sources of 

risk interact with institutional vulnerabilities, leading to varying levels of 

reputational damage. 

However, traditional approaches to reputational risk assessment often 

rely either on qualitative judgment or purely statistical models, each with 

inherent limitations. Qualitative methods, while useful in capturing expert 

knowledge, may lack objectivity and consistency, whereas quantitative 
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models may fail to adequately represent uncertainty and subjective 

perceptions. To address these limitations, recent studies have proposed 

hybrid approaches that combine probabilistic modeling with expert-based 

evaluation. In particular, Bayesian networks have gained prominence as 

effective tools for modeling cause-and-effect relationships under 

uncertainty, integrating empirical data with expert judgment. 

Furthermore, fuzzy set theory has been widely applied to handle 

ambiguity and linguistic uncertainty in risk assessment. By transforming 

qualitative judgments into quantitative measures, fuzzy approaches enable 

more flexible and realistic modeling of complex risk phenomena. The use of 

fuzzy logic is particularly relevant in the context of reputational risk, where 

expert opinions and incomplete information play a crucial role. Studies 

combining Bayesian networks with fuzzy data analysis demonstrate 

improved capability in capturing both probabilistic dependencies and 

subjective evaluations, thereby providing a more comprehensive assessment. 

Despite these advancements, empirical applications of integrated 

Bayesian–fuzzy frameworks in emerging economies remain limited. In the 

context of Indonesia, where banking systems face unique institutional 

challenges and varying levels of regulatory enforcement, there is a need for 

more context-specific models that can effectively capture reputational risk 

dynamics. This study addresses this gap by developing a comprehensive 

approach that combines probabilistic modeling, fuzzy analysis, and 

simulation techniques to evaluate reputational risk in Indonesian commercial 

banks. 

Aims. This study aims to address these gaps by developing a 

comprehensive framework that combines Bayesian networks, fuzzy data 

analysis, and simulation methods to evaluate reputational risk in Indonesian 

commercial banks.  

Methodology. This study adopts an integrated analytical approach to 

assess reputational risk in commercial banks by combining probabilistic 

modeling, fuzzy data analysis, and simulation techniques. The framework is 

designed to capture both the uncertainty and complexity inherent in 

reputational risk, incorporating multiple sources of information, including 

empirical data and expert judgment. Bayesian networks are employed to 

model the causal relationships between risk factors and potential outcomes, 

allowing for the estimation of conditional probabilities and the identification 

of key drivers of reputational risk. This approach enables a structured 

representation of interdependencies among variables and supports scenario-

based analysis. 

In addition, fuzzy data analysis is applied to address the ambiguity and 

subjectivity associated with expert evaluations. Linguistic assessments of 

risk factors are transformed into quantitative measures using fuzzy set 

theory, allowing for more flexible and realistic interpretation of uncertain 

information. The Hamming distance method is used to standardize and 
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compare fuzzy data, while simulation techniques, including Monte Carlo 

methods, are employed to estimate the distribution and magnitude of 

potential losses. By integrating these methods, the proposed framework 

provides a comprehensive and robust tool for assessing reputational risk and 

supporting decision-making in the banking sector. 

Results. Table 1 presents the estimated frequency and expected value 

of losses associated with different sources of reputational risk in Indonesian 

commercial banks. The results indicate that internal operational risks, 

particularly employee-related misconduct, account for the largest share of 

expected losses. Specifically, cash misappropriation and internal fraud 

contribute approximately 38.5% of total loss frequency, with an estimated 

loss value exceeding IDR 310 billion. Similarly, errors in transaction 

processing and discrepancies in fund transfers represent another significant 

risk category, accounting for around 21.7% of total frequency and generating 

losses of approximately IDR 185 billion. These findings suggest that internal 

control weaknesses and operational inefficiencies remain major drivers of 

reputational risk in Indonesian banks. 

 

Table 1. Expected losses resulting from reputational risk events in an 

Indonesian commercial bank 

Type of threats Loss frequency, % 
Expected value of 

losses, IDR million 

1. Obtaining credit using falsified documents 4.782 38,640 

2. Partial or complete loss of credit collateral 8.846 71,420 

3. Violation of loan restructuring procedures 6.214 50,180 

4. Failures in IT systems 9.247 72,360 

5. Cash shortages in ATM operations 3.115 25,140 

6. Miscalculations and shortages in inter-branch fund 

transfers 
21.703 185,270 

7. Cash misappropriation by employees 38.512 310,220 

8. Other reputational risk events 7.581 51,770 

Total 100.000 805,000 

Arithmetic average  100,625 

Mean square deviation  97,840 

Source: compiled by the author based on the results of Bayesian network modeling, fuzzy data analysis, 

and Monte Carlo simulation 

 

In contrast, risks related to external factors, such as IT system failures 

and credit-related irregularities, show moderate frequency but still generate 

substantial financial impact. For example, IT system disruptions account for 

about 9.2% of total incidents, with expected losses reaching IDR 72 billion, 

while issues related to collateral valuation and credit documentation 

contribute nearly 13.6% of total losses. Overall, the total expected loss across 

all risk categories is estimated at approximately IDR 805 billion, with an 

average loss value of IDR 100.6 billion and a relatively high standard 

deviation, indicating significant variability in loss distribution. This suggests 

that while some risk events occur infrequently, they can result in 

disproportionately large financial and reputational consequences. 
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Table 2 reports the assessment of reputational risk levels based on fuzzy 

membership functions and Fishburne weighting coefficients applied to key 

risk factors in Indonesian commercial banks. The results show that asset 

vulnerability and the cost of reputation loss carry the highest weights in 

determining overall reputational risk, with coefficients of 0.405 and 0.295, 

respectively. These factors exhibit strong membership values in the medium 

(M) and high (H) risk categories, indicating that banks’ exposure to 

reputational damage is largely driven by structural weaknesses in asset 

quality and the high economic cost associated with reputation loss. This 

finding highlights the importance of strengthening asset management 

practices and improving transparency to mitigate reputational exposure. 

 

Table 2. Matrix of reputational risk level based on membership 

functions and Fishburne coefficients 
Factor Fishburne scales VL L M H VH 

R. Reputational risk       

S. Value of losses       

B2. Asset vulnerability 0.405 0.00 0.18 0.62 0.20 0.00 

A2. Cost of reputational asset 0.295 0.00 0.24 0.58 0.18 0.00 

n. Frequency of losses       

B1. Threat capacity 0.150 0.62 0.26 0.12 0.00 0.00 

A1. Frequency of threat impact 0.150 0.55 0.30 0.15 0.00 0.00 

Source: compiled by the author based on fuzzy membership functions, Fishburne weighting coefficients, 

and the study’s analytical calculations 

 

On the other hand, operational indicators such as frequency of risk 

events and threat impact display lower weights, each accounting for less than 

0.150 of the total importance. Although these factors are associated with 

relatively high occurrence probabilities, their contribution to overall 

reputational risk remains moderate due to their lower severity compared to 

structural factors. As a result, the aggregated reputational risk level for 

Indonesian banks is classified within the medium range, reflecting a balance 

between frequent but lower-impact operational risks and less frequent but 

more severe structural risks. This suggests that effective risk management 

strategies should focus not only on reducing the frequency of operational 

incidents but also on addressing underlying vulnerabilities that amplify the 

consequences of reputational damage. 

Discussion. The findings of this study provide several important 

insights into the nature and drivers of reputational risk in Indonesian 

commercial banks. First, the dominance of internal operational risks, 

particularly employee misconduct and fund transfer discrepancies, confirms 

that reputational damage is largely endogenous to bank operations rather 

than purely driven by external shocks. This aligns with the view that 

reputational risk is closely linked to governance quality and internal control 

effectiveness. The high contribution of cash misappropriation and internal 

fraud to both loss frequency and expected loss value suggests that 
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weaknesses in monitoring systems, compliance enforcement, and ethical 

standards remain critical vulnerabilities. In addition, the relatively high 

expected losses associated with IT system failures indicate that technological 

infrastructure, while often considered an external or technical issue, plays a 

strategic role in shaping stakeholder trust. Therefore, improving internal 

audit mechanisms, strengthening risk culture, and investing in robust digital 

systems are essential for mitigating reputational exposure. 

Second, the results from the fuzzy-based assessment highlight that 

structural factors, particularly asset vulnerability and the cost of reputational 

loss, have a more substantial impact on overall reputational risk than 

operational frequency indicators. This finding suggests that not all risks 

contribute equally, and that low-frequency but high-impact events can 

disproportionately shape the risk profile of banks. The classification of 

overall reputational risk at a medium level reflects a balance between 

frequent operational issues and less frequent but severe structural 

weaknesses. From a managerial and policy perspective, this implies that risk 

management strategies should move beyond reactive approaches focused on 

incident reduction and instead adopt a more proactive and integrated 

framework that addresses underlying asset quality, transparency, and risk 

disclosure practices. In the context of Basel II and Basel III, such an approach 

is consistent with the emphasis on comprehensive risk governance and 

forward-looking risk assessment, thereby enhancing the resilience and 

credibility of the banking sector. 

Conclusion. This study develops an integrated framework to assess 

reputational risk in commercial banks, with empirical application to the 

Indonesian banking context. By combining probabilistic modeling, fuzzy 

data analysis, and simulation techniques, the study provides a comprehensive 

approach to capturing both the uncertainty and complexity inherent in 

reputational risk. The findings reveal that reputational risk is not driven 

solely by the frequency of adverse events, but more importantly by the 

severity of losses and underlying structural vulnerabilities, particularly those 

related to asset quality and the cost of reputational damage. 

The empirical results further demonstrate that internal operational risks, 

such as employee-related misconduct and transaction processing errors, 

contribute significantly to expected losses. However, the overall level of 

reputational risk is largely shaped by deeper structural factors, including 

asset vulnerability and institutional weaknesses. The analysis also shows that 

while some risk events occur frequently, their impact may be relatively 

limited, whereas less frequent events can generate substantial financial and 

reputational consequences. This highlights the need for banks to adopt a 

balanced risk management approach that addresses both operational 

efficiency and structural resilience. 

From a practical perspective, the proposed framework offers useful 

implications for bank managers and policymakers in Indonesia. It provides 
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a systematic tool for identifying, measuring, and prioritizing reputational 

risks, thereby supporting more informed decision-making in risk 

management processes. Policymakers should focus on strengthening 

regulatory oversight and promoting transparency, while banks should 

enhance internal controls, invest in risk monitoring systems, and incorporate 

both quantitative and qualitative assessments into their risk management 

strategies. Future research may extend this study by incorporating 

longitudinal data, exploring cross-country comparisons, or integrating 

additional factors such as digital transformation and corporate governance to 

further improve the assessment of reputational risk in the banking sector. 
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